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NEW QUESTION: 1

Which of the following subjects is UNLIKELY to form part of a cloud service provision laaS
contract?

A. Intellectual Property Rights.

B. User security education.

C. Liability

D. End-of-service.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 2

Which of the following acronyms covers the real-time analysis of security alerts generated
by applications and network hardware?

A. CERT

B. DDoS.

https://en.wikipedia.org/wiki/Security _information_and_event_management

C. CISM.

D. SIEM.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 3

Which security framework impacts on organisations that accept credit cards, process credit
card transactions, store relevant data or transmit credit card data?

A. PCI DSS.

B. ENISA NIS.
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C. TOGAF.

D. Sarbanes-Oxiey
https://digitalguardian.com/blog/what-pci-compliance
Answer: A (LEAVE A REPLY)

NEW QUESTION: 4

James is working with a software programme that completely obfuscates the entire source
code, often in the form of a binary executable making it difficult to inspect, manipulate or
reverse engineer the original source code.

What type of software programme is this?

A. Open Source.

B. Free Source.

C. Interpreted Source.

D. Proprietary Source.

Answer: (SHOW ANSWER)

NEW QUESTION: 5

Which term describes a vulnerability that is unknown and therefore has no mitigating
control which is immediately and generally available?

A. Zero-day.

https://en.wikipedia.org/wiki/Zero-day_(computing)

B. Trojan.

C. Advanced Persistent Threat.

D. Stealthware.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 6

When considering the disposal of confidential data, equipment and storage devices, what
social engineering techniqgue SHOULD always be taken into consideration?

A. Shoulder Surfing.

B. Tailgating.

C. Dumpster Diving.

D. Spear Phishing.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 7

Which of the following international standards deals with the retention of records?
A. RFC1918.

B. ISO/IEC 27002.

C. PCIDSS.

D. 1S0154809.


https://www.freeqas.com/qa/BCS/CISMP-V9/BCS.CISMP-V9.v2022-11-16.q34.html
https://www.freeqas.com/qa/BCS/CISMP-V9/BCS.CISMP-V9.v2022-11-16.q34.html
https://www.freeqas.com/qa/BCS/CISMP-V9/BCS.CISMP-V9.v2022-11-16.q34.html
https://www.freeqas.com/qa/BCS/CISMP-V9/BCS.CISMP-V9.v2022-11-16.q34.html

Answer: D (LEAVE A REPLY)

NEW QUESTION: 8

When considering outsourcing the processing of data, which two legal "duty of care"
considerations SHOULD the original data owner make?

1 Third party is competent to process the data securely.

2. Observes the same high standards as data owner.

3. Processes the data wherever the data can be transferred.
4. Archive the data for long term third party's own usage.
A.1and 2.

B. 3 and 4.

C.2and 3.

D. 1 and 4.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 9

In terms of security culture, what needs to be carried out as an integral part of security by
all members of an organisation and is an essential component to any security regime?
A. Access denial measures

B. Verification of visitor's ID

C. The 'need to known principle.

D. Appropriate behaviours.

Answer: (SHOW ANSWER)

NEW QUESTION: 10

When securing a wireless network, which of the following is NOT best practice?
A. Turning on SSID broadcasts to advertise security levels.

B. Use MAC tittering on a SOHO network with a smart group of clients.

C. Dedicating an access point on a dedicated VLAN connected to a firewall.

D. Using WPA encryption on the wireless network.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 11

Which of the following is NOT an information security specific vulnerability?
A. Unpatched Windows operating system.

B. Use of HTTP based Apache web server.

C. Use of an unlocked filing cabinet.

D. Confidential data stored in a fire safe.

Answer: (SHOW ANSWER)

NEW QUESTION: 12
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What Is the KEY purpose of appending security classification labels to information?

A. To make sure the correct colour-coding system is used when the information is ready
for archive.

B. To ensure that should the information be lost in transit, it can be returned to the
originator using the correct protocols.

C. To comply with whatever mandatory security policy framework is in place within the
geographical location in question.

D. To provide guidance and instruction on implementing appropriate security controls to
protect the information.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 13

Which of the following uses are NOT usual ways that attackers have of leveraging
botnets?

A. Undertaking vishing attacks

B. Scanning for system & application vulnerabilities.

C. Generating and distributing spam messages.

D. Conducting DDOS attacks.

Answer: (SHOW ANSWER)

NEW QUESTION: 14

In business continuity, what is a battle box?

A. A list of names and addresses of staff to be utilised should industrial action prevent
access to a building.

http://www.battlebox.biz/why.asp

B. A collection of tools and protective equipment to be used in the event of civil
disturbance.

C. A portable container that holds Items and information useful in the event of an
organisational disaster.

D. An armoured box that holds all an organisation's backup databases.

Answer: (SHOW ANSWER)

NEW QUESTION: 15

Which of the following statutory requirements are likely to be of relevance to all
organisations no matter which sector nor geographical location they operate in?
A. FSA.

B. GDPR.

C. HIPAA.

D. Sarbanes-Oxley.

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 16

Which of the following statements relating to digital signatures is TRUE?

A. A digital signature that uses a signer's private key is illegal.

B. Digital signatures are legal unless there is a statutory requirement that predates the
digital age.

C. Digital signatures are rarely legally enforceable even if the signers know they are
signing a legal document.

D. Digital signatures are valid and enforceable in law in most countries in the world.
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 17

What term is used to describe the act of checking out a privileged account password in a
manner that bypasses normal access controls procedures during a critical emergency
situation?

A. Privileged User Gateway

B. Enterprise Security Management

C. Break Glass

D. Multi Factor Authentication.

Answer: (SHOW ANSWER)

NEW QUESTION: 18

What types of web application vulnerabilities continue to be the MOST prolific according to
the OWASP Top 10?7

A. Poor Password Management.

B. Injection Flaws.

C. Security Misconfiguration

D. Insecure Deserialsiation.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 19
When preserving a crime scene for digital evidence, what actions SHOULD a first
responder initially make?
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A. Remove all digital evidence from the scene to prevent unintentional damage.

B. Photograph all evidence and triage to determine whether live data capture is necessary.
C. Don't touch any evidence until a senior digital investigator arrives.
https://www.ncjrs.gov/pdffiles1/nij/219941.pdf

D. Remove power from all digital devices at the scene to stop the data changing.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 20

How might the effectiveness of a security awareness program be effectively measured?
1) Employees are required to take an online multiple choice exam on security principles.
2) Employees are tested with social engineering techniques by an approved penetration
tester.

3) Employees practice ethical hacking techniques on organisation systems.

4) No security vulnerabilities are reported during an audit.

5) Open source intelligence gathering is undertaken on staff social media profiles.
A.2,4and5.

B. 1,2 and 3.

C. 3,4 and 5.

D. 1,2 and 5.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 21

What Is the PRIMARY difference between DevOps and DevSecOps?

A. Within DevSecOps security is introduced at the end of development immediately prior to
deployment.

B. DevSecOps focuses solely on iterative development cycles.

C. DevSecOps includes security on the same level as continuous integration and delivery.
D. DevOps mandates that security is integrated at the beginning of the development
lifecycle.
https://www.viva64.com/en/b/0710/#:.~:text=DevOps%20is%20a%20methodology
%?20aiming,in%20the%20software%20development%20process.&text=DevSecOps%20is
%20a%20further%20development,code%20quality%20and%20reliability%20assurance.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 22

Which of the following is NOT a valid statement to include in an organisation's security
policy?

A. The policy has the support of Board and the Chief Executive.

B. The policy has been agreed and amended to suit all third party contractors.

C. The compliance with legal and regulatory obligations.

D. How the organisation will manage information assurance.
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Answer: D (LEAVE A REPLY)

NEW QUESTION: 23

Why is it prudent for Third Parties to be contracted to meet specific security standards?
A. All access to corporate systems must be controlled via a single set of rules if they are to
be enforceable.

B. It is a legal requirement for Third Party support companies to meet client security
standards.

C. Vulnerabilities in Third Party networks can be malevolently leveraged to gain illicit
access into client environments.

D. Third Parties cannot connect to other sites and networks without a contract of similar
legal agreement.

Answer: (SHOW ANSWER)

NEW QUESTION: 24

In business continuity (BC) terms, what is the name of the individual responsible for
recording all pertinent information associated with a BC exercise or real plan invocation?
A. Desk secretary.

B. Recorder.

C. Scrum Master.

D. Scribe.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 25

A penetration tester undertaking a port scan of a client's network, discovers a host which
responds to requests on TCP ports 22, 80, 443, 3306 and 8080.

What type of device has MOST LIKELY been discovered?

A. Web server

B. Printer.

C. File server.

D. Firewall.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 26

When handling and investigating digital evidence to be used in a criminal cybercrime
investigation, which of the following principles is considered BEST practice?

A. Acquiring digital evidence cart only be carried on digital devices which have been turned
off.

B. Digital devices must be forensically "clean" before investigation.

C. Digital evidence must not be altered unless absolutely necessary.

D. Digital evidence can only be handled by a member of law enforcement.
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 27

Which algorithm is a current specification for the encryption of electronic data established
by NIST?

A. PGP.

https://www.nist.gov/publications/advanced-encryption-standard-aes

B. RSA.

C. AES.

D. DES.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 28

What Is the PRIMARY reason for organisations obtaining outsourced managed security
services?

A. Managed security services permit organisations to absolve themselves of responsibility
for security.

B. Managed security services are a powerful defence against litigation in the event of a
security breach or incident

C. Managed security services are a de facto requirement for certification to core security
standards such as ISG/IEC 27001

D. Managed security services provide access to specialist security tools and expertise on a
shared, cost-effective basis.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 29

Which standards framework offers a set of IT Service Management best practices to assist
organisations in aligning IT service delivery with business goals - including security goals?
A. SABSA.

B. ISAGA.
https://www.cherwell.com/it-service-management/library/essential-guides/essential-guide-
to-itil-framework-and-processes/

C. COBIT

D. ITIL.

Answer: (SHOW ANSWER)

NEW QUESTION: 30

Which standard deals with the implementation of business continuity?
A. BS5750.

B. ISO/IEC 27001

C. 1S0223G1.
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D. COBIT
Answer: B (LEAVE A REPLY)

NEW QUESTION: 31

What type of attack could directly affect the confidentiality of an unencrypted VolP
network?

A. Brute Force Attack.

B. Ransomware.

C. Vishing Attack

D. Packet Sniffing.

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 32

Which of the following is an asymmetric encryption algorithm?

A. ATM.

B. AES.

C. RSA.
https://www.omnisecu.com/security/public-key-infrastructure/asymmetric-encryption-
algorithms.php

D. DES.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 33

When establishing objectives for physical security environments, which of the following
functional controls SHOULD occur first?

A. Deny.

B. Deter.

C. Delay.

D. Drop.

Answer: (SHOW ANSWER)

NEW QUESTION: 34
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Why have MOST European countries developed specific legislation that permits police and
security services to monitor communications traffic for specific purposes, such as the
detection of crime?

A. Surveillance of a conversation or an online message by law enforcement agents was
previously illegal due to the 1950 version of the Human Rights Convention.

B. Police could previously intercept without lawful authority any communications in the
course of transmission through a public post or telecoms system.

C. GDPR overrides all previous legislation on information handling, so new laws were
needed to ensure authorities did not inadvertently break the law.

D. Under the European Convention of Human Rights, the interception of
telecommunications represents an interference with the right to privacy.

Answer: B (LEAVE A REPLY)
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