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NEW QUESTION: 1

ABC Corporation is evaluating the security solution for their existing WLAN. Two of their
supported solutions include a PPTP VPN and 802.1X/LEAP. They have used PPTP VPNs
because of their wide support in server and desktop operating systems. While both PPTP
and LEAP adhere to the minimum requirements of the corporate security policy, some
individuals have raised concerns about MS-CHAPv2 (and similar) authentication and the
known fact that MS-CHAPV2 has proven vulnerable in improper implementations. As a
consultant, what do you tell ABC Corporation about implementing MS-CHAPv2
authentication?

A. MS-CHAPV2 is only appropriate for WLAN security when used inside a TLS-encrypted
tunnel.

B. When implemented with AES-CCMP encryption, MS-CHAPV2 is very secure.

C. MS-CHAPv2 uses AES authentication, and is therefore secure.

D. MS-CHAPv2 is compliant with WPA-Personal, but not WPA2-Enterprise.

E. LEAP's use of MS-CHAPV2 is only secure when combined with WEP.

Answer: A (LEAVE A REPLY)

Explanation/Reference:

NEW QUESTION: 2

Which of the following is the most secure protocol used for encryption in a wireless
network?

A. WPA2

B. WPA

C. IPSec

D. WEP

Answer: (SHOW ANSWER)
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NEW QUESTION: 3

Which of the following keys are used by the symmetric key algorithm? Each correct answer
represents a complete solution. Choose all that apply.

A. Private Key

B. Pairwise Transient Key

C. Public Key

D. Group Temporal Key

Answer: (SHOW ANSWER)

NEW QUESTION: 4

AWLAN consultant has just finished installing a WLAN controller with 15 controller-based
APs. Two SSIDs with separate VLANSs are configured for this network, and both VLANs
are configured to use the same RADIUS server. The SSIDs are configured as follows:
The consultant's computer can successfully authenticate and browse the Internet when
using the Blue SSID.

The same computer cannot authenticate when using the Red SSID. What is a possible
cause of the problem?

A. The consultant does not have a valid Kerberos ID on the Blue VLAN.

B. The Red VLAN does not use server certificate, but the client requires one.

C. The client does not have a proper certificate installed for the tunneled authentication
within the established TLS tunnel.

D. The TKIP cipher suite is not a valid option for PEAPvO authentication.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 5

Which of the following monitors program activities and modifies malicious activities on a
system?

A. NIDS

B. HIDS

C. RADIUS

D. Back door

Answer: (SHOW ANSWER)

NEW QUESTION: 6

Which of the following features of a switch helps to protect network from MAC flood and
MAC spoofing?

A. Multi-Authentication

B. Port security

C. Quality of Service (QoS)

D. MAC Authentication Bypass

Answer: B (LEAVE A REPLY)
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NEW QUESTION: 7

In an IEEE 802.11-compliant WLAN, when is the 802.1X Controlled Port placed into the
unblocked state?

A. After EAP authentication is successful

B. After the 4-Way Handshake

C. After any Group Handshake

D. After Open System authentication

Answer: (SHOW ANSWER)

NEW QUESTION: 8

The following numbered items show some of the contents of each of the four frames
exchanged during the

4-way handshake.

* Encrypted GTK sent

* Confirmation of temporal key installation

* ANonce sent from authenticator to supplicant

* SNonce sent from supplicant to authenticator, MIC included

Arrange the frames in the correct sequence beginning with the start of the 4-way
handshake.

A.3,4,1,2

B.4,3,1,2

C.2,3,4,1

D.1,2,3,4

Answer: (SHOW ANSWER)

NEW QUESTION: 9

What software and hardware tools are used in the process performed to hijack a wireless
station from the authorized wireless network onto an unauthorized wireless network?

A. A wireless workgroup bridge and a protocol analyzer

B. A low-gain patch antenna and terminal emulation software

C. RF jamming device and a wireless radio card

D. MAC spoofing software and MAC DoS software

Answer: (SHOW ANSWER)

NEW QUESTION: 10

Which of the following keys is derived from Group Master Key (GMK)?
A. Group Temporal Key

B. Public Key

C. Private Key

D. Pairwise Transient Key
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Answer: A (LEAVE A REPLY)

NEW QUESTION: 11

You are installing 6 APs on the outside of your facility. They will be mounted at a height of
6 feet. What must you do to implement these APs in a secure manner beyond the normal
indoor APimplementations? (Choose the single best answer.)

A. Ensure proper physical and environmental security using outdoor ruggedized APs or
enclosures.

B. Use internal antennas.

C. Power the APs using PoE.

D. Use external antennas.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 12

You have a Windows laptop computer with an integrated, dual-band, Wi-Fi compliant
adapter.

Your laptop computer has protocol analyzer software installed that is capable of capturing
and decoding 802.11ac data. What statement best describes the likely ability to capture
802.11ac frames for security testing purposes?

A. Laptops cannot be used to capture 802.11ac frames because they do not support MU-
MIMO.

B. All integrated 802.11ac adapters will work with most protocol analyzers for frame
capture, including the Radio Tap Header.

C. Only Wireshark can be used to capture 802.11ac frames as no other protocol analyzer
has implemented the proper frame decodes.

D. The only method available to capture 802.11ac frames is to perform a remote capture
with a compatible access point.

E. Integrated 802.11ac adapters are not typically compatible with protocol analyzers in
Windows laptops. It is often best to use a USB adapter or carefully select a laptop with an
integrated adapter that will work.

Answer: E (LEAVE A REPLY)

NEW QUESTION: 13

What EAP type supports using MS-CHAPVv2, EAP-GTC or EAP-TLS for wireless client
authentication?

A. LEAP

B. EAP-TTLS

C. EAP-GTC

D. PEAP

E. H-REAP

Answer: D (LEAVE A REPLY)
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NEW QUESTION: 14

Which of the following protocols is used for authentication in an 802.1X framework?
A. IPSec

B. EAP

C.L2TP

D. TKIP

Answer: (SHOW ANSWER)

NEW QUESTION: 15

Which of the following encryption algorithms is used by Wired Equivalent Privacy (WEP)?
A.RC4

B. CCMP

C. TKIP

D. RSA

Answer: A (LEAVE A REPLY)

NEW QUESTION: 16

Fred works primarily from home and public wireless hotspots rather than commuting to
office. He frequently accesses the office network remotely from his Mac laptop using the
local 802.11 WLAN. In this remote scenario, what single wirelesssecurity practice will
provide the greatest security for Fred?

A. Use only HTTPS when agreeing to acceptable use terms on public networks.

B. Use enterprise WIPS on the corporate office network.

C. Use 802.1X/PEAPvVO to connect to the corporate office network from public hotspots.
D. Use an IPSec VPN for connectivity to the office network.

E. Use secure protocols, such as FTP, for remote file transfers.

F. Use WIPS sensor software on the laptop to monitor for risks and attacks.

Answer: D (LEAVE A REPLY)

Valid CWSP-206 Dumps shared by PrepPdf.com for Helping Passing CWSP-206
Exam! PrepPdf.com now offer the newest CWSP-206 exam dumps, the PrepPdf.com
CWSP-206 exam questions have been updated and answers have been corrected
get the newest PrepPdf.com CWSP-206 dumps with Test Engine here:
https://www.preppdf.com/CWNP/CWSP-206-prepaway-exam-dumps.html (138 Q&As
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NEW QUESTION: 17
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As the primary security engineer for a large corporate network, you have been asked to
author a new security policy for the wireless network. While most client devices support
802.1X authentication, some legacy devices still only support passphrase/PSK-based
security methods.

When writing the 802.11 security policy, what password-related items should be
addressed?

A. Static passwords should be changed on a regular basis to minimize the vulnerabilities of
a PSK- based authentication.

B. Password complexity should be maximized so that weak WEP |V attacks are prevented.
C. Certificates should always be recommended instead of passwords for 802.11 client
authentication.

D. EAP-TLS must be implemented in such scenarios.

E. MS-CHAPvV2 passwords used with EAP/PEAPVO should be stronger than typical WPA2-
PSK passphrases.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 18

Which one of the following is not a role defined in the 802.1X authentication procedures
used in 802.11 and

802.3 networks for port-based authentication?

A. Authenticator

B. Authentication Server

C. Supplicant

D. AAA Server

Answer: D (LEAVE A REPLY)

NEW QUESTION: 19

Which of the following attacks on wireless LAN is performed to shut down the wireless
network?

A. Jamming attack

B. Passive attack

C. Active attack

D. Man-in-the-middle attack

Answer: A (LEAVE A REPLY)

NEW QUESTION: 20

Which of the following are the layers of physical security? Each correct answer represents
a complete solution. Choose all that apply.

A. Video monitor

B. Procedural access control

C. Environmental design
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D. Intrusion detection system
Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 21

Which of the following attacks come under the category of layer 2 Denial-of-Service
attacks?

Each correct answer represents a complete solution. Choose all that apply.

A. RF jamming attack

B. Spoofing attack

C. SYN flood attack

D. Password cracking

Answer: (SHOW ANSWER)

NEW QUESTION: 22

You work as a Network Administrator for uCertify Inc.

You need to provide a secure communication between the server and the client computers
of the company.

Which of the following protocols will you use to manage the communication securely?

A. TCP

B. TLS

C.SSL

D. HTTP

Answer: (SHOW ANSWER)

NEW QUESTION: 23

You support a coffee shop and have recently installed a free 802.11ac wireless hotspot for
the benefit of your customers. You want to minimize legal risk in the event that the hotspot
is used for illegal Internet activity. What option specifies the best approach to minimize
legal risk at this public hotspot while maintaining an open venue for customer Internet
access?

A. Require client STAs to have updated firewall and antivirus software.

B. Allow only trusted patrons to use the WLAN.

C. Block TCP port 25 and 80 outbound on the Internet router.

D. Implement a captive portal with an acceptable use disclaimer.

E. Use a WIPS to monitor all traffic and deauthenticate malicious stations.

F. Configure WPA2-Enterprise security on the access point.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 24
A WLAN consultant has just finished installing a WLAN controller with 15 controller-based
APs.


https://www.freeqas.com/qa/CWNP/CWSP-206/CWNP.CWSP-206.v2023-09-13.q57.html
https://www.freeqas.com/qa/CWNP/CWSP-206/CWNP.CWSP-206.v2023-09-13.q57.html
https://www.freeqas.com/qa/CWNP/CWSP-206/CWNP.CWSP-206.v2023-09-13.q57.html
https://www.freeqas.com/qa/CWNP/CWSP-206/CWNP.CWSP-206.v2023-09-13.q57.html

Two SSIDs with separate VLANs are configured for this network, and both VLANs are
configured to use the same RADIUS server. The SSIDs are configured as follows:

1. SSID Blue - VLAN 10 - Lightweight EAP (LEAP) authentication - CCMP

cipher suite

2. SSID Red - VLAN 20 - PEAPVO/EAP-TLS authentication - TKIP cipher

suite

The consultant's computer can successfully authenticate and browse the Internet when
using the Blue SSID. The same computer cannot authenticate when using the Red SSID.
What is a possible cause of the problem?

A. The consultant does not have a valid Kerberos ID on the Blue VLAN.

B. The TKIP cipher suite is not a valid option for PEAPvO authentication.

C. The Red VLAN does not use server certificate, but the client requires one.

D. The client does not have a proper certificate installed for the tunneled authentication
within the established TLS tunnel.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 25

Yousupport a coffee shop and have recently installed a free 802.11ac wireless hotspot for
the benefit of your customers. You want to minimize legal risk in the event that the hotspot
is used for illegal Internet activity.

What option specifies the best approach to minimize legal risk at this public hotspot while
maintaining an open venue for customer Internet access?

A. Require client STAs to have updated firewall and antivirus software.

B. Block TCP port 25 and 80 outbound on the Internet router.

C. Allow only trusted patrons to use the WLAN.

D. Implement a captive portal with an acceptable use disclaimer.

E. Use a WIPS to monitor all traffic and deauthenticate malicious stations.

F. Configure WPA2-Enterprise security on the access point.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 26

After completing the installation of a new overlay WIPS for the purpose of rogue detection
and security monitoring at your corporate headquarters, what baseline function MUST be
performed in order to identify the security threats?

A. Separate security profiles must be defined for network operation in different regulatory
domains.

B. WLAN devices that are discovered must be classified (rogue, authorized, neighbor, etc.)
and a WLAN policy must define how to classify new devices.

C. Upstream and downstream throughput thresholds must be specified to ensure that
service-level agreements are being met.

D. Authorized PEAP usernames must be added to the WIPS server's user database.
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Answer: B (LEAVE A REPLY)
Explanation/Reference:

NEW QUESTION: 27

Which of the following is designed to detect bit-flipping and forgery attacks that are used
against WEP?

A. Initialization vector (1V)

B. Message integrity code (MIC)

C. Message authentication code (MAC)

D. Cyclic redundancy check (CRC)

Answer: B (LEAVE A REPLY)

NEW QUESTION: 28

A WLAN protocol analyzer trace reveals the following sequence of frames (excluding the
ACK frames):

*802.11 Probe Req and 802.11 Probe Rsp

* 802.11 Auth and then another 802.11 Auth

*802.11 Assoc Req and 802.11 Assoc Rsp

* EAPOL-KEY

* EAPOL-KEY

* EAPOL-KEY

* EAPOL-KEY

What security mechanism is being used on the WLAN?
A. WEP-128

B. 802.1X/LEAP

C. EAP-TLS

D. WPA2-Personal

E. WPA-Enterprise

Answer: D (LEAVE A REPLY)

NEW QUESTION: 29

What protocol, listed here, allows a network manager to securely administer the network?
A. HTTPS

B. SNMPv2

C. Telnet

D. TFTP

Answer: A (LEAVE A REPLY)

NEW QUESTION: 30
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The IEEE 802.11 standard defined Open System authentication as consisting of two auth
frames and two assoc frames. In a WPA2-Enterprise network, what process immediately
follows the 802.11 association procedure?

A. 4-Way Handshake

B. Passphrase-to-PSK mapping

C. 802.1X/ EAPauthentication

D. Group Key Handshake

E. RADIUS shared secret lookup

F. DHCP Discovery

Answer: (SHOW ANSWER)

NEW QUESTION: 31

Which of the following security levels are applied on the network to prevent unauthorized
access?

Each correct answer represents a complete solution. Choose all that apply.

A. MAC filtering

B. Authorization

C. Authentication

D. Access control lists

Answer: B,C (LEAVE A REPLY)

Valid CWSP-206 Dumps shared by PrepPdf.com for Helping Passing CWSP-206
Exam! PrepPdf.com now offer the newest CWSP-206 exam dumps, the PrepPdf.com
CWSP-206 exam questions have been updated and answers have been corrected
get the newest PrepPdf.com CWSP-206 dumps with Test Engine here:
https://www.preppdf.com/CWNP/CWSP-206-prepaway-exam-dumps.html (138 Q&As

Dumps, 40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 32

The IEEE 802.11 Pairwise Transient Key (PTK) is derived from what cryptographic
element?

A. Phase Shift Key (PSK)

B. PeerKey (PK)

C. Pairwise Master Key (PMK)

D. Group Master Key (GMK)

E. Key Confirmation Key (KCK)

F. Group Temporal Key (GTK)

Answer: C (LEAVE A REPLY)
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NEW QUESTION: 33

What field in the RSN information element (IE) will indicate whether PSK- or Enterprise-
based WPA or WPAZ2 is in use?

A. Group Cipher Suite

B. Pairwise Cipher Suite List

C. AKM Suite List

D. RSN Capabilities

Answer: C (LEAVE A REPLY)

Explanation/Reference:

NEW QUESTION: 34

What field in the RSN information element (IE) will indicate whether PSK- or Enterprise-
based WPA or WPAZ2 is in use?

A. AKM Suite List

B. Pairwise Cipher Suite List

C. RSN Capabilities

D. Group Cipher Suite

Answer: A (LEAVE A REPLY)

NEW QUESTION: 35

What security vulnerability may result from a lack of staging, change management, and
installation procedures for WLAN infrastructure equipment?

A. WIPS may not classify authorized, rogue, and neighbor APs accurately.

B. AES-CCMP encryption keys may be decrypted.

C. Authentication cracking of 64-bit Hex WPA-Personal PSK.

D. The WLAN system may be open to RF Denial-of-Service attacks.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 36

You work as a Network Administrator for Blue Well Inc. The company has a Windows
Server

2008 domain based network. All client computers on the network run Windows Vista
Ultimate.

Andy, a Finance Manager, uses Windows Mail to download his e-mails to his inbox. He
complains that every now and then he gets mails asking for revealing personal or financial
information. He wants that such mails are not shown to him.

Which of the following steps will you take to accomplish the task?
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A. Configure phishing filter in Windows Mail. Configure it to move such mails to the Junk
Mail folder.

B. Remove domain names of such emails from the Safe Sender's list.

C. Add domain names of such emails in the Block Sender's list.

D. Configure phishing filter in Internet Explorer 7.0. Configure it to filter all phishing mails.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 37

Which of the following protocols is used to compare two values calculated using the
Message Digest (MD5) hashing function?

A. EAP

B. CHAP

C. PEAP

D. EAP-TLS

Answer: B (LEAVE A REPLY)

NEW QUESTION: 38

ABC Corporation is evaluating the security solution for their existing WLAN. Two of their
supported solutions include a PPTP VPN and 802.1X/LEAP. They have used PPTP VPNs
because of their widesupport in server and desktop operating systems. While both PPTP
and LEAP adhere to the minimum requirements of the corporate security policy, some
individuals have raised concerns about MS-CHAPv2 (and similar) authentication and the
known fact that MS-CHAPV2 has proven vulnerable in improper implementations. As a
consultant, what do you tell ABC Corporation about implementing MS-CHAPv2
authentication?

A. MS-CHAPV2 is only appropriate for WLAN security when used inside a TLS-encrypted
tunnel.

B. When implemented with AES-CCMP encryption, MS-CHAPV2 is very secure.

C. MS-CHAPv2 is compliant with WPA-Personal, but not WPA2-Enterprise.

D. LEAP's use of MS-CHAPV2 is only secure when combined with WEP.

E. MS-CHAPvV2 uses AES authentication, and is therefore secure.

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 39

Which of the following would be the most help against Denial of Service (DOS) attacks?
A. Network surveys.

B. Stateful Packet Inspection (SP1) firewall

C. Packet filtering firewall

D. Honey pot

Answer: B (LEAVE A REPLY)

NEW QUESTION: 40

Your network implements an 802.1X/EAP-based wireless security solution. A WLAN
controller is installed and manages seven APs. FreeRADIUS is used for the RADIUS
server and is installed on a dedicated server named SRV21. One example client is a
MacBook Pro with 8 GB RAM. What device functions as the

802.1X/EAP Authenticator?

A. MacBook Pro

B. RADIUS server

C. SRVv21

D. WLAN Controller/AP

Answer: D (LEAVE A REPLY)

NEW QUESTION: 41

In order to acquire credentials of a valid user on a public hotspot network, what attacks
may be conducted? Choose the single completely correct answer.

A. Code injection and/or XSS

B. MAC denial of service and/or physical theft

C. RF DoS and/or physical theft

D. Social engineering and/or eavesdropping

E. Authentication cracking and/or RF DoS

Answer: (SHOW ANSWER)

NEW QUESTION: 42

Which of the following types of attacks is performed by Adam?
A. Reverse social engineering attack

B. DoS attack that involves crashing a network or system

C. DDoS attack that involves flooding a network or system

D. Man-in-the-middle attack

Answer: B (LEAVE A REPLY)

NEW QUESTION: 43
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ABCHospital wishes to create a strong security policy as a first step in securing their
802.11 WLAN. Before creating the WLAN security policy, what should you ensure you
possess?

A. Security policy generation software.

B. Management support for the process.

C. End-user training manuals for the policies to be created.

D. Awareness of the exact vendor devices being installed.

Answer: (SHOW ANSWER)

NEW QUESTION: 44

You perform a protocol capture using Wireshark and a compatible 802.11 adapter in Linux.
When viewing the capture, you see an auth req frame and an auth rsp frame. Then you
see an assoc req frame and an assocrsp frame. Shortly after, you see DHCP
communications and then ISAKMP protocol packets. What security solution is
represented?

A. EAP-MD5

B. Open 802.11 authentication with IPSec

C. 802.1X/EAP-TTLS

D. 802.1X/PEAPVO/MS-CHAPV2

E. WPA2-Personal with AES-CCMP

Answer: (SHOW ANSWER)

NEW QUESTION: 45

Which of the following are the types of password guessing attacks? Each correct answer
represents a complete solution. Choose two.

A. Password attack

B. Brute force attack

C. Man-in-the-middle attack

D. Dictionary attack

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 46

What attack cannot be detected by a Wireless Intrusion Prevention System (WIPS)?
A. Deauthentication flood

B. Eavesdropping

C. MAC Spoofing

D. Soft AP

E. EAP flood

F. Hotspotter

Answer: B (LEAVE A REPLY)
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NEW QUESTION: 47

In XYZ's small business, two autonomous 802.11ac APs and 12 client devices are in use
with WPA2-Personal. What statement about the WLAN security of this company is true?
A. Intruders may obtain the passphrase with an offline dictionary attack and gain network
access, but will be unable to decrypt the data traffic of other users.

B. An unauthorized wireless client device cannot associate, but can eavesdrop on some
data because WPA2-Personal does not encrypt multicast or broadcast traffic.

C. An unauthorized WLAN user with a protocol analyzer can decode data frames of
authorized users if he captures the BSSID, client MAC address, and a user's 4-Way
Handshake.

D. A successful attack against all unicast traffic on the network would require a weak
passphrase dictionary attack and the capture of the latest 4-Way Handshake for each
client.

E. Because WPA2-Personal uses Open System authentication followed by a 4-Way
Handshake, hijacking attacks are easily performed.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 48

Your company is going to add wireless connectivity to the existing LAN. You have
concerns about the security of the wireless access and wish to implement encryption.
Which of the following would be the best choice for you to use?

A. WAP

B. WEP

C. PKI

D. DES

Answer: (SHOW ANSWER)

NEW QUESTION: 49

During 802.1X/LEAP authentication, the username is passed across the wireless medium
in clear text. From a security perspective, why is this significant?

A. The username is needed for Personal Access Credential (PAC) and X.509 certificate
validation.


https://www.preppdf.com/CWNP/CWSP-206-prepaway-exam-dumps.html
https://www.freeqas.com/qa/CWNP/CWSP-206/CWNP.CWSP-206.v2023-09-13.q57.html
https://www.freeqas.com/qa/CWNP/CWSP-206/CWNP.CWSP-206.v2023-09-13.q57.html

B. 4-Way Handshake nonces are based on the username in WPA and WPA2
authentication.

C. The username can be looked up in a dictionary file that lists common
username/password combinations.

D. The username is an input to the LEAP challenge/response hash that is exploited, so the
username must be known to conduct authentication cracking.

Answer: (SHOW ANSWER)

NEW QUESTION: 50

You need to set up a management system on your network.

Which of the following protocols will you use to manage your network?
A. TCP

B. HTTP

C. SNMP

D. IP

Answer: C (LEAVE A REPLY)

NEW QUESTION: 51

Your company has just completed installation of an IEEE 802.11 WLAN controller with 20
controller-based APs. The CSO has specified PEAPVO/EAP-MSCHAPV2 as the only
authorized WLAN authentication mechanism. Since an LDAP-compliant user database
was already in use, a RADIUS server was installed and is querying authentication
requeststo the LDAP server. Where must the X.509 server certificate and private key be
installed in this network?

A. RADIUS server

B. Controller-based APs

C. LDAP server

D. Supplicant devices

E. WLAN controller

Answer: A (LEAVE A REPLY)

NEW QUESTION: 52

You are setting up small offices for a major insurance carrier. The company policy states
that all wireless configurations must fully implement the 802.11i standard. Based on this
requirement, which encryption algorithm should you implement?

A. PKI

B. WPA2

C. WEP

D. WPA

Answer: (SHOW ANSWER)
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NEW QUESTION: 53

You work as a Network Administrator for Tech Perfect Inc. The company has a wireless
LAN infrastructure. The management wants to prevent unauthorized network access to
local area networks and other information assets by the wireless devices. What will you
do?

A. Implement a firewall.

B. Implement a dynamic NAT.

C. Implement an ACL.

D. Implement a WIPS.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 54

You have a Windows laptop computer with an integrated, dual-band, Wi-Fi compliant
adapter. Your laptop computer has protocol analyzer softwareinstalled that is capable of
capturing and decoding 802.11ac data.

What statement best describes the likely ability to capture 802.11ac frames for security
testing purposes?

A. Laptops cannot be used to capture 802.11ac frames because they do not support MU-
MIMO.

B. The only method available to capture 802.11ac frames is to perform a remote capture
with a compatible access point.

C. Only Wireshark can be used tocapture 802.11ac frames as no other protocol analyzer
has implemented the proper frame decodes.

D. All integrated 802.11ac adapters will work with most protocol analyzers for frame
capture, including the Radio Tap Header.

E. Integrated 802.11ac adapters are not typically compatible with protocol analyzers in
Windows laptops. It is often best to use a USB adapter or carefully select a laptop with an
integrated adapter that will work.

Answer: E (LEAVE A REPLY)

NEW QUESTION: 55

Which of the following are legacy authentication protocols used within the stronger EAP
authentication protocols? Each correct answer represents a complete solution. Choose all
that apply.

A. MS-CHAP

B. CHAP

C. PAP

D. PPTP

Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 56
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Which of the following security methods can be used to detect the DoS attack in order to
enhance the security of the network?

A. WIPS

B. WLAN controller

C. Spectrum analyzer

D. Protocol analyzer

Answer: A (LEAVE A REPLY)

NEW QUESTION: 57

Which of the following keys is derived from a preshared key and Extensible Authentication
Protocol (EAP)?

A. Pairwise Transient Key

B. Group Temporal Key

C. Private Key

D. Pairwise Master Key

Answer: D (LEAVE A REPLY)
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