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NEW QUESTION: 1

What is one of the key features of Cognitive Intelligence?

A. Allows visibility into anonymous and encrypted communications
B. It enhances anonymity with URL filtering

C. It enables greater threat intelligence with entity modeling

D. It enables safe email usage with event analytics

Answer: (SHOW ANSWER)

NEW QUESTION: 2

What two areas present a security challenge for customers? (Choose Two)
A. loT devices

B. Corporateprinters

C. Email

D. IT departments

E. OTenvironments

Answer: (SHOW ANSWER)

NEW QUESTION: 3

What are two features of Advanced Malware ProtectionAMP? (Choose Two)
A. File Retrospection and Trajectory

B. Automated Policy Management

C. Dynamic Malware Analysis

D. Local Threatintelligence

E. Automatic Behavioral Authorization

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 4
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Which two attack vectors are protected by Cyber Threat Defense & Network Analytics?
(Choose two.)

A. Web

B. Endpoints

C. Data Center

D. Cloud

E. Email

Answer: (SHOW ANSWER)

NEW QUESTION: 5

Which are two key Cisco products that are part of the web threat-centric solution? (Choose
two.)

A. Cisco Web Security Appliance

B. Cisco Identity Services Engine

C. Cisco Defense Orchestrator

D. Cisco Umbrella

E. Cisco Email Security Appliance

Answer: (SHOW ANSWER)

NEW QUESTION: 6

Which are two main features of FirePOWER Threat Defense? (Choose two.)
A. Offer intuitive interface including new management options and control

B. Deliver Data Loss Prevention through the virtual lock

C. Unify Images for more intuitive interface management

D. Provide malware detection score foe additional analytics

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 7

What are two ways that Cisco helps customers secure loT deployments? (Choose two.)
A. cross-architecture automation

B. limited access points

C. segmentation & visibility

D. secure remote access

E. network analysis

Answer: (SHOW ANSWER)

NEW QUESTION: 8

In which two ways has digitization transformed today's security threat landscape'? (Choose
two.)

A. Decreasing 3rd party applications

B. Growing ecosystem
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C. Increasing access points

D. Expanding complexity

E. Decreasing endpoint ecosystem
Answer: (SHOW ANSWER)

NEW QUESTION: 9

How does AMP's file reputation feature help customers?

A. It automatically detects polymorphic variants of known malware

B. It increases time to detection with exact data analytics

C. It increases the protection to systems with exact fingerprinting

D. It enables secure web browsing with cognitive threat analytics

Answer: A (LEAVE A REPLY)
https://www.cisco.com/c/en/us/td/docs/security/web_security/scancenter/administrator/guide/b__
ScanCenter_Administrator_Guide/b_ScanCenter_Administrator Guide_chapter 011101.pdf

NEW QUESTION: 10

Which are two main features of Stateful Firewalling? (Choose two.)
A. Clientless lagging

B. File retrospection

C. File reputation

D. Full VX LAN support

Answer: (SHOW ANSWER)

NEW QUESTION: 11

Which feature of Cisco ISE uses Cisco TrustSec Security Group Tags 10 edit networks
dynamically rather than with VLANs?

A. Device profiting and onboarding

B. Secure remote access

C. Role and device segmentation

D. Guest Access

Answer: (SHOW ANSWER)

NEW QUESTION: 12

Which two security areas are part of Cisco's campus & branch solutions? (Choose two.)
A. Network Analytics

B. Behavioral Indication of Compromise

C. Remote Access VPN

D. File Retrospection and Trajectory

E. Mobile Access

Answer: (SHOW ANSWER)

Explanation
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NEW QUESTION: 13

Which feature of Cisco Cyber Threat Defense uses more than 40 detectors to process every
HTTP or HTTPS request the network?

A. anomaly detection

B. relationship modeling

C. event classification

D. trust modeling

Answer: A (LEAVE A REPLY)

NEW QUESTION: 14

Which two Cisco products help manage data access policy consistently? (Choose two.)
A. AMP for Endpoints

B. Stealthwatch

C. pxGrid

D. Cloudlock

E. Duo

Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 15

Which two attack vectors are protected by NGFW? (Choose two.)
A. Mobile

B. Web

C. Email

D. Data Center

E. Cloud

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 16

Which feature of AMP tracks the movement of a file within the environment and monitors its
disposition over time?

A. ThreatGrid

B. Fuzzy Fingerprinting

C. Trajectory

D. Machine Learning

Answer: C (LEAVE A REPLY)
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NEW QUESTION: 17

Which feature of AnyConnect provides you the ability to identify data breaches as they
happen?

A. Flexible AAA Options

B. Differentiated Mobile Access

C. Trusted Network Detection

D. Network Visibility Module

Answer: D (LEAVE A REPLY)

NEW QUESTION: 18

How is Cisco Security able to dynamically add IP addresses of known malware domains to its
list of ports to detect and block?

A. Data Loss Prevention

B. URL Filtering

C. Reputation Filtering

D. Layer-4 Monitoring

Answer: C (LEAVE A REPLY)

NEW QUESTION: 19

Which is a key feature that Advanced Malware Protection provides?

A. Dynamic Content Analysis

B. Reputation Analytics

C. Retrospective Security

D. Dynamic URL Filtering

Answer: C (LEAVE A REPLY)
https://www.cisco.com/c/dam/global/shared/assets/pdf/amp_solution_aag.pdf

NEW QUESTION: 20

What are two solutions for Cisco Cloud Security? (Choose Two)
A. cloud security

B. intrusion prevention

C. advanced network security

D. cloud data security

E. cloud-delivered security

Answer: (SHOW ANSWER)
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NEW QUESTION: 21

How does AnyConnect provide highly secure access for select enterprise mobile apps?
A. Secure Layer 2 Network Access

B. Identity Service Engine

C. Application Visibility & control

D. Per application VPN

Answer: B (LEAVE A REPLY)

NEW QUESTION: 22

Which are two main features of DDoS Attack Prevention? (Choose two)
A. Redirects DDoS traffic back to attacker

B. Leveraging AMP ThreatGrid technology

C. Stop attacks within seconds of detection

D. Block or allow traffic automatically

Answer: (SHOW ANSWER)

NEW QUESTION: 23

What is used to reduce attack surfaces?
A. Device trust

B. Remediation

C. Segmentation

D. Access

Answer: B (LEAVE A REPLY)

NEW QUESTION: 24

In the Local Data Center Edge use case, which capabilities are provided by NGFW & NGIPS?
A. File Retrospection and Trajectory

B. Platform exchange grid

C. Identity Services Engine

D. Reduced attack surface of the on-premises datacenter

Answer: D (LEAVE A REPLY)

NEW QUESTION: 25

Which two Cisco solution are part of the Mobile threat centric solution? (Choose two.)
A. Cisco NGFW

B. Cisco AnyConnect

C. Cisco Umbrella

D. Cisco Defense Orchestrator

E. Cisco NGIPS

Answer: B,C (LEAVE A REPLY)
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NEW QUESTION: 26

Which tow features are part of Cisco identity Services Engine? (Choose two)
A. application visibility and control

B. guest access management

C. secure remote access

D. device profiling

E. SSL decryption

F. file-type blocking

Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 27

What percent of threats did ASA with FilePOWER block that earned AMP the highest security
effectiveness scores in third-party testing?

A. 99.2%

B. 95.6%

C. 100%

D. 98.5%

Answer: A (LEAVE A REPLY)

NEW QUESTION: 28

Which two loT environment layers are protected by Stealthwatch? (Choose two.)
A. Control Layer

B. Access Points

C. Endpoints

D. Things

E. Internet/Cloud

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 29

What are two solutions Cisco offers for email security? (Choose two.)
A. Tetration

B. Meraki

C. Umbrella

D. AMP for Email Security

E. Cloudlock

Answer: (SHOW ANSWER)

NEW QUESTION: 30

Which two attack vectors are protected by Cloud Security? (Choose two.)
A. Data Center

B. Web
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C. Endpoints

D. Email

E. Cloud

Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 31

What are three major features of StealthWatch? (Choose three )
A. Forensic investigation

B. Data Loss Prevention

C. Malware clustering

D. Netflow monitoring

E. Real-time sandboxing

F. Threat-based anomaly detection

Answer: B,C (LEAVE A REPLY)
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NEW QUESTION: 32

Which are two features of Cisco FirePOWER NGFW? (Choose two.)
A. Next generation IPS to detect intrusions and prevent threats

B. Data Loss Prevention

C. URL filtering to restrict access to specific sites and sub-sites

D. Increased IT management needs

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 33

Which option helps customers gain insight into security threats?

A. Providing remote access VPN to allow mobile users to connect securely to customers
network

B. Share sensitive data across Afferent platforms

C. Limit volume of users to applications

D. Providing visibility into everything to allow granular security policies to be created and
enforced

Answer: (SHOW ANSWER)
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NEW QUESTION: 34

How do AMP's device trajectory capabilities help address customers' breach remediation
issues?

A. It analyzes the data from suspicious files to provide a new level of threat intelligence.
B. It searches for potential threats based on identified activities and behaviors

C. It tracks file behavior across the network to see which devices it enters and exits

D. It determines the scope and cause of an outbreak and tracks suspicious files
Answer: (SHOW ANSWER)

NEW QUESTION: 35

Which Cisco solution falls under Advanced Threat?
A. ldentity Services Engine

B. Stealthwatch

C. Umbrella

D. Threat Grid

Answer: B (LEAVE A REPLY)

NEW QUESTION: 36

What are two corefunctionalitiesof DNS-layer security? (Choose Two)
A. URL filtering

B. Proxy and file inspection

C. Data analytics and monitoring

D. Live threat intelligence

E. Rea-time sandboxing

Answer: (SHOW ANSWER)

NEW QUESTION: 37

Which are three main elements of the Cloud App Security? (Choose three.)
A. Apps Firewall

B. Rapid Breach Remediation

C. Cloud Data Loss Prevention

D. DNS-Layer Protection

E. User and Entity Behavior Analytics

Answer: A,C,D (LEAVE A REPLY)

NEW QUESTION: 38

What are two key advantages of Cisco's Security Solutions Portfolio? (Choose two.)

A. An effective security solution portfolio can help customers overcome ever-growing security
challenges.
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B. Cisco Security provides flexible, simple, and integrated advanced threat detection, through
a multilayered approach.

C. The Cisco Security Portfolio provides security across the entire business environment.

D. Cisco Security provides direct, simple, and balanced detection by driving customer
outcomes.

E. The Cisco Security Portfolio offers realtime access control and event monitoring to drive
business outcomes.

Answer: (SHOW ANSWER)

NEW QUESTION: 39

Which two products are involved in granting safe access to apps? (Choose two.)
A. ISE

B. ACI

C. SD-Access

D. TrustSec

E. Duo

Answer: (SHOW ANSWER)

NEW QUESTION: 40

Which are two main features of Intrusion Prevention? (Choose two.)
A. Threat analysis through network behavior analysis

B. Layer-4 traffic monitoring across platforms

C. Protecting against Zero-Day attacks

D. Vulnerability-based threat management

Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 41

In the Cisco future solutions architecture framework, the security solutions are directly built
upon which component?

A. Cisco security platforms

B. management and intelligence capabilities

C. security intelligence operations

D. third-party applications

Answer: A (LEAVE A REPLY)

NEW QUESTION: 42

In the Campus NGFW use case, which capability is provided by NGFW & NGIPS?
A. High throughput maintained while still protecting domains against threats

B. Flexible AAA Options

C. Differentiated Mobile Access

D. Identity Services Engine
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Answer: (SHOW ANSWER)

NEW QUESTION: 43

Which feature of Cisco AnyConnect allows pre-login authentication using windows machines,
or single sign-on user authentication using Windows logon credentials?

A. Flexible AAA Options

B. Trusted Network Detection

C. Differentiated Mobile Access

D. Secure Layer-2 Network Access

Answer: D (LEAVE A REPLY)

NEW QUESTION: 44

Which feature of AnyConnect provides customers the ability to monitor endpoint application
usage to uncover potential behavior anomalies?

A. Differentiated Mobile Access

B. Secure Layer 2 Network Access

C. Trusted Network Detection

D. Network Visibility Module

Answer: D (LEAVE A REPLY)

NEW QUESTION: 45

Which three NGFW and NGIPS features support the 'Complex Remote Access' use case?
(Choose three.)

A. Detection of anomalous traffic

B. Support for device onboarding

C. Users protected regardless of physical location

D. Secure access extended to all users

E. Fuzzy Fingerprinting

F. Controls and protections extended beyond VPN controls

Answer: (SHOW ANSWER)

NEW QUESTION: 46

How does SD-WAN protect network traffic from end-to-end'?
A. Segmentation

B. Automation

C. Management

D. Analyzation

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 47

Which product was covered in the Cisco Cloud App Security module?
A. Cisco Defense Orchestrator

B. Cisco NGFW

C. Cisco AMP

D. Cloud Cloudlock

Answer: D (LEAVE A REPLY)

NEW QUESTION: 48

Which feature discovers and controls malicious cloud apps connected to the corporate
environ merit?

A. Umbrella

B. Investigate

C. Cloudlock

D. Cognitive Threat Analytics

Answer: C (LEAVE A REPLY)

NEW QUESTION: 49

Which two IoT environment layers are protected by Stealthwatch? (Choose two.)
A. Access Points

B. Internet/Cloud

C. Endpoints

D. Control Layer

E. Things

Answer: D,E (LEAVE A REPLY)

NEW QUESTION: 50

What are two steps organizations must take to secure 1oT? (Choose two.)
A. block contractors

B. prevent blackouts

C. acquire subscription solutions

D. remediate malfunctions

E. update equipment
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Answer: D,E (LEAVE A REPLY)
Explanation/Reference:

NEW QUESTION: 51

What do Cisco NGFW fully integrated platforms offer that allow other security components to
participate to achieve pervasive and consistent enforcement?

A. intelligence sources, telemetry, and shared intelligence

B. Context telemetry, and profiling sources

C. Context, telemetry and intelligence sources

D. Telemetry, shared intelligence, and profiling sources

Answer: (SHOW ANSWER)

NEW QUESTION: 52

What are the competing IT and Operation Technology (OT) priorities that make securing loT
difficult?

A. Hackers vs. safety

B. Malfunctions vs. output

C. Security vs. availability

D. Innovation vs. manufacturing

Answer: C (LEAVE A REPLY)

NEW QUESTION: 53

Which are two main features of Advanced Malware Protection? (Choose two.)
A. Threat protection across the entire attack continuum

B. User and Entity Behavior Analytics

C. Leverages Global Threat Intelligence to provide zero-day protection

D. Rapid App Containment

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 54

Which license subscription terms are available for AMP licensing?
A. 5 years, 10 years, 30 years

B. 1 year, 5 years, 10 years

C. 1 month, 3 months, 6 months

D. 1 year, 3 years, 5 years

Answer: D (LEAVE A REPLY)

NEW QUESTION: 55

Which two loT environment layers are protected by AMP for Endpoints? (Choose two.)
A. Data Center

B. Internet/Cloud
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C. Access Points

D. Control Layer

E. Things

Answer: (SHOW ANSWER)

NEW QUESTION: 56

What are two result of utilizing a fragmented security model? (Choose Two)
A. Decreased network accessibility through multiple applications.

B. Individual components pieced together to meet requirements.

C. Reduced malicious file risk through additional segmentation.

D. Increased identity controls.

E. Decreased visibility and limited understand ofsecuritycoverage.

Answer: (SHOW ANSWER)

NEW QUESTION: 57

Which Cisco solution falls under cloud security?
A. ldentity Services Engine

B. Umbrella

C. Firepower Threat Defense

D. Cisco Defense Orchestrator

Answer: B (LEAVE A REPLY)

NEW QUESTION: 58

In which two ways has digitization transformed today's security threat landscape'? (Choose
two.)

A. Increasing access points

B. Expanding complexity

C. Growing ecosystem

D. Decreasing 3rd party applications

E. Decreasing endpoint ecosystem

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 59

On average, how many days elapse before businesses discover that they have been hacked?
A. 10

B. 30

C.50

D. 70

Answer: A (LEAVE A REPLY)

NEW QUESTION: 60
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What is one of the key features of Cognitive Intelligence?

A. Allows visibility into anonymous and encrypted communications
B. It enables safe email usage with event analytics

C. It enhances anonymity with URL filtering

D. It enables greater threat intelligence with entity modeling
Answer: D (LEAVE A REPLY)

NEW QUESTION: 61

What are two steps organizations must take to secure IoT? (Choose Two)
A. acquire subscription solutions

B. remediate malfunctions

C. prevent blackouts

D. update equipment

E. block contractors

Answer: B,D (LEAVE A REPLY)
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NEW QUESTION: 62

Which two attack vectors are protected by MFA? (Choose Two)
A. Data center

B. Cloud

C. Mobile

D. Web

E. Endpoints

Answer: C,E (LEAVE A REPLY)

NEW QUESTION: 63

What are the main features of Umbrella for Cloud-Delivered Security?
A. Handles 130B+ DNS requests daily with 99% uptime

B. Runs suspicious cloud applications in a sandbox environment

C. Protects users against DDOS attacks

D. Blocks malware, C2 callbacks & phishing over any port/protocol
Answer: D (LEAVE A REPLY)
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NEW QUESTION: 64

What are three security blind spots that must be addressed? (Choose three.)
A. Email

B. Workloads

C.IT

D. Data

E. Applications

F. Networks

Answer: (SHOW ANSWER)

NEW QUESTION: 65

Which three values are provided by NGFW and NGIPS in the "Campus NGFW"? (Choose
three.)

A. High throughput maintained while still protecting domain against threats

B. Dynamic routing port to meet all network needs.

C. Flexible AAA Options

D. Identity Services Engine

E. Differentiated Mobile Access

F. Additional firewalls across all platforms

Answer: A,B,E (LEAVE A REPLY)

NEW QUESTION: 66

What are two keycapabilitiesof Meraki? (Choose Two)
A. deviceprofiling

B. contextual awareness

C. application visibility and control

D. identity-based and device aware security

E. security automation

Answer: (SHOW ANSWER)

NEW QUESTION: 67

Which Tetration feature enforces consistent allow list policy access on premises data centers
and pubic clouds to enable zero trust using application segmentation?

A. application access control

B. trusted access segmentation

C. Enable a zero-trust model
https://www.cisco.com/c/en_au/products/data-center-analytics/tetration-
analytics/index.html#~stickynav=1

D. automatic block listing

Answer: C (LEAVE A REPLY)
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NEW QUESTION: 68

Which two attack vectors are protected by Cyber Threat Defense & Network Analytics?
(Choose two.)

A. Cloud

B. Email

C. Endpoints

D. Web

E. Data Center

Answer: A,E (LEAVE A REPLY)

NEW QUESTION: 69

Which two loT environment layers are protected by AMP for Endpoints? (Choose Two)
A. Internet/Cloud

B. Data Center

C. Things

D. Control Layer

E. Access Points

Answer: (SHOW ANSWER)

NEW QUESTION: 70

Which feature of ISE is Terminal Access Control System (TACACS) a part of?
A. Device Profiling

B. Centralized policy management

C. Guest access management

D. Device Administration

Answer: (SHOW ANSWER)

NEW QUESTION: 71

Which feature of AnyConnect provides better access security across wired and wireless
connections with 802.1X?

A. Trusted Network Detection

B. Secure Layer 2 Network Access

C. AnyConnect with AMP

D. Flexible AAA Options

Answer: C (LEAVE A REPLY)

NEW QUESTION: 72

Which two options are attack vectors of the threat-centric defense? (Choose two)
A. Backups

B. Mobile
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C. Cloud apps

D. Voicemail

E. Video surveillance

Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 73

Which three options ate attack vectors protected by DNS-Layer security? (Choose three.)
A. Video Surveil lance

B. Voicemail

C. E-mail

D. Cloud apps

E. Backups

F. Web

Answer: (SHOW ANSWER)

NEW QUESTION: 74

What does TrustSec assign to the user or device traffic at ingress that enforces the access
policy based on the tag in the infrastructure?

A. Security Group Tag

B. VXLAN

C. Ingress VLAN

D. Access Control List

Answer: A (LEAVE A REPLY)

NEW QUESTION: 75

Which two security areas are part of Cisco's campus & branch solutions? (Choose two.)
A. Mobile Access

B. Remote Access VPN

C. Behavioral Indication of Compromise

D. File Retrospection and Trajectory

E. Network Analytics

Answer: (SHOW ANSWER)

NEW QUESTION: 76

Which feature of AnyConnect provides better access security across wired and wireless
connections with

802.1X?

A. Flexible AAA Options

B. AnyConnect with AMP

C. Secure Layer 2 Network Access

D. Trusted Network Detection
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Answer: B (LEAVE A REPLY)
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NEW QUESTION: 77

What are three security blind spots that must be addressed? (Choose Three)
A. Applications

B. Email

C. Workloads

D. Networks

E. Data

F.IT

Answer: A,C,E (LEAVE A REPLY)

NEW QUESTION: 78

What are three main solutions areas for Advanced Threat? (Choose Three)
A. NGFW

B. Threat Analytics

C. Malware Protection

D. Threat Defense

E. Intrusion Analytics

F. Network Analytics

Answer: B,C,F (LEAVE A REPLY)

NEW QUESTION: 79

Whatis a key feature of Duo?

A. Supports pxGrid

B. Provides SSL VPN

C. Authenticates user identity for remote access
D. Automates policy creation for IT staff
Answer: C (LEAVE A REPLY)

NEW QUESTION: 80
Which feature of StealthWatch aggregates and normalizes NetFlow data?
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A. Netflow analytics

B. Advanced malware protection
C. FlowCollector

D. Forensic investigation
Answer: C (LEAVE A REPLY)

NEW QUESTION: 81

Which feature of CTA can separate statistically normal traffic form anomalous traffic?
A. Anomaly detection

B. URL filtering

C. Event classification

D. Trust modeling

Answer: (SHOW ANSWER)

NEW QUESTION: 82

What are two key points of the Cisco Security and Threat Landscape module? (Choose two.)
A. Customers need several solutions to protect their environment.

B. The threat landscape is expanding, becoming more complex, and threats are increasingly
costing more to customers

C. The Cisco Security Solutions Portfolio drives customer business outcomes by providing
threat- centric defense, visibility and control, and flexible solutions

D. The Cisco Security Solutions Portfolio stops all threat from entering a customers network.
Answer: (SHOW ANSWER)

NEW QUESTION: 83

In which two ways should companies modernize their security philosophies? (Choose two.)
A. Complement threat-centric tactics with trust-centric methods

B. Rebuild their security portfolios with new solutions

C. Reinforce their threat-centric security tactics

D. Decrease internal access and reporting

E. Expand their IT departments

Answer: A,E (LEAVE A REPLY)

NEW QUESTION: 84

What are two ways that Cisco helps customers secure lIoT deployments? (Choose two.)
. limited access points

. cross-architecture automation

. segmentation & visibility

. secure remote access

mooOow >

. network analysis
Answer: A,C (LEAVE A REPLY)
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NEW QUESTION: 85

Which is a feature of E-mail Security?
A. Investigate

B. Layer-4 Monitoring

C. Outbreak Filters

D. Umbrella

Answer: (SHOW ANSWER)

NEW QUESTION: 86

Which two IoT environment layers are protected by AMP for Endpoints? (Choose two.)
A. Access Points

B. Data Center

C. Internet/Cloud

D. Control Layer

E. Things

Answer: C,E (LEAVE A REPLY)

NEW QUESTION: 87

What is an attribute of Cisco Talos?

A. Detection of threats communicated within 48 hours of occurrence
B. Real-time threat information

C. Blocks threats in real time

D. 3d party applications integrated through comprehensive APIs
Answer: B (LEAVE A REPLY)

NEW QUESTION: 88

What are two result of utilizing a fragmented security model? (Choose two.)
A. Reduced malicious file risk through additional segmentation.

B. Decreased network accessibility through multiple applications.

C. Decreased visibility and limited understand of security coverage.

D. Increased identity controls

E. Individual components pieced together to meet requirements.

Answer: C,E (LEAVE A REPLY)
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