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NEW QUESTION: 1
A systems administrator needs to improve WiFi performance in a densely populated office
tower and use the latest standard. There is a mix of devices that use 2.4 GHz and 5 GHz.
Which of the following should the systems administrator select to meet this requirement?
A. 802.11g
B. 802.11n
C. 802.11ac
D. 802.11ax
Answer: (SHOW ANSWER)

NEW QUESTION: 2
Which of the following policies is MOST commonly used for guest captive portals?
A. NDA
B. AUP
C. DLP
D. BYOD
Answer: B (LEAVE A REPLY)

NEW QUESTION: 3
A small, family-run business uses a single SOHO router to provide Internet and WiFi to its
employees At the start of a new week, employees come in and find their usual WiFi
network is no longer available, and there is a new wireless network to which they cannot
connect. Given that information, which of the following should have been done to avoid this
situation'
A. Parental controls should have been enabled
B. The default credentials should have been changed
C. Unsecure protocols should have been disabled.
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D. The device firmware should have been kept current.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 4
A voice engineer is troubleshooting a phone issue. When a call is placed, the caller hears
echoes of the receiver's voice. Which of the following are the causes of this issue?
(Choose two.)
A. Speed mismatch
B. Encapsulation errors
C. Protocol mismatch
D. Jitter
E. QoS misconfiguration
F. CRC errors
Answer: (SHOW ANSWER)

NEW QUESTION: 5
A network field technician is installing and configuring a secure wireless network. The
technician performs a site survey. Which of the following documents would MOST likely be
created as a result of the site survey?
A. Asset list
B. Heat map
C. Physical diagram
D. Device map
Answer: B (LEAVE A REPLY)

NEW QUESTION: 6
A rogue AP was found plugged in and providing Internet access to employees in the break
room. Which of the following would be BEST to use to stop this from happening without
physically removing the WAP?
A.Wireless client isolation
B. Password complexity
C. Port security
D. Secure SNMP
Answer: (SHOW ANSWER)

NEW QUESTION: 7
A company hired a technician to find all the devices connected within a network. Which of
the following software tools would BEST assist the technician in completing this task?
A. IP scanner
B. Terminal emulator
C. Port scanner
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D. NetFlow analyzer
Answer: A (LEAVE A REPLY)

NEW QUESTION: 8
A network administrator wants to improve the security of the management console on the
company's switches and ensure configuration changes made can be correlated to the
administrator who conformed them Which of the following should the network administrator
implement?
A. Port security
B. TACACS+
C. Access control list
D. Local authentication
Answer: B (LEAVE A REPLY)

NEW QUESTION: 9
A network administrator wants to reduce overhead and increase efficiency on a SAN.
Which of the following can be configured to achieve these goals?
A. Port aggregation
B. Flow control
C. Jumbo frames
D. Traffic shaping
Answer: (SHOW ANSWER)

NEW QUESTION: 10
Which of the following transceiver types can support up to 40Gbps?
A. QSFP+
B. SFP+
C. SFP
D. QSFP
Answer: (SHOW ANSWER)

NEW QUESTION: 11
Which of the following is MOST likely to generate significant East-West traffic in a
datacenter?
A. A query from an IoT device to a cloud-hosted server for a firmware update
B. A duplication of a hosted virtual server to another physical server for redundancy
C. A download of navigation data to a portable device for offline access
D. A backup of a large video presentation to cloud storage for archival purposes
Answer: B (LEAVE A REPLY)

NEW QUESTION: 12
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A network technician was troubleshooting an issue for a user who was being directed to
cloned websites that were stealing credentials. The URLs were correct for the websites but
an incorrect IP address was revealed when the technician used ping on the user's PC After
checking the is setting, the technician found the DNS server address was incorrect Which
of the following describes the issue?
A. Rogue DHCP server
B. Exhausted IP scope
C. DNS poisoning
D. Misconfigured HSRP
Answer: B (LEAVE A REPLY)

NEW QUESTION: 13
Which of the following would be BEST to use to detect a MAC spoofing attack?
A. Reverse Address Resolution Protocol
B. Internet Control Message Protocol
C. Internet Message Access Protocol
D. Dynamic Host Configuration Protocol
Answer: A (LEAVE A REPLY)

NEW QUESTION: 14
A technician is assisting a user who cannot connect to a website. The technician attempts
to ping the default gateway and DNS server of the workstation According to
troubleshooting methodology this is an example of:
A. Implementing a solution
B. gathering information
C. a divide-and-conquer approach
D. a top-to-bottom approach
Answer: A (LEAVE A REPLY)

NEW QUESTION: 15
A Chief Information Officer (CIO) wants to improve the availability of a company's SQL
database Which of the following technologies should be utilized to achieve maximum
availability?
A. NIC teaming
B. Snapshots
C. Port aggregation
D. Clustering
Answer: (SHOW ANSWER)

NEW QUESTION: 16
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A technician is writing documentation regarding a company's server farm. The technician
needs to confirm the server name for all Linux servers. Which of the following commands
should the technician run?
A. ipconfig
B. route
C. arp
D. nslookup
Answer: D (LEAVE A REPLY)
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NEW QUESTION: 17
A network administrator is configuring a database server and would like to ensure the
database engine is listening on a certain port. Which of the following commands should the
administrator use to accomplish this goal?
A. nslookup
B. ipconfig /a
C. netstat -a
D. arp -a
Answer: C (LEAVE A REPLY)

NEW QUESTION: 18
A corporation has a critical system that would cause unrecoverable damage to the brand if
it was taken offline. Which of the following disaster recovery solutions should the
corporation implement?
A. Load balancing
B. Hot site
C. Snapshots
D. Full backups
Answer: B (LEAVE A REPLY)

NEW QUESTION: 19
A network administrator is troubleshooting the communication between two Layer 2
switches that are reporting a very high runt count. After trying multiple ports on both
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switches, the issue persists. Which of the following should the network administrator
perform to resolve the issue?
A. Perform a factory reset on both switches.
B. Recertify the cable between both switches.
C. Increase the MTU size on both switches.
D. Enable debug logging on both switches.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 20
A network technician is reviewing the interface counters on a router interface. The
technician is attempting to confirm a cable issue. Given the following information:

Which of the following metrics confirms there is a cabling issue?
A. Number of packets output
B. Last cleared
C. CRCs
D. Multicasts
E. Giants
Answer: C (LEAVE A REPLY)

NEW QUESTION: 21
A technician is installing a cable modem in a SOHO. Which of the following cable types will
the technician MOST likely use to connect a modem to the ISP?
A. Cat 6e
B. Single-mode fiber
C. Coaxial
D. Multimode fiber
Answer: C (LEAVE A REPLY)

NEW QUESTION: 22
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An IDS was installed behind the edge firewall after a network was breached. The network
was then breached again even though the IDS logged the attack. Which of the following
should be used in place of these devices to prevent future attacks?
A. A proxy server
B. A content filter
C. A network tap
D. A UTM appliance
Answer: D (LEAVE A REPLY)

NEW QUESTION: 23
A network administrator is troubleshooting an issue with a new Internet connection. The
ISP is asking detailed questions about the configuration of the router that the network
administrator is troubleshooting. Which of the following commands is the network
administrator using? (Select TWO.)
A. hostname
B. show config
C. show route
D. show ip arp
E. netstate
F. tcpdump
Answer: E,F (LEAVE A REPLY)

NEW QUESTION: 24
Which of the following TCP ports is used by the Windows OS for file sharing?
A. 389
B. 445
C. 53
D. 1433
Answer: B (LEAVE A REPLY)

NEW QUESTION: 25
A user recently made changes to a PC that caused it to be unable to access websites by
both FQDN and IP Local resources, such as the file server remain accessible. Which of the
following settings did the user MOST likely misconfigure?
A. DNS entries
B. Local host file
C. Default gateway
D. Static IP
Answer: (SHOW ANSWER)

NEW QUESTION: 26
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Which of the following BEST describes a network appliance that warns of unapproved
devices that are accessing the network?
A. Firewall
B. IDS
C. AP
D. Proxy server
Answer: B (LEAVE A REPLY)

NEW QUESTION: 27
A network technician is configuring a new firewall for a company with the necessary
access requirements to be allowed through the firewall. Which of the following would
normally be applied as the LAST rule in the firewall?
A. Port security
B. Secure SNMP
C. Implicit deny
D. DHCP snooping
Answer: (SHOW ANSWER)

NEW QUESTION: 28
A company requires a disaster recovery site to have equipment ready to go in the event of
a disaster at its main datacenter. The company does not have the budget to mirror all the
live data to the disaster recovery site. Which of the following concepts should the company
select?
A. Cold site
B. Cloud site
C. Hot site
D.Warm site
Answer: (SHOW ANSWER)

NEW QUESTION: 29
A technician is assisting a user who cannot connect to a network resource. The technician
first checks for a link light. According to troubleshooting methodology, this is an example
of:
A. using a bottom-to-top approach.
B. documenting a finding.
C. questioning the obvious.
D. establishing a plan of action.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 30
Given the following information:
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Which of the following command-line tools would generate this output?
A. netstat
B. tracert
C. arp
D. dig
Answer: A (LEAVE A REPLY)

NEW QUESTION: 31
A network administrator is designing a new datacenter in a different region that will need to
communicate to the old datacenter with a secure connection. Which of the following
access methods would provide the BEST security for this new datacenter?
A. Virtual network computing
B. Site-to-site VPN
C. Secure Socket Shell
D. In-band connection
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 32
A technician is searching for a device that is connected to the network and has the
device's physical network address. Which of the following should the technician review on
the switch to locate the device's network port?
A. IP route table
B. MAC table
C. VLAN tag
D. QoS tag
Answer: B (LEAVE A REPLY)

NEW QUESTION: 33
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A technician is installing a high-density wireless network and wants to use an available
frequency that supports the maximum number of channels to reduce interference. Which of
the following standard 802.11 frequency ranges should the technician look for while
reviewing WAP specifications?
A. 6GHz
B. 5GHz
C. 900MHz
D. 2.4GHz
Answer: B (LEAVE A REPLY)

NEW QUESTION: 34
A network technician needs to ensure outside users are unable to telnet into any of the
servers at the datacenter. Which of the following ports should be blocked when checking
firewall configuration?
A. 3389
B. 8080
C. 22
D. 80
E. 23
Answer: E (LEAVE A REPLY)

NEW QUESTION: 35
A company just migrated its email service to a cloud solution. After the migration, two-
thirds of the internal users were able to connect to their mailboxes, but the connection fails
for the other one-third of internal users. Users working externally are not reporting any
issues. The network administrator identifies the following output collected from an internal
host:
c:\user> nslookup newmail.company.com
Non-Authoritative answer:
Name: newmail.company.com
IPs: 3.219.13.186, 64.58.225.184, 184.168.131.243
Which of the following verification tasks should the network administrator perform NEXT?
A. Check the firewall ACL to verify all required IP addresses are included.
B. Confirm the internal DNS server is replying to requests for the cloud solution.
C. Verify the required router PAT rules are properly configured.
D. Validate the cloud console to determine whether there are unlicensed requests.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 36
A technician needs to configure a Linux computer for network monitoring. The technician
has the following information:
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Linux computer details:

Switch mirror port details:

After connecting the Linux computer to the mirror port on the switch, which of the following
commands should the technician run on the Linux computer?
A. ifconfig eth1 up
B. ifconfig eth0 10.1.2.3
C. ifconfig ecth0 promisc
D. ifconfig eth1 hw ether A1:B2:C3:D4:E5:F6
Answer: C (LEAVE A REPLY)

NEW QUESTION: 37
A network technician is installing new software on a Windows-based server in a different
geographical location. Which of the following would be BEST for the technician to use to
perform this task?
A. FTP
B. DNS
C. RDP
D. SSH
Answer: (SHOW ANSWER)

NEW QUESTION: 38
A systems administrator is running a VoIP network and is experiencing jitter and high
latency. Which of the following would BEST help the administrator determine the cause of
these issues?
A. Configuring SNMP traps on the network
B. Implementing LDAP on the network
C. Establishing NTP on the network
D. Enabling RADIUS on the network
Answer: A (LEAVE A REPLY)

NEW QUESTION: 39
A firewall administrator is implementing a rule that directs HTTP traffic to an internal server
listening on a non-standard socket Which of the following types of rules is the administrator
implementing?
A. STP
B. PAT
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C. NAT
D. ARP
E. SNAT
Answer: E (LEAVE A REPLY)

NEW QUESTION: 40
Given the following output:

Which of the following attacks is this MOST likely an example of?
A. Amplified DoS
B. ARP poisoning
C. Rogue access point
D. VLAN hopping
Answer: (SHOW ANSWER)

NEW QUESTION: 41
A network administrator wants to analyze attacks directed toward the company's network.
Which of the following must the network administrator implement to assist in this goal?
A. A screened subnet
B. Network segmentation
C. Antivirus
D. A honeypot
Answer: D (LEAVE A REPLY)

NEW QUESTION: 42
A technician is installing a new fiber connection to a network device in a datacenter. The
connection from the device to the switch also traverses a patch panel connection. The
chain of connections is in the following order:
Device
LC/LC patch cable
Patch panel
Cross-connect fiber cable
Patch panel
LC/LC patch cable
Switch
The connection is not working. The technician has changed both patch cables with known
working patch cables. The device had been tested and was working properly before being
installed. Which of the following is the MOST likely cause of the issue?
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A. TX/RX is reversed
B. Attenuation is occurring
C. An incorrect cable was used
D. The device failed during installation
Answer: (SHOW ANSWER)

NEW QUESTION: 43
A technician is troubleshooting a network switch that seems to stop responding to requests
intermittently whenever the logging level is set for debugging. Which of the following
metrics should the technician check to begin troubleshooting the issue?
A. Audit logs
B. Jitter
C. CPU utilization
D. CRC errors
Answer: C (LEAVE A REPLY)

NEW QUESTION: 44
During the security audit of a financial firm the Chief Executive Officer (CEO) questions
why there are three employees who perform very distinct functions on the server. There is
an administrator for creating users another for assigning the users lo groups and a third
who is the only administrator to perform file rights assignment Which of the following
mitigation techniques is being applied'
A. Privileged user accounts
B. Role separation
C. Container administration
D. Job rotation
Answer: B (LEAVE A REPLY)

NEW QUESTION: 45
Which of the following service models would MOST likely be used to replace on-premises
servers with a cloud solution?
A. IaaS
B. PaaS
C. Disaster recovery as a Service (DRaaS)
D. SaaS
Answer: A (LEAVE A REPLY)

NEW QUESTION: 46
Which of the following is the physical topology for an Ethernet LAN?
A. Bus
B. Star
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C. Ring
D. Mesh
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 47
After a firewall replacement, some alarms and metrics related to network availability
stopped updating on a monitoring system relying on SNMP. Which of the following should
the network administrator do FIRST?
A. Use port mirroring to redirect traffic to the monitoring system.
B. Configure syslog to send events to the monitoring system.
C. Modify the device's MIB on the monitoring system.
D. Deploy SMB to transfer data to the monitoring system.
Answer: (SHOW ANSWER)

NEW QUESTION: 48
A wireless network was installed in a warehouse for employees to scan crates with a
wireless handheld scanner. The wireless network was placed in the corner of the building
near the ceiling for maximum coverage However users in the offices adjacent lo the
warehouse have noticed a large amount of signal overlap from the new network
Additionally warehouse employees report difficulty connecting to the wireless network from
the other side of the building; however they have no issues when Ihey are near the
antenna Which of the following is MOST likely the cause?
A. The wireless access points are using channels from the 5GHz spectrum
B. The wireless signal is being refracted by the warehouse's windows
C. The antenna's power level was set too high and is overlapping
D. An omnidirectional antenna was used instead of a unidirectional antenna
Answer: B (LEAVE A REPLY)

NEW QUESTION: 49
A technician is configuring a network switch to be used in a publicly accessible location.
Which of the following should the technician configure on the switch to prevent unintended
connections?
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A. Secure SNMP
B. Port security
C. Geofencing
D. DHCP snooping
Answer: (SHOW ANSWER)

NEW QUESTION: 50
An administrator is writing a script to periodically log the IPv6 and MAC addresses of all
the devices on a network segment. Which of the following switch features will MOST likely
be used to assist with this task?
A. Link Aggregation Control Protocol
B. Neighbor Discovery Protocol
C. Address Resolution Protocol
D. Spanning Tree Protocol
Answer: (SHOW ANSWER)

NEW QUESTION: 51
Which of the following is used to prioritize Internet usage per application and per user on
the network?
A. Border Gateway Protocol
B. Administrative distance
C. Load balance routing
D. Bandwidth management
Answer: (SHOW ANSWER)

NEW QUESTION: 52
Users attending security training at work are advised not to use single words as passwords
for corporate applications. Which of the following does this BEST protect against?
A. A brute-force attack
B. Denial of service
C. A dictionary attack
D. An on-path attack
E. MAC spoofing
Answer: (SHOW ANSWER)

NEW QUESTION: 53
At which of the following OSI model layers would a technician find an IP header?
A. Layer 2
B. Layer 1
C. Layer 3
D. Layer 4
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Answer: C (LEAVE A REPLY)

NEW QUESTION: 54
A company is being acquired by a large corporation. As part of the acquisition process, the
company's address should now redirect clients to the corporate organization page. Which
of the following DNS records needs to be created?
A. TXT
B. NS
C. SOA
D. CNAME
Answer: (SHOW ANSWER)

NEW QUESTION: 55
An attacker is attempting to find the password to a network by inputting common words
and phrases in plaintext to the password prompt. Which of the following attack types BEST
describes this action?
A. Brute-force attack
B. Pass-the-hash attack
C. Rainbow table attack
D. Dictionary attack
Answer: D (LEAVE A REPLY)

NEW QUESTION: 56
A network administrator is reviewing interface errors on a switch. Which of the following
indicates that a switchport is receiving packets in excess of the configured MTU?
A. Flooding
B. CRC errors
C. Runts
D. Giants
Answer: D (LEAVE A REPLY)

NEW QUESTION: 57
A network administrator redesigned the positioning of the APs to create adjacent areas of
wireless coverage. After project validation, some users still report poor connectivity when
their devices maintain an association to a distanced AP. Which of the following should the
network administrator check FIRST?
A. Deactivate the 2.4GHz band on the APS
B. Verify that the AP antenna type is correct for the new layout
C. Validate the roaming settings on the APs and WLAN clients
D. Check to see if MU-MIMO was properly activated on the APs
Answer: C (LEAVE A REPLY)
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NEW QUESTION: 58
Which of the following devices would be used to manage a corporate WLAN?
A. A wireless controller
B. A wireless NAS
C. A wireless bridge
D. A wireless router
Answer: A (LEAVE A REPLY)

NEW QUESTION: 59
A network engineer configured new firewalls with the correct configuration to be deployed
to each remote branch. Unneeded services were disabled, and all firewall rules were
applied successfully. Which of the following should the network engineer perform NEXT to
ensure all the firewalls are hardened successfully?
A. Update the firewalls with current firmware and software
B. Use the same complex passwords on all firewalls
C. Configure the log settings on the firewalls to the central syslog server
D. Ensure an implicit permit rule is enabled
Answer: (SHOW ANSWER)

NEW QUESTION: 60
A technician is documenting an application that is installed on a server and needs to verify
all existing web and database connections to the server. Which of the following tools
should the technician use to accomplish this task?
A. tracert
B. nslookup
C. netstat
D. ipconfig
Answer: C (LEAVE A REPLY)

NEW QUESTION: 61
Which of the following policies should be referenced when a user wants to access work
email on a personal cell phone?
A. Offboarding policy
B. Acceptable use policy
C. BYOD policy
D. Remote access policy
Answer: (SHOW ANSWER)
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NEW QUESTION: 62
A network administrator decided to use SLAAC in an extensive IPv6 deployment to
alleviate IP address management. The devices were properly connected into the LAN but
autoconfiguration of the IP address did not occur as expected. Which of the following
should the network administrator verify?
A. The network gateway is configured to send router advertisements.
B. A DHCP server is present on the same broadcast domain as the clients.
C. The local gateway supports anycast routing.
D. The devices support dual stack on the network layer.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 63
Which of the following connector types would have the MOST flexibility?
A. LC
B. SFP
C. RJ45
D. BNC
Answer: B (LEAVE A REPLY)

NEW QUESTION: 64
There are two managed legacy switches running that cannot be replaced or upgraded.
These switches do not support cryptographic functions, but they are password protected.
Which of the following should a network administrator configure to BEST prevent
unauthorized access?
A. Disable access to remote management
B. Enable a management access list
C. Disable access to unnecessary services.
D. Use an out-of-band access method.
E. Configure a stronger password for access
Answer: B (LEAVE A REPLY)

NEW QUESTION: 65
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A user is having difficulty with video conferencing and is looking for assistance. Which of
the following would BEST improve performance?
A. Load balancing
B. Packet shaping
C. Quality of service
D. Port mirroring
Answer: C (LEAVE A REPLY)

NEW QUESTION: 66
Which of the following cable types would MOST likely be used to provide high-speed
network connectivity between nearby buildings?
A. Coaxial
B. Twinaxial
C. UTP
D. Cat 5
E. Fiber
Answer: E (LEAVE A REPLY)

NEW QUESTION: 67
A customer wants to segregate the traffic between guests on a hypervisor. Which of the
following does a technician need to configure to meet the requirement?
A. Fibre Channel
B. OSPF routing
C. Virtual switches
D. NIC teaming
E. Load balancers
Answer: C (LEAVE A REPLY)
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