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NEW QUESTION: 1

You plan to implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You need to identify which end user activities can be audited on the endpoints, and which
activities can be restricted on the endpoints.

What should you identify for each activity? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.
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Print a protected document:

Can be audited only
Can be restricted only
Can be audited and restricted

Create a document in a
monitored location:
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Copy a protected document
to USB removable media:

Can be audited only
Can be restricted only
Can be audited and restricted

Answer:



Print a protected document:

Create a document in a
monitored location:

Copy a protected document
to USB removable media:

Can be audited only
Can be restricted only
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Can be restricted only
Can be audited and restricted

v

Can be audited only

_._________

Explanation




Print a protected document: v

Can be audited only
Can be restricted only
Can be audited and restricted

Create a document in a
monitored location: v

Can be audited only
Can be restricted only
Can be audited and restricted

Copy a protected document
to USB remavable media: v

Can be audited only
Can be restricted only

\\Can-beauditéd and restricted

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-learn-about?view=0365-
worldwide

NEW QUESTION: 2

You plan to implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You need to identify which end user activities can be audited on the endpoints, and which
activities can be restricted on the endpoints.

What should you identify for each activity? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.



Print a protected document: v

Can be audited only
Can be restricted only
Can be audited and restricted

Create a document in a
monitored location: b LAY v

Can be audited only
Can be restricted only
Can be audited and restricted

Copy a protected document
to USB removable media: v

Can be audited only
Can be restricted only

ol be audited fahd restricted

Answer:
Print a protected document: v
Can be audited only
Can be restricted only
Can be audited and restricted
Create a document in a 0 e '
monitored location: - -

Cambe audited only
Can be restricted only
Can be audited and restricted

Copy a protected document
to USB remavable media: v

Can be audited only
Can be restricted only
Can be audited and restricted

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about?view=0365-
worldwide

NEW QUESTION: 3

How many files in Site2 will be visible to User1 and User2 after you turn on DLPpolicy1? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Number of files visible EolserL: | . . ¢ v

1
2
o
4
Number of files visible to User?2: v
1
2
3
4
Answer:
Number of files visible to Userl: v
1
2
"\
K3
Number of files visible to User2: v
Lo .
= Microsoft
; |
4




Explanation

Number of Tiles visible 10 gsert:, . v
1
B
4
Number of files visibigs_:{%jfhtléer2: v
2
2
3
4
Reference:

https://social.technet.microsoft.com/wiki/contents/articles/36527.implement-data-loss-prevention-
dlp-in-sharepo

NEW QUESTION: 4
You have the files shown in the following table.

m . Lanliie 2 i
File2 Microsoft OneDrive account WEET v =ely] Wl
File3 mmﬁdwmm... I?flm.
T

You configure a retention policy as shown in the foIIowmg exhibit.
'w‘“.“F |cr0§0?t

status
nabled (Pending)

*olicy mame

wep content. and delete it if it's clder than 7 years

‘reservation lock
The current date is January 1, 2021.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.



Answer Area

S Microsoft 2 vl

Filet will be deleted yéu turm on the policy. o

File2 will be @‘YH’ you tura on the policy.

Fibed m@:ﬁﬂeﬂ after you i on the poicy.
-

. M IC rOHﬁ’ it e g e yOu tuin on the pol,

NEW QUESTION: 5

You have a Microsoft 365 tenant.

A retention hold is applied to all the mailboxes in Microsoft Exchange Online.

A user named User1 leaves your company, and the account of User1 is deleted from Azure
Active Directory (Azure AD).

You need to create a new user named User2 and provide User2 with access to the mailbox of
User1.

How should you complete the PowerShell command? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.

v v veMailbox.DistinguishedName

New-Mailbox —InactiveMailbox
New-MailboxRestoreReguest —LLt:gntlonH;_
Restore-Recoverableltems
Set-Mailbox

-Name User2 -Di:play% 2 ervicesID user2@contoso.com
-Password (ConvertTo—ﬁH =S e ; hjjhgf£5~"7' -AsPlainText -Force)

-ResetPasswordOnNext "n e L

$InactiveMailbox = Get-Mailbox -InactiveMailboxOnly -Idermdistinguishad name>

Answer:
Graphical user interface, text, application Description automatically generated

SInactiveMailbox = Gat-Mailbox -ITnactiwveMailboxOnly -Identity <distinguished name:>

v v EIHQ.QI_.ITEHJ ilbox.DisvinguishedName

Hew-Mailbox =InactiveMailbox
Hew=MailboxRestoreRagquest =Litigaction Hu&d_s_ﬁzuh lagt

Restore-Recoverableltama -Retent tMHdid.E' nn.bl &d
Sat-Mailbox -.'io.l.rniﬂn ilbesk

-Paa .. g =String 'RAFGFfhjjhgff5~*7' -AaPlainText -Force)

—Hama E !:.plﬁy‘{ﬂmw Uui “MicroscftOnlineSezrviceslD userifcontosoc.com

HECR LY

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/recover-an-inactive-mailbox?
view=0365-worldwide



NEW QUESTION: 6

You have a Microsoft 365 tenant that uses trainable classifiers.

You are creating a custom trainable classifier.

You collect 300 sample file types from various geographical locations to use as seed content.
Some of the file samples are encrypted.

You organize the files into categories as shown in the following table.

Category1

dleex French | W Mot encrypited
Categorys PPt L lx et i | '
| Category4 dleex il Mot sncrypted R
Jamhit . Lk Nt encrypred|
Mot encrypited |

Which file categories can be used as seed content?
A. Category1 and Category3 only

B. Category4 and Category5 only

C. Category2. Category3. and Category5 only

D. Category4 and Category6 only

Answer: (SHOW ANSWER)

NEW QUESTION: 7

You use project codes that have a format of three alphabetical characters that represent the
project type, followed by three digits, for example Abc123.

You need to create a new sensitive info type for the project codes.

How should you configure the regular expression to detect the content? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

v

[aAl{3} d{000-999}
[abc]{3} | d{123}
[alphal{3} d{3}

w23 4

Answer:
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vl
[aAl{3) {000-999)

!
[abcl(3) 7| d(123)
[alphal(3} " d{3}

= ' S
|

[a-zA-ZJ{3f0

Explanation

| W] ) (\s)

[aAl{3) Cﬂoe-.ggs}
[abc]{3} d{123}

C [alphai(B} d{3}
la-7A-7113}

Reference:
https://joannecklein.com/2018/08/07/build-and-use-custom-sensitive-information-types-in-
office-365/

NEW QUESTION: 8
You have a data loss prevention (DLP) policy configured for endpoints as shown in the following
exhibit.
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From a computer named Computer1, 3 user can sometimes upload files to cloud services and
sometimes cannot. Other users experience the same issue. What are two possible causes of the
issue? Each correct answer presents a complete solution. NOTE: Each correct selection is worth
one point.

A. There are file path exclusions in the Microsoft 365 Endpoint data loss prevention (Endpoint
DIP) settings.

B. The computers are NOT onboarded to the Microsoft 365 compliance center.

C. The Copy to clipboard action is set to Audit only.

D. The unallowed browsers in the Microsoft 365 Endpoint data loss prevention (Endpoint DLP)
settings are NOT configured.

E. The Access by unallowed apps action is set to Audit only.

Answer: A,E (LEAVE A REPLY)

NEW QUESTION: 9
You have the retention label policy shown in the Policy exhibit. (Click the Policy tab.)
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policy to _

For each of the oIIowin stments, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.




Answer:

NEW QUESTION: 10

You have a Microsoft 365 tenant.

A new regulatory requirement states that all documents containing a patent ID be labeled,
retained for 10 years, and then deleted. The policy used to apply the retention settings must
never be disabled or deleted by anyone.

You need to implement the regulatory requirement.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order. (Choose three.)

Actions Answer Area

Create a retention policy.
Add a preservation lock. s com
@

Add a manage

Create a retenti abel.

Create a retention la

Answer:



Actions

Answer Area

Create a retention policy.

Create a retention label.

Add a prc:zservati;m lock.

Add a management lock.

Create a retention label.

Create a retention fabel policy.

Create a retention label policy.

Add a preservation lock.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-preservation-lock?

view=0365-worldwide

NEW QUESTION: 11

You need to provide a user with the ability to view data loss prevention (DLP) alerts in the
Microsoft 365 compliance center. The solution must use the principle of least privilege.

Which role should you assign to the use?
A. Compliance administrator

B. Security operator

C. Compliance data administrator

D. Security reader

Answer: (SHOW ANSWER)

NEW QUESTION: 12

You enable archive mailboxes for all the users at your company.
The Default MRM Policy is shown in the MRM exhibit.
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Jefault MEM Policy
‘his policy contains the following retention tags

- Month Delete

. Week Delete

. Year Delete (@
» Year Delete @@
» Month Delete P % ’
Jefault 2 year archive
unk Emai} {

Jeyer Delete

’é'rscl;ﬁéf 1'yiéar move to archive
‘ersonal 5 year move to archive
‘ersonal never move to archive

ternwvarahle itame 14 dave mowve tn archive
A Microsoft 365 retention label policy is shown in the Label Policy exhibit.



Exchange Label Policy

Status
Enabled (Pending)

Policy name
Exchange Label Policy

Description
Label policy for Exchange

Applies to content in these locations
Exchange email

Settings

Publish labels for your users
« 10 Year — Do not Delete

« 2 Year Delete

Preservation lock
No

You need to identify the following:
How many years until an email is archived?

What should you modify to change the retention period for archiving?



What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

By default, email is:

Deleted after two years

Deleted after one month

Retained in the mailbox for 10 years

Moved to the archive mailbox after two years

To change the retention
period for archiving, modify: =~ v

The Default MRM Policy
The Exchange Label Policy

M ic 0 %{fltperties of the archive mailbox

Answer:

Deleted after two years
Deleted after one menih

To change the retentio % U ' ~
period for archiw%‘ @, '} .

The Default MRM Policy
The Exchange Label Policy
The properties of the archive mailbox

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide#the-
principles-of-retention-or-what-takes-precedence

NEW QUESTION: 13

How many files in Site2 will be visible to User1 and User2 after you turn on DLPpolicy1? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Number of files visible to Userl:

Number of files visible to User2:

Answer:
Number of files visible to Userl:

Number of files visible to User2:

Explanation

Vv
1
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3
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3
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3
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Number of files visible to User1: v

M L | M

Number of files.visible to User2: v

S T R N T

Reference:
https://social.technet.microsoft.com/wiki/contents/articles/36527 .implement-data-loss-prevention-
dlp-in-sharepo

NEW QUESTION: 14

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You recently discovered that the developers at your company emailed Azure Storage keys in
plain text to third parties.

You need to ensure that when Azure Storage keys are emailed, the emails are encrypted.
Solution: You create a data loss prevention (DLP) policy that has only the Exchange email
location selected.

Does this meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)

Topic 1, Fabrikam, Case Study

Overview

This is a case study. Case studies are not timed separately. You can use as much exam time as

you would like to complete each there may be additional case studies and sections on this exam.
You must manage you're your time to ensure that you are able to complete all included on this
exam in the time provided.

To answer the questions included in a case study, you will need In reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
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more information about the scenario that is described In the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. If the case study has an All Information tab. note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

Cloud Environment

Fabrikam has a Microsoft 365 tenant that contains the following resources:

* An Azure Active Directory (Azure AD) tenant that syncs to an on-premises Active Directory
domain named corp.fabrikam.com

* Microsoft Cloud App Security connectors configured for all supported cloud applications used by
the company Some users have company Dropbox accounts.

Compliance Configuration

Fabrikam has the following in the Microsoft 365 compliance center:

* A data loss prevention (DLP) policy is configured. The policy displays a tooltip to users. Users
can provide a business justification to override a DLP policy violation.

* The Azure information Protection unified labeling scanner is installed and configured.

* A sensitivity label named Fabrikam Confidential is configured.

An existing third-party records management system is managed by the compliance department.
Human Resources (HR) Management System

The HR department has an Azure SQL. database that contains employee information. Each
employee has a unique 12-character alphanumeric ID. The database contains confidential
employed attributes including payroll information, date of birth, and personal contact details.
On-premises Environment

You have an on premises file server that runs Windows Server 2019 and stores Microsoft Office
documents in a shared folder named Data.

All end-user computers are joined to the corp.fabrinkam.com domain and run a third-party
antimalware application.

Sales Contracts

Users in the sales department receive draft sales contracts from customers by email. The sales
contracts are written by the customers and are not in a standard format.

Employment Applications

Employment applications and resumes are received by HR department managers and stored in
either mailboxes, Microsoft SharePoint Online sites, OneDrive for Business folders, or Microsoft
Teams channels.



The employment application form is downloaded from SharePoint Online and a serial number is
assigned to each application.

the resumes are written by the applications and in any format.

HR Requirements

You need to create a DLP policy that will notify the HR department of a DLP policy violation if a
document that contains confidential employee attributes is shared externally. The DLP policy
must use an Exact Data Match (EDM) classification derived from a CSV export of the HR
department database.

The HR department identifies the following requirements for handling employment applications:

* Resumes must be identified automatically based on similarities to other resumes received in the
past

* Employment applications and resumes must be deleted automatically two years after the
applications are received.

* Documents and emails that contain an application serial number must be identified
automatically and marked as an employment application.

Sales Requirements

A sensitivity label named Sales Contract must be applied automatically to all draft and finalized
sales contracts.

Compliance Requirements

Fabrikam identifies the following compliance requirements:

* All DLP policies must be applied to computers that run Windows 10, with the least possible
changes to the computers.

* Users in the compliance department must view the justification provided when a user receives a
tooltip notification for a DLP violation.

* If a document that has the Fabrikam Confidential sensitivity label applied is uploaded to
Dropbox. the file must be deleted automatically. - The Fabrikam Confidential sensitivity label must
be applied to existing Microsoft Word documents in the Data shared folder that have a document
footer containing the following string: Company use only.

* Users must be able to manually select that email messages are sent encrypted. The encryption
will use Office

365 Message Encryption (OME) v2. Any email containing an attachment that has the Fabrikam
Confidential sensitivity label applied must be encrypted automatically by using OME.

* Existing policies configured in the third-party records management system must be replaced by
using Records management in the Microsoft 365 compliance center. The compliance department
plans to export the existing policies, and then produce a CSV file that contains matching labels
and policies that are compatible with records management in Microsoft 365. The CSV file must be
used to configure records management in Microsoft 365.

Executive Requirements

You must be able to restore all email received by Fabrikam executives for up to three years after
an email is received, even if the email was deleted permanently.



NEW QUESTION: 15

You have a Microsoft 365 tenant that uses the following sensitivity labels:

* Confidential

* Internal

* External

The labels are published by using a label policy named Policy1.

Users report that Microsoft Office for the wen apps do not display the Sensitivity button. The
Sensitivity button appears in Microsoft 365 Apps that are installed locally.

You need to ensure that the users can apply sensitivity labels to content when they use Office for
the web apps.

Solution: You modify the publishing settings of Policy1.

Does the meet the goal?

A. No

B. Yes

Answer: (SHOW ANSWER)

NEW QUESTION: 16

You create a data loss prevention (DLP) policy that meets the following requirements:

* Prevents guest users from accessing a sensitive document shared during a Microsoft Teams
chat

* Prevents guest users from accessing a sensitive document stored in a Microsoft Teams channel
Which location should you select for each requirement? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.

Prevents guest users from accessing a sensitive
document shared during a Microsoft Teams chat: v

Exchange email

OneDrive aa_k ¥V TCTOSOTH
SharePaint sites

Teams chat and channel messages

Prevents guest users from accessing @ sensitive
document stored in a.Microseft Teams channel: v

Exchange email

OneDrive accounts

SharePoint sites

Teams chat and channel messages

Answer:
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Prevents guest Users Trom accessing a sensiuve
document shared during a Microsoft Teams chate=~ ~ INIICTOSOTT

_Exchange email

| OneBxive akcounts :
SharePoint sites
Teams chat and channel messages

Prevents guest users from accessing asensitive
document stored in a Microsoft Jeams.channel:

Exchange email
OneDrive accounts

— o e s s s s wew o

Teams chat and channel messages

Explanation
Prevents guest users from accessing a sensitive

document shared during a Microsoft Teams chat:

Exchange email

OneDrive accounts

SharePoint sites

Teams chat and channel messages

Prevents guest users from accessing a sensitive
document stored in a Microsoft Teams channel:

Exchange email

OneDrive accounts

SharePoint sites

Teams chat and channel messages

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-microsoft-teams?view=0365-
worldwide

https://docs.microsoft.com/en-us/microsoftteams/sharepoint-onedrive-interact
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NEW QUESTION: 17

Your company has a Microsoft 365 tenant that uses a domain named contoso.com.

You are implementing data loss prevention (DLP).

The company's default browser is Microsoft Edge.

During a recent audit, you discover that some users use Firefox and Google Chrome browsers to
upload files labeled as Confidential to a third-party Microsoft SharePoint Online site that has a
URL of

https://m365x076709.sharepoint.com. Users are blocked from uploading the confidential files to
the site from Microsoft Edge.

You need to ensure that the users cannot upload files labeled as Confidential from Firefox and
Google Chrome to any cloud services.

Which two actions should you perform? Each correct answer presents part of the solution.
(Choose two.) NOTE: Each correct selection is worth one point.

A. From the Microsoft 365 Endpoint data loss prevention (Endpoint) DLP settings, add
m365x076709.sharepoint.com as a blocked service domain.

B. Create a DLP policy that applies to the Devices location.

C. From the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings, add Firefox
and Google Chrome to the unallowed browsers list.

D. From the Microsoft 365 compliance center, onboard the devices.

E. From the Microsoft 365 Endpoint data loss prevention (Endpoint) DLP settings, add
contoso.com as an allowed service domain.

Answer: C,D (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-learn-about?view=0365-

worldwide

NEW QUESTION: 18

You have a Microsoft 365 tenant that uses Microsoft Teams.

You create a data loss prevention (DLP) policy to prevent Microsoft Teams users from sharing
sensitive information.

You need to identify which locations must be selected to meet the following requirements:

* Documents that contain sensitive information must not be shared inappropriately in Microsoft
Teams.

* If a user attempts to share sensitive information during a Microsoft Teams chat session, the
message must be deleted immediately.

Which three locations should you select? To answer, select the appropriate locations in the
answer area.

(Choose three.)
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NOTE: Each correct selection is worth one point.

Choose locations to apply the policy

We'll apply the poLIicy to data that's stored in the locations you choose.

Status Location Included

@ ) Off @ Exchange emalil

@ ) Off & SharePoint sites

@ ) Off = OneDrive accounts

e . — e —— —

@ ) Off @ Teams chat and channel messages

(W]

@ 'Off . Microsoft Cloud_App_Sech;ity

Answer:

Choose locations to apply the policy
We'll apply the policy to data that's stored in the locations you choose.

Status Location Included

@ ) Off ® Exchange email

e e e s Y

= OneDrive accounts

®> off

Explanation
Graphical user interface, application Description automatically generated



Choose locations to apply the policy

We'll apply the policy to data that's stored in the locations you choose.

Status Location Included

-- l(':]m@ff r O® Exdchange email ~ 0\
@) Off  ® Shareboinfites

Off  ® Teams chat and channel messages

I_(l:} Off & Microsoft Cloud App Security

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-microsoft-teams?view=0365-

worldwide

NEW QUESTION: 19

You need to meet the technical requirements for the confidential documents.

What should you created first, and what should you use for the detection method? To answer,
select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Create first: | A Compliance Mansges s
A content search

A DLP policy

A sensitive mfo type

A sensitivity label

Use for detection method:: [Dictionary
File type

Answer:

Ca e i

M i C'r'eﬂ -i plance Manager asse-ent J

A content search
—

_|A_sengitive nfo type

Lise for detestion metiiod: |Diconary
File type

[Keywords . _
Reqguiar expression

Explanation



Create first: v

A Compliance Manager assessment
A content search, %

A DLP poligy’,

A serﬁtiu}ﬂfa type

A seritivity label

Use for detection method: mw

~ Dictionary
: File type
Keywords

SR pReTse oft

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-a-custom-sensitive-
information-type?view=0

NEW QUESTION: 20

You receive an email that contains a list of words that will be used for a sensitive information type.
You need to create a file that can be used as the source of a keyword dictionary.

In which format should you save the list?

A. a CSV file that contains words separated by commas

B. an ACCDB database file that contains a table named Dictionary

C. a JSON file that has an element for each word

D. an XML file that contains a keyword tag for each word

Answer: (SHOW ANSWER)

NEW QUESTION: 21

You create a custom sensitive info type that uses Exact Data Match (EDM).
You plan to periodically update and upload the data used for EDM.

What is the maximum frequency with which the data can be uploaded?

A. once every six hours

B. twice per day

C. twice per hour

D. twice per week

E. once every 48 hours

Answer: D (LEAVE A REPLY)

NEW QUESTION: 22
You need to ensure that documents in a Microsoft SharePoint Online site that contain a reference
to Project Alpha are retained for two years, and then deleted.


https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html
https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html

Which two objects should you create? Each correct answer presents part of the solution. (Choose
two.) NOTE: Each correct selection is worth one point.

A. a retention policy

. an auto-apply label policy

. a sensitive info type

. a retention label

. a sensitivity label

. a publishing label policy

Answer: B,D (LEAVE A REPLY)

Reference:

mmoOOoOWw

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-retention-labels-automatically?
view=0365Worldwide

NEW QUESTION: 23
You have a Microsoft 365 ES tenant and the Windows 10 devices shown in the following table.

Azure Active Directory
(Azure AD)-joined
Devicel Yes Onboarded to the Microsoft 365 compliance center
Device2 Yes Onboarded to Microsoft Defender for Endpoint

Device3 Yes ) Enrolled in Microsoft Intune
Device4 No INAIE ) Edrblled in Microsoft Intune

Configuration

To which devices can you apply Microsoft 365 Endpoint data loss prevention (Endpoint DLP)
settings?

A. Device1, Device3, and Device4 only

B. Device1, Device2, Device3, and Device4

C. Device1 and Device2 only

D. Device1 and Device3 only

E. Device1 only

Answer: C (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-getting-started?
view=0365-worldwide

NEW QUESTION: 24
You enable archive mailboxes for all the users at your company.
The Default MRM Policy is shown in the MRM exhibit.


https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html
https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html

Default MRM Policy

This policy contains the following retention tags

1 Month Delete

iiopk Delete

1 Year Delete

5 Year Delete

6 Month Delete

Default 2 year move to archive
Junk Email

Never Delete

Personal 1 year move to archive
Personal 5 year move to archive
Personal never move to archive
Recoverable items 14 days move to archive

A Microsoft 365 retention label policy is shown in the Label Policy exhibit.



Exchange Label Policy

Status
Enabled (Pending)

Policy name
Exchange Label Policy

Microso

Description
Label policy for Exchange

Applies to content in these locations
Exchange email

Settings

Publish labels for your users
» 10 Year — Do not Delete

» 2 Year Delete

Preservation lock
No

You need to identify the following:

How many years until an email is archived?

What should you modify to change the retention period for archiving?

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

By default, email is: v

Deleted after two years

Deleted after one month

Retained in the mailbox for 10 years

Moved to the archive mailbox after two years

period for archiving, modify: v

The Default MRM Policy
The Exchange Label Policy
The properties of the archive mailbox




Answer:
BY gerault, email 1s: v

Deleted after two years

Deleted after one month

Retained in the mailbox for 10 years

Moved to the archive mailbox after two years

To change the retention
period for archiving, modify: v
The Default MRM Policy

The Exchange Label Policy
The properties of the archive mailbox

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide#the-
principles-of-retention-or-what-takes-precedence

NEW QUESTION: 25

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 10 and have Microsoft 365 Apps installed. The computers
are joined to Azure Active Directory (Azure AD).

You need to ensure that Endpoint DLP policies can protect content on the computers.

Solution: You deploy the Endpoint DLP configuration package to the computers.

Does this meet the goal?

A. No

B. Yes

Answer: B (LEAVE A REPLY)

NEW QUESTION: 26

You are planning a data loss prevention (DLP) solution that will apply to computers that run
Windows 10.

You need to ensure that when users attempt to copy a file that contains sensitive information to a
USB storage device, the following requirements are met:

* If the users are members of a group named Group1, the users must be allowed to copy the file,
and an event must be recorded in the audit log.

* All other users must be blocked from copying the file.

What should you create?

A. one DLP policy that contains one DLP rule


https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html

B. two DLP policies that each contains on DLP rule
C. one DLP policy that contains two DLP rules
Answer: B (LEAVE A REPLY)

NEW QUESTION: 27

You need to implement a solution to encrypt email. The solution must meet the compliance
requirements.

What should you create in the Exchange admin center and the Microsoft 36.S compliance center?
To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Exchange admin center: _ i o SN A [ A
. A connector
A DLP policy
- Amail flow rule_ ¢y
An organjzation sharing relationship

Microsoft:365 compll%qsie.sentef: | \4

~ An auto-labeling policy
A DLP policy

- A custom sensitive info type
A sensitivity label

Answer:

Exchange adin ceptes; f‘; v

A connector
A DLP policy

A mail flow rule

An organization sharing relationship

L

Microsoft 365 compliance center: ( |° v

L]

An auto-labeling policy
A DLP policy

| A custom sensitive Info type

A sensitivity label

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/ome-sensitive-info-types?view=0365-
worldwide

NEW QUESTION: 28


https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html

You plan to implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You need to identify which end user activities can be audited on the endpoints, and which
activities can be restricted on the endpoints.

What should you identify for each activity? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Print a protected document:

Can be audited only
Can be restricted only
Can be audited and restricted

Create a document in a
monitored location:

Carrbe audrted only
Can be restricted only
Can be audited and restricted

Copy a protected document
to USB removable media:

Can be audited only
Can be gestricted only
Can be audited'ahd féstfidted

Answer:




Print a protected document:

Can be audited only

Can be restricted only
Can be aud@‘ﬁnd restricted

Create a document in a
monitored location: 3 v

Microsoft | Can be audited only

Can be restricted only
Can be audited and restricted

|

Copy a protected document
to USB removable media: v

Can be audited only
Can be restricted only
Can be audited and restricted

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-learn-about?view=0365-
worldwide

NEW QUESTION: 29

You plan to implement a sensitive information type based on a trainable classifier. The sensitive
information type will identify employment contracts.

You need to copy the required files to Microsoft SharePoint Online folders to train the classifier.
What should you use to seed content and test the classifier? To answer, select the appropriate

options in the answer area.

NOTE: Each correct selection is worth one point.

sl vy T

rrEdras i an tha O foeeeat
el LRk, ]

in the CSV formast
i the 1ON format




NEW QUESTION: 30
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth is worth one point.

Answer Area
Statements vas  No

& user creates a file in Sited on January 1, 2027, users will be able to access the file on W

anuary 15, 2023.

! a user deletes a file from Sited that was created on January 1, 2027, an administrative C

ser will be able to recover the file on Apnil 15, 2023.

a user deletes a file from Sited that was aeated on January 1, 2021, an administrative
ser will be able to recover the ﬁl.am 15, 2026.
Microsoft
Answer:
Statements = N - Yes No

If a user creates a file in Site4 on January 1, 2023[\)’& W&Qﬂei{o . y
access the file on January 15, 2023. o
If a user deletes a file from Site4 that-was created on January 1, 2021, 5 =

an administrative user will.be able to recover the file on April 15, 2023.

If a user deletes a file from Site4 that was created on January 1, 2021,

an administrative user will be able to recover the file on April 15, 2026.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide

NEW QUESTION: 31
You have a Microsoft SharePoint Online site that contains the following files.

Name Te Data loss prevention (DLP) status
Filel.docx Managerl Mone

File2.docx Managerl Matched by DLP
File3.docx Managerl Blocked by DLP

Users are assigned roles for the site as shown in the following table.

Name Role
Userl Site owner
User?2 Site member

Which files can User1 and User2 view? To answer, select the appropriate options in the answer
area.
NOTE: Each correct selection is worth one point.



Userl:

Filel.docx only
Filel.docx and File2.docx only

Filel.docx, File2.docx, and File3.docx

User2:
Filel.docx only
Filel.docx and File2.docx only
Filel.docx, File2 docx. and-file3.docx
Answer:
Userl: v
Filel.docx only
Filel.docx and File2.docx only
 Filel.docx, File2.docx, and File3.docx |
User2:

Explanation

— — L — — — e — — e — o — m— — —

Filel.docx, File2.doex;fand File3.docx




vHerosott

v

Filel.docx only K
Filel.docx and File2idocx only
Filel.docx, File%ﬁfx, and File3.docx

# e

. ':'-I.." _h.-. ’ | v

Filel.dotx only
Fiiﬁﬁgcx and File2.docx only
Filel.docx, File2.docx, and File3.docx

Reference:

https://social.technet.microsoft.com/wiki/contents/articles/36527 .implement-data-loss-prevention-
dip-in-sharepo Note: This question is part of a series of questions that present the same scenario.
Each question in the series contains a unique solution that might meet the stated goals. Some
question sets might have more than one correct solution, while others might not have a correct
solution.

Valid SC-400 Dumps shared by PrepPdf.com for Helping Passing SC-400 Exam!
PrepPdf.com now offer the newest SC-400 exam dumps, the PrepPdf.com SC-400 exam
questions have been updated and answers have been corrected get the newest
PrepPdf.com SC-400 dumps with Test Engine here:
https://www.preppdf.com/Microsoft/SC-400-prepaway-exam-dumps.html (335 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 32
You are reviewing policies for the SharePoint Online environment.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Statements Yes No

If a user creates a file in Site4 on January 1, 2021, userswill be able to
access the file on January 15, 2023.

If a user deletes a file from Site4 that was ereated on Januany. 1, 2021,
an administrative user will be able to'recover the file on April 15,2023.C [

|

If a user deletes a file from Site4 that was created on January 1, 2021,

an administrative user will be able to recover the file on Aoril 15. 2026.
Answer:


https://www.preppdf.com/Microsoft/SC-400-prepaway-exam-dumps.html

Actions Answer Area

R e R N R B B R

| Create a retention label. : | Create a Sensitive info type :
_____________ r‘ — L —————————— —

| Qrga_te_a sensitivity label. @ i . Create a sensitivity label , :

Walt 24 hours and then turn on lhe pohcy

Explanatlon
A screenshot of a computer Description automatically generated with low confidence

Statements Yes No
If a user creates a file in Site4 on January 1, 2021, users wili be able to

access the file on January 15, 2023. =

If a user deletes a file from Site4 that was created on January 1, 2021,
an administrative user will be able to recover the file on April 15, 2023.

If a user deletes a file from Sited that was gréated pp~Januaryd, 2021,

an administrative user will be able to recover the file on April 15, 2026.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide

NEW QUESTION: 33

You create a retention label policy named Contoso_policy that contains the following labels.
* 10 years then delete

* 5 years then delete

* Do not retain

Contoso_Policy is applied to content In Microsoft Sharepoint Online sites.

After a couple of days, yon discover the following messages on the Properties page of the label
policy.

* Statue Off (Error)

* It's taking longer than expected to deploy the policy

You need to reinitiate the policy.

How should you complete the command? To answer, select the appropriate options in the;
answer area.

NOTE: Each correct selection is worth one point.



-id Contosc BbiECY; -
v Phiricrosoft

Set-RetentionCompliancePolicy -ForceFullSync
Set-RetentionPolicy -FullCrawl
Start-EdgeSynchronization -RetryDistribution
Start-RetentionAutoTdgLéarning -Train
Answer:
Sensitivity labels: v
[— =
3
I b Ii - - = i
Auto-labeling palicies: v
| 7.
nNA: " L 4
IVIICFOSOTT
Explanation
|w -id Conpesg /Policy v
Set—&etenn1onCompliancePolicy -ForceFullSync
Set-RetentionPolicy -FullCrawl

Start-EdgeSynchronization
Start-RetentionAutoTagLearning .

l!E-Ret_:::‘ylllii.si:r‘:_:'.!m.:t:.i.cu'a
BaCE0SOTT

Reference:

https://docs.microsoft.com/en-us/powershell/module/exchange/set-retentioncompliancepolicy?
view=exchange-p

NEW QUESTION: 34
You have a Microsoft 365 tenant named contoso.com that contains two users named User1 and
User2. The tenant uses Microsoft Office 365 Message Encryption (OME).

User1 plans to send emails that contain attachments as shown in the following table.

Subject To Attachment type Message size
Maill User2@contoso.com | .docx 40 MB
Mail2 Userd@outlook.com | .doc 3 MB
Mail3 User3@gmail.com Xlsx 7 MB

User2 plans to send emails that contain attachments as shown in the following table.




B Subject ' To Attachment type Message size
Mail4 Userl@contoso.com | .pptx 4 MB
Mail5 User4@outlook.com | .jpg 6 MB
Maile User3@gmail.com docx 3 MB

For which emails will the attachments be protected? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

Userl: v

Maill only

Mail3 only

Maill and Mail2 only
Mail2 and Mail3 only
Maill, Mail2, and Mail3

i A * Ca
hA p— o
wilcroasortrl

User2: v

Mail5 only

Mail6 only

Mail4 and Mail5 only
Mail4 and Mail6 only
Maill, Mail2, and Mail3

Answer:



Userl: ™ Microsoft

Maill only
Mail3 only
Maill and Mail2 only

PR e TR o g B S LA S o
|

Mail2 and Mail3 only

Maill, Mail2, and Mail3

User2:

Mail5 only
Mail6 only
Mail4 and Mail5 only

— o e s e s s s e

Maill, Mail2, and Mail3

Explanation



Userl: v

Maill only

Mail3 only

Maill and Mail2 only
Mail2 and Mail3 oniy
Maill, Mail2, and Mail3

User2: v

Mail5 only

Mail6 only

Mail4 and Mail5 only
Mail4 and Mail6 only
Maill, Mail2, and Mail3

Reference:
https://support.microsoft.com/en-gb/office/introduction-to-irm-for-email-messages-
bb643d33-4a3f-4ac7-9770-fd
https://docs.microsoft.com/en-us/microsoft-365/compliance/ome?view=0365-worldwide
https://docs.microsoft.com/en-us/office365/servicedescriptions/exchange-online-service-
description/exchange-on

NEW QUESTION: 35

You need to automatically apply a sensitivity label to documents that contain information about
your company's network including computer names, IP addresses, and configuration information.
Which two objects should you use? Each correct answer presents part of the solution. (Choose
two.) NOTE: Each correct selection is worth one point.

A. an Information protection auto-labeling policy

B. a custom trainable classifier

C. a sensitive info type that uses a regular expression

D. a data loss prevention (DLP) policy



E. a sensitive info type that uses keywords

F. a sensitivity label that has auto-labeling

Answer: A,B (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about?view=0365-

worldwide

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?

view=0365- worldwide

NEW QUESTION: 36

You have a Microsoft 365 E5 tenant.
You create sensitivity labels as shown in the Sensitivity Labels exhibit.

e

+ Create a label =
Name
Public

General

Confidential
Internal

External

Publish fabels

i
¥y

Refrash
Order
@ = lowest
1
2
3
4 - highest

Scope

File, Email
File, Email
File, Email
File, Email

File, Email

The Confidential/External sensitivity label is configured to encrypt files and emails when applied

to content.

The sensitivity labels are published as shown in the Published exhibit.



https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html

Sensitivity Policyl
Edit policy | Delete policy

Name

Sensitivity Policyl @
Description o
Published labels E ®

Public
General @
External/External Q

Internal/Internal G
Confidential (o

Published to
All

Policy settings ' ;
Users must provide juMJ&@&Q&QfJ«e a label or lower its classification

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

RTeresoft

The Internal sensitivity label inherits all the settings from the
Confidential label.

Users must provide justification if they change the label of
content from Confidential/Internal to Confidential/External.

Content that has the Confidential/External label applied will
retain the encryption settings if the sensitivity label is
removed from the label policy.

Answer:



sldiements TES

"he Internal sensitivity label inherits all the settings from the
_onfidential label.

Jsers must provide justification if they €hange'the label of
-ontent from Confidential/Internal to'Confidential/External.

—ontent that has the Confidential/External label applied will

etain the encryption settings if the sensitivity label is
emoved from the label nolicv.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-
worldwide

NEW QUESTION: 37

You plan to create a custom sensitive information type that will use Exact Data Match (EDM).
You need to identify what to upload to Microsoft 365, and which tool to use for the upload.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

NO

Uploady [Bata hashies
i L Ly ¢ Data in the XML format|

igitally signed data

EDOM upload agent
The Microsoft 365 compliance center

¢ | Wy Use: IA.'n-r Storage Explorer
The Set-DipKeywordDictionary cmdlet

Answer:

Upload: |pata hashes
Data in the XML f

3 : 7

Use: [azure Storage Fxplorern
k100 uplogd 2

i du e is

NEW QUESTION: 38

While creating a retention label, you discover that the following options are missing:
Mark items as a record

Mark items as a regulatory record

You need to ensure that the options are available when you create retention labels in the
Microsoft 365 compliance center.



How should you complete the PowerShell script? To answer, select the appropriate options in the
answer area.
NOTE: Each correct selection is worth one point.

SUserCredential = Get-Credential

Import-Module [v

AzureRM

ExchangeOnlineManagement
Microsoft.Online.ShatePoint.PowerShell
MicrosoftTeams "

! ¥ -Credential $UserCredential

Connect-AadrmService
Connect-AzureAD
Connect-AzureRMAccount.
Connect-IPPSSession.

'W -Enabled S$true

Enable-ComplianceTagStorage
New-ComplianceTag

Set-Regulat oryCompliaEéﬁE& NicrOco {ﬁ
Set-RetentionCompliangerolicy — [F— = "
Answer:

$UserCredenfial :Tfﬁ%".‘—g}rgﬁfilal

Import-Module | v
AzureRM
ExchangeOnlineManagement

Microsoft.Online.sharePoint.rPowershell
MicrosoftTeams '

¥ -Credential S5UserCredential

Connect=-AadrmService
Connect-AzurelAD
Connect-AzureRMAccount

Connect-lpPPasession
s Ak

lT —-Enabled S$true

Enable-ComplianceTagStorage
New-ComplianceTaqg
set-RegulatoryCompliancelUl
oeC—-HetentionLompliancerollcy

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/declare-records?view=0365-
worldwide



https://docs.microsoft.com/en-us/powershell/exchange/connect-to-scc-powershell?
view=exchange-ps

NEW QUESTION: 39
You have a Microsoft 365 E5 tenant.
Data loss prevention (DLP) policies are applied to Exchange email, SharePoint sites, and
OneDrive accounts locations.
You need to use PowerShell to retrieve a summary of the DLP rule matches from the last seven
days.
Which PowerShell module and cmdlet should you use? To answer, select the appropriate options
in the answer area.
NOTE: Each correct selection is worth one point.

Module: Vicrosof v

Azure Active Directory (Azure AD)
Exchange Online
SharePoint Online

Cmdlet: v

Get-DlpDetailReport
Get-DIpDetectionsReport
Get-DlpPolicy
Get-DIpSiDetectionsReport

Answer:
Module: v

Azure Active Directory (Azure AD)
Exchange Online
SharePoint Online

Cihvdliekosoft v
Get-DipDetailReport
Get-DipDetectionsReport
Get-DlpPolicy
Get-DipSiDetectionsReport

Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/get-dipdetectionsreport?
view=exchange-ps

NEW QUESTION: 40

You plan to create a custom trainable classifier based on an organizational form template.

You need to identity which role based access control (RBAC ) role is required to create the
trainable classifier and where to classifier. The solution must use the principle of least privilege.



What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

NEW QUESTION: 41

You plan to implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You need to identify which end user activities can be audited on the endpoints, and which
activities can be restricted on the endpoints.

What should you identify for each activity? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.



Print a protected document: v

Can be audited only
Can be restricted only
Can be audited and restricted

Create a document in a
monitored location: v

Can be audited only
Can be restricted only
Can be audited and restricted

Copy a protected document
to USB removable media: v

Can be audited only
Can be restricted only
Microschiéan be audited and restricted

Answer:

Print a protected document: v

Can be audited only
Can be restricted only
Can be audited and restricted

Create a document in a

monitored location: v
Can be audited only
Microsoft Can be restricted only
Can be audited and restricted

Copy a protected document
to USB removable media: v

Can be audited only
Can be restricted only
Can be audited and restricted




Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-learn-about?view=0365-
worldwide

NEW QUESTION: 42

At the end of a project you upload project documents to a Microsoft SharePoint Online library that
contains many fifes. Files that have the following naming format must be labeled as Project |

* aei_AA989.docx

* bd_WSOgadocx

* cei_DLF112-docx

* ebc_QQ4S4.docx

* ecc_BB565.docx

You plan to create an auto-apply retention label policy.

What should you use to identify the files, and which regular expression should you use? To

answer, select the appropriate options in the answer area.

Answer:

“"’“‘E'"u Microsoft . . .2 obe Sy

Regiilir expression: [fa 2101 A AIGI0aI0) S0k
172 ) AT -T2 )
32U IA-ZH2INGH ). docx

NEW QUESTION: 43

You have a Microsoft 365 tenant that uses a domain named canstoso.com.

A user named User1 leaves your company. The mailbox of User1 is placed on Litigation Hold,
and then the account of User1 is deleted from Azure Active Directory (Azure AD).

You need to copy the content of the User1 mailbox to a folder in the existing mailbox of another
user named User2.

How should you complete the PowerShell command? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.
Answer Arca

FTreea 1 §weilal Visow , 00 st Lrgee i v dbisme
Targetfeat Foldes “Useel el Lbow™

Answer:



$Inactiveoilbox — Get-Mailbox InactiviteiltioxOnly -tdentity <dHsringusished nome>

Niw- Madbax S$Inac tivertal lbox . Distingui shediane
WM estoreHcquest

Roslore-Recoverableitems Fargetiiootfolder “Uverl Msilbox™

Set-Masibox

NEW QUESTION: 44

You create a retention label policy named Contoso_policy that contains the following labels.
10 years then delete

5 years then delete

Do not retain

Contoso_Policy is applied to content In Microsoft Sharepoint Online sites.

After a couple of days, yon discover the following messages on the Properties page of the label
policy.

* Statue Off (Error)

* It's taking longer than expected to deploy the policy

You need to reinitiate the policy.

How should you complete the command? To answer, select the appropriate options in the;
answer area.

NOTE: Each correct selection is worth one point.

Answer Area AN
IVIIA LS D)) L - =
ST ActentionComphancefoloy -id Contfiso_Polidy ~Fore rFuliSyne
Set RetentionPolicy FullCraw!
Start- Edgesynchromnzation Retrytistnibe
St -HstenhonAutn Taglesrmisg
Answer:
Answer Area 4
p \ A1 o ¢
Set- RetenhonC omphanoe oy ~id Contglah Pl i 8y | ey S oot
Set-RetenticnPolicy ] . rullCrawl
| Start- EdgeSynchronzation B . RetryDistribution
-0 ragto Vaalsarngs - ] Trar

NEW QUESTION: 45

You create three sensitivity labels named Sensitivity1, Sensitivity2, and Sensitivity3 and perform
the following actions:

* Publish Sensitivity1.

* Create an auto-labeling policy for Sensitivity2.

You plan to create a file policy named Policy1 in Microsoft Cloud App Security.
Which sensitivity labels can you apply to Microsoft SharePoint Online in Policy1?
A. Sensitivity1 only

B. Sensitivity1, Sensitivity2, and Sensitivity3

C. Sensitivity2 only

D. Sensitivity1 and Sensitivity2 only

Answer: D (LEAVE A REPLY)



https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html

Explanation/Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?
view=0365-worldwide

https://docs.microsoft.com/en-us/cloud-app-security/azip-integration

NEW QUESTION: 46

You need to recommend a solution that meets the compliance requirements for viewing DLP
tooltip justifications.

What should you recommend?

A. Instruct the compliance department users to review the False positive and override report.
B. Configure a Microsoft Power Automate workflow to route DLP notification emails to the
compliance department.

C. Instruct the compliance department users to review the DLP incidents report.

D. Configure an Azure logic app to route DLP notification emails to the compliance department.
Answer: A (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/view-the-dlp-reports?view=0365-
worldwide

Topic 2, Contoso Case Study

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and three branch offices
in Seattle, Boston, and Johannesburg.

Microsoft 365 Environment

Contoso has a Microsoft 365 FS tenant | he tenant contains the administrative user accounts
shown in the following table.

MAcdimmn’1 MNone
Adrmin? Comphliance data admuustrator
Mclimind Comphance admimistralon

| Admind | Seausity operator

h_{hir.lmu'lh Secunty admmstrator

Users store data In the following locations:

* SharePoint sites

* OneDrive accounts

* Exchange email

* Exchange public folders

* Teams chats

* Teams channel messages

When users in the research department create documents, they must add a 10-dig>t project code
to each document. Project codes that start with the digits 999 are confidential.

SharePoint Online Environment
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Contoso has four Microsoft SharePoint Online sites named Site1. Site2. Site3. and Site4.
Site2 contains the files shown in the following table.

| Name | ||| Number of SWIFT Codes in the file
Filel.doox n

Fled bmp <

T S _;

Fibed dsx 7

Two users named User1 and User2 are assigned roles for Site2 as shown in the following table.

T Pa—
Liserd I Site owner |
| User2 T Site visitor :

Sile3 stores documents related to the company's projects. The documents are organized In a
folder hierarchy based on the project.

Slte4 has the following two retention policies applied:

* Name: SitetKetentionPolicy1

* Locations to apply the policy: Site4

* Delete items older than:2 years

* Delete content based on: When items were created

* Name: Site4RetentionPolicy2

* Locations to apply the policy. Sile4

* Retain items for a specific period: 4 years

* Start the retention period based on: When items were created

* At the end of the retention period: Do nothing

Problem Statements

Management at Contoso is concerned about data leaks. On several occasions, confidential
research departments were leaked.

Planned Changes

Contoso plans to create the following data loss prevention (DLP) policy:

* Name: DLPpolicy1

* Locations to apply the policy; Site2

* Conditions:

* Content contains any of these sensitive info types: SWIF F Code

* Instance count: 2 to any

* Actions: Restrict access to the content

Technical Requirements

Contoso must meet the following technical requirements:

* All administrative users must be able to review DLP reports.

* Whenever possible, the principle of least privilege must be used.

* For all users, all Microsoft 365 data must be retained for at least one year.

* Confidential documents must be detected and protected by using Microsoft 365.
* Site1 documents that include credit card numbers must be labeled automatically.
* All administrative users must be able to create Microsoft 365 sensitivity labels.



* After a project is complete, the documents in Site3 that relate to the project must be retained for
10 years
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NEW QUESTION: 47
You are reviewing policies for the SharePoint Online environment.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Statements . Yes No

If a user creates a file in Site4 on January 1, ?D21 ﬂ!drs wﬁlbeaabie to
access the file on January 15, 2023,

If a user deletes a file from Site4 that was ereated on January 1, 2021,
an administrative user will be able to‘recover the file on April 15, 2023.

If a user deletes a file from Sited-that was created on January 1, 2021,

an administrative user will be able to recover the file on April 15, 2026.
Answer:

Statements
If a user creates a file in Sited4 on January 1, 2021, users will be able to
access the file on January 15, 2023.

If auser deletes a file from Site4 that was created on January 1, 2021,
an adminisafivelser Wﬂ” be able td recover the file on April 15, 2023.

If a user deletes a file from Site4 that was created on January 1, 2021,
an administrative user will. be able to recover the file on April 15, 2026.

Explanation
A screenshot of a computer Description automatically generated with low confidence
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Statements (N Yes No
[f a user creates a file in Site4 on January 1, 2021} dsérs'will Be-able-to
access the file on January 15, 2023.

[f a user deletes a file from Site4 that was eréated on January 1, 2021,
an administrative user will be able to tecaver the file on April 15, 2023.

[f a user deletes a file from Site4 that was created on January 1, 2021,

an administrative user will be able to recaver the file on Anril 15 2026
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide

NEW QUESTION: 48

You have a Microsoft 365 E5 tenant.

Data loss prevention (DLP) policies are applied to Exchange email, SharePoint sites, and
OneDrive accounts locations.

You need to use PowerShell to retrieve a summary of the DLP rule matches from the last seven
days.

Which PowerShell module and cmdlet should you use? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.

Module: == Microsoft v

Azure Active Directory (Azure AD)
Exchange Online
SharePoint Online

Cmdlet: v
Get-DipDetailReport
Get-DlpDetectionsReport
Get-DlpPolicy
Get-DlipSiDetectionsReport

Answer:



Module: v

Azure Active Directory (Azure AD)
Exchange Online
SharePoint Onlipre

Cmdlet: ¥

Get-DipDetailReport
Get-DlpDetectionsReport
Get-DlIpPolicy
Get-DIpSiDetectionsReport

Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/get-dipdetectionsreport?
view=exchange-ps

NEW QUESTION: 49

You receive an email that contains a list of words that will be used few a sensitive information
type.

You need to create a file that can be used as the source of a keyword dictionary.

In which format should you save the list?

A. a text file that has one word on each line

B. a JSON file that that an element tor each word

C. a ISV file that contains words separated by tabs

D. an XLSX file that contains one word in each cell of the first row

Answer: D (LEAVE A REPLY)

NEW QUESTION: 50

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You recently discovered that the developers at your company emailed Azure Storage keys in
plain text to third parties.

You need to ensure that when Azure Storage keys are emailed, the emails are encrypted.
Solution: You configure a mail flow rule that matches the text patterns.

Does this meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)
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Reference:
https://docs.microsoft.com/en-us/exchange/policy-and-compliance/mail-flow-rules/conditions-and-
exceptions?vi

NEW QUESTION: 51
You create a data loss prevention (DLP) policy. The Advanced DLP rules page is shown in the
Rules exhibit.

The Review your settings page s hown in the review exhibit.

You need to review the potential impact of enabling the policy without applying the actions.
What should you do?

A. Edit the policy, remove the Restrict access to the content and Send incident report to
Administrator actions, and then select Yes, turn it on right away.

B. the policy. remove all the actions in DLP rule 1, and select Yes, turn it on right away.

C. Edit the policy, remove all the actions in DIP rule 1, and select I'd like to test it out first
D. Edit the policy, and then select I'd like to test it out first.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 52
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In Microsoft Exchange Online, you have a retention policy named Policy1 that applies a retention
tag named Tag1.

You plan to remove Tag1 from Policy1.

What will occur when you remove the tag from Policy1?

A. The content will remain tagged and the Managed Folder Assistant will process Tag1.

B. Tag1 will be removed if Policy1 applied the tag to the content.

C. The content will remain tagged, but the Managed Folder Assistant will ignore Tag1.

Answer: A (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/exchange/security-and-compliance/messaging-records-

management/ retention-tags-and-policies#removing-or-deleting-a-retention-tag-from-a-retention-
policy

NEW QUESTION: 53

You have a Microsoft 365 tenant that uses data loss prevention (DLP) to protect sensitive
information.

You create a new custom sensitive info type that has the matching element shown in the following
exhibit.

Matching element

A Detect content containing

Regular expression = v 4

ANd{3H- JH3Nd{3I\d{12}$

The supporting elements are configured as shown in the following exhibit.
Supporting elements

A Contains this keyword list X

““F‘“P""“._._.. . [+ o A . Minimum Count

] 1 H 1
cmployee D L |

The confidence level and character proximity are configured as shown in the following exhibit.
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Ny
Confidence level (i)

Default (60%) 15

Character proximity (i)

Default (300 characters) | 100 !

For each of the following statements, select Yes if statement is true. Otherwise, select No NOTE:
Each correct selection is worth one point.

i, PR = -
Statements / _“ ( j. |

A document that contains the following text will match the sensitive II'IfO tvpe. James has
an Employee ID of 555-343-111-065.

A document that contains the following text will match the sensitive info type: The
Employee ID of the employee Ben Smith is 555343123444,

A document that contains the following text will match the sensitive info type: The id
badge for 555-123 has expired.

Answer:

.\-,.1.

Statements “Jl . L : Yes
A document that contains the followin: tlxr y r%ﬁh}chitﬁe“ seﬁ?ntwe“‘lnfo type: James has O
an Employee ID of 555-343-111-065.

[Ol [Olz

A document that contains the following text will match the sensitive info type: The O
Employee ID of the employee Ben Smith is 555343123444,

A document that contains the following téxt will match the sensitive info type: The id O
badge for 555-123 has expired.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-a-custom-sensitive-
information-type?view=0365-worldwide

(@)

NEW QUESTION: 54

You create a custom sensitive info type that uses Exact Data Match (EDM).
You plan to periodically update and upload the data used for EDM.
What is the maximum frequency with which the data can be uploaded?
A. twice per hour

B. once every 48 hours

C. twice per day

D. twice per week

E. once every six hours

Answer: D (LEAVE A REPLY)

Topic 1, Contoso
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Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and three branch offices
in Seattle, Boston, and Johannesburg.

Microsoft 365 Environment

Contoso has a Microsoft 365 FS tenant | he tenant contains the administrative user accounts

shown in the following table.
II]rIl, ‘Fmﬂl"l'i‘ I W 1|]|h LI I|I|i1||

e 1 IP‘ il

QA5 s |

Users store data In the following locations:

* SharePoint sites

* OneDrive accounts

* Exchange email

* Exchange public folders

* Teams chats

* Teams channel messages

When users in the research department create documents, they must add a 10-dig>t project code
to each document. Project codes that start with the digits 999 are confidential.
SharePoint Online Environment

Contoso has four Microsoft SharePoint Online sites named Site1. Site2. Site3. and Site4.
Site2 contains the files shown in the following table.

|| Name | | Numberof SWIFT codes in the file

Mumber of SWIF] codes in a|-...~_...l.......-.--

Two users named User1 and User2 are aSS|gned roles for Site2 as shown in the following table.

==
l=er T Site owner 1t
| Uiser? Site visitor

Sfle3 stores documents related to the company's projects. The documents are organized In a
folder hierarchy based on the project.

Slte4 has the following two retention policies applied:

* Name: SitetKetentionPolicy1

* Locations to apply the policy: Site4

* Delete items older than:2 years

* Delete content based on: When items were created

* Name: Site4RetentionPolicy2

* Locations to apply the policy. Sile4



* Retain items for a specific period: 4 years

* Start the retention period based on: When items were created

* At the end of the retention period: Do nothing

Problem Statements

Management at Contoso is concerned about data leaks. On several occasions, confidential
research departments were leaked.

Planned Changes

Contoso plans to create the following data loss prevention (DLP) policy:

* Name: DLPpolicy1

* Locations to apply the policy; Site2

* Conditions:

* Content contains any of these sensitive info types: SWIF F Code

* Instance count: 2 to any

* Actions: Restrict access to the content

Technical Requirements

Contoso must meet the following technical requirements:

* All administrative users must be able to review DLP reports.

* Whenever possible, the principle of least privilege must be used.

* For all users, all Microsoft 365 data must be retained for at least one year.

* Confidential documents must be detected and protected by using Microsoft 365.
* Site1 documents that include credit card numbers must be labeled automatically.
* All administrative users must be able to create Microsoft 365 sensitivity labels.

* After a project is complete, the documents in Site3 that relate to the project must be retained for
10 years

NEW QUESTION: 55
You are configuring a retention label named Label1 as shown in the following exhibit.



Define retention settings
When this label is applied to items, the content is retained and/or deleted based on the settings you choose here.

(@) Retain items for a specific period
Labeled items will be retained for the period you choose. During the retention period, Users will be able
to edit items and change or remove the label. If they delete items. we'll keep copies in a secure

location. Learn more

Retention period of [ ] J years [L'- \| months |— | days
Start the retention period based gn

HVHEFESOTT ]

=+ Create new event type

At the énd of the retention penod

(@) Delete items automatically

Wa'll delete tems from whepe '.hw :f-ﬂ.:.“'f‘.’\tﬂ" sioned
() Trigger a didpositin reWiky

() Do nothing
Items will be left in place. You'll have to manually delete them if you want them gone.

O Retain items forever
Labeled items will be retained forever, even if users delete them. Users will be able to edit items and
change or remove the label, If they delete items, we'll keep copies in a secure location. Learn maore

O Only delete items when they reach a certain age
Labeled items won't be retained, but when they reach the age you choose, we'll delete them from where they're

stored

You need to ensure that documents that have Label1 applied are deleted three years after the
end of your company's fiscal year.

What should you do?

A. Create a new event type.

B. Select Only delete items when they reach a certain age.

C. Modify the Retention period setting.

D. Set At the ends of the retention period to Trigger a disposition review.

Answer: A (LEAVE A REPLY)
https://docs.microsoft.com/en-us/microsoft-365/compliance/event-driven-retention ?view=0365-
worldwide

NEW QUESTION: 56

You have a Microsoft SharePoint Online site that contains employee contracts in a document
library named Contracts.

The contracts must be treated as records in accordance with your company's records
management policy.
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You need to implement a solution to automatically mark all the contracts as records when they
are uploaded to Contracts.

Which two actions should you perform? Each correct answer presents part of the solution.
(Choose two.) NOTE: Each correct selection is worth one point.

A. Create a sensitivity label.

B. Create a retention label.

C. Configure a default label on the Contracts document library.

D. Create a retention policy.

E. Create a SharePoint Records Center.

F. Create a retention lock.

Answer: B,C (LEAVE A REPLY)

Explanation/Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-labels?
view=0365- worldwide

NEW QUESTION: 57

At the end of a project, you upload project documents to a Microsoft SharePoint Online library
that contains many files. The following is a sample of the project document file names:
* aei_AA989.docx

* beci WS098.docx

* cei_DF112.docx

* ebc_QQ454.docx

* ecc_BB565.docx

All documents that use this naming format must be labeled as Project Documents:
You need to create an auto-apply retention label policy.

What should you use to identify the files?

A. A sensitive info type

B. A retention label

C. A trainable classifier

Answer: C (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with?view=0365-
worldwide

NEW QUESTION: 58

You have a Microsoft 365 tenant that uses records management.

You use a retention label to mark legal files stored in a Microsoft SharePoint Online document
library as regulatory records.

What can you do to the legal files?

A. Remove the retention label of the files.

B. Edit the properties of the files.
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C. Move the files to a different folder within the document library.

D. Delete the content from the files.

Answer: C (LEAVE A REPLY)

Explanation/Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/records-management?view=0365-
worldwide#records

NEW QUESTION: 59
You have the retention label pollcy shown in the Pollcy exhibit. (C|ICk the Pollcy tab.)

On December 1. 2020. you creat the event shown in the Event exhibit. (Click the Event tab.):
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

NEW QUESTION: 60

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.




You have a Microsoft 365 tenant and 500 computers that run Windows 10. The computers are
onboarded to the Microsoft 365 compliance center.

You discover that a third-party application named Tailspin_scanner.exe accessed protected
sensitive information on multiple computers. Tailspin_scanner.exe is installed locally on the
computers.

You need to block Tailspin_scanner.exe from accessing sensitive documents without preventing
the application from accessing other documents.

Solution: From the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings, you add
a folder path to the file path exclusions.

Does this meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)

Explanation

Folder path to the file path exclusions excludes certain paths and files from DLP monitoring.
Use the unallowed apps list instead.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-using?view=0365-
worldwide

NEW QUESTION: 61

Your company has a Microsoft 365 tenant that uses a domain named Contoso.com.

You are implementing data loss prevention (DIP).

The company's default browser in Microsoft Edge.

During a recent audit, you discover that some user use Firefox and Google Chromo browsers to
upload files labeled as Confidential to a third party Microsoft SharePoint Online site that has a
URL of https://m365x076709.sharepoint .Uses are blocked from uploading the confidential files to
the site from Microsoft Edge.

You need to ensure that the users cannot upload files labels as Confidential from Firefox and
Google Chrome to any cloud services.

NOTE: Each correct selection is worth one point.

A. From the Microsoft 365 compliance center, onboard the dcvu.es.

B. From the Microsoft 3G5 Endpoint data loss prevention (Endpoint DLP) settings, add Firefox
and Google Chrome to the unallowed browsers list.

C. From the Microsoft 365 Endpoint data loss prevention (Endpoint) DLP settings, add
contoso.com as an allowed service domain.

D. From the Microsoft J6b Endpoint data loss prevention (Endpoint) DLP settings, add:
m36Sx0767W-sharepomt.com as a blacked service domain.

E. Create a DIP policy that applies to the Devices location.

Answer: B,C (LEAVE A REPLY)
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NEW QUESTION: 62

You have a Microsoft 365 tenant that uses data loss prevention (DLP).

You have a custom employee information form named Template 1.docx.

You need to create a classification rule package based on the document fingerprint of
Templatel.docx.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Actions

Run the Sot=-DlpSanaitiveInfor
emdlet

Create a vanable that contains the result of the
How-DlpFingerprint cmdlst

Run the How-DlpSensitivelnformat ionType
cenadlet

Create a vanable that contans the result of the
Got-Content cmdlet

Create a vanable that contains the result of the
ot -ContontFiltorPhrase cmdiel

Answer:

Actions Answer Area .
S e ——————— eSS -y FOSOTT
| Runthe Set-DlpSenaitivelnformationTypo i | Create a vanabie | itcontauds the reslt ofthe=" | "
Eom e e i (| Gat-ConPert cmdlet ;
| Create a variable that contains the result of the [ Ty -4 O e .
| Hew-DlpFingerprint cmdiet : L Createa vanable that containg the result of the I
B e e S e e R e ( Podicw=DlpFingecprint cmdiet. I
| Run the How-DlpSensitivelnformationType | ey & == =~~~ ——o==smssEEEES

....................... =
"emdlet I. c -

S ————— + < Run the How-DlpSensitivelnformationType !
R TR e R A T a - cmdlet g

| Create a vanable that contains the result of the Y g R e T e e o et §
| Got-Contont cmdlet

' Create a vanable that containg the result of the
'Got -ContentFilterPhrase emdlet

Ei;)‘-lé-n-a{ic-)n
Graphical user interface, text Description automatically generated with medium confidence
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o

Tt Mt
Create a vanable that contains the sgSult of the
Got-Content cmdlet.

Create a vanable that contains the result of the

New-DlpFingerprjgirxXmdlet.

Run the Now-D]lg8M=itivelnformationTy
cmddlet.

NEW QUESTION: 63

You have a Microsoft 365 tenant that uses Microsoft Teams.

You create a data loss prevention (DLP) policy to prevent Microsoft Teams users from sharing
sensitive information.

You need to identify which locations must be selected to meet the following requirements:

* Documents that contain sensitive information must not be shared inappropriately in Microsoft
Teams.

* If a user attempts to share sensitive information during a Microsoft Teams chat session, the
message must be deleted immediately.

Which three locations should you select? To answer, select the appropriate locations in the
answer area.

(Choose three.)

NOTE: Each correct selection is worth one point.

Choose locations to apply the policy

We'll apply the policy to data that's stored in the locations you choose.
Status Location Included

@ ) Off &= Exchange emalil

I(£ ) Off & SharePoint sites

5(0: ) Off % OneDrive accounts

@ ) Off =« Teams chat and channel messages

@ ) Off » Microsoft Cloud App Security




Answer:

Choose locations to apply the policy

We'll apply the policy to data that's stored in the locations you choose.

Status Location Included

@ ) Off m Exchange email

Explanation
Graphical user interface, application Description automatically generated



Choose locations to apply the policy

We'll apply the policy to data that's stored in the locations you choose.

Status Location Included

'l ) Off @ Exchange email

@ ) aﬁ

@ ) Off = OUneDrive accounts

& SharePaint sites

i, 1

Reference:

@ @ Off #t Teams chat and channel messaaes

i ) Off Microsoft Cloud\ App-Security

https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-microsoft-teams?view=0365-

worldwide

NEW QUESTION: 64

You have a Microsoft 365 tenant that uses data loss prevention (DLP).
You have a custom employee information form named Template 1.docx.
You need to create a classification rule package based on the document fingerprint of

Templatel.docx.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Createn o warsslde Ul contams e ivsill ofF (e et - Contems crmiiel

Hpan 1w mese - 0 Lt L b § v L f semat § o Ty Crnaiiet

it a4 wanabile fhat comtans e reaall of e sse
et

FLim the St 0 phensd 2 hve Infrrmat Lom Typs CTe]

Crmater a warsabide thal comtmnm the feylt of e Ges
Fumtami P || e Pl aom CTTORTE

Answer:

IV RLT

T3] T I TS

: ~

@ RAirvracm e

/-::‘1 I YAt | 5 | = )
4



e Arvomer Nrvea

[mel R ‘ 1 " Croate a v.uuhhum CONrY THE Trmtily F e Mene< DLt Engrepe i nt
—— = — % o —— __"___— =2 cmadiet.
Hm,,__“ AL AS gk s

'l

e ——— e

Cirvate a varibie That COMEIms 1he ie=ull of e ses- 01t Uapeerelnt i | Rukry i s PlpiemsitivelntorsaTiontype cdict

fr_rrm - - -. _ e = T e e e e e we
o L e e e e e e T e - —
| Fun the set-0lpsensirive taformat fonType Cmdlet | I m‘**':w:tﬂ::lmr mﬂ!::n the result of the Get-
™ Ty Mg ; fontentFiite |
____________________________ 8
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NEW QUESTION: 65

You have a Microsoft 365 tenant that uses 100 data loss prevention (DLP) policies.

A Microsoft Exchange administrator frequently investigates emails that were blocked due to DLP
policy violations.

You need to recommend which DLP report the Exchange administrator can use to identify how
many messages were blocked based on each DLP policy.

Which report should you recommend?

A. Third-party DLP policy matches

B. False positive and override

C. DLP policy matches

D. DLP incidents

Answer: C (LEAVE A REPLY)

NEW QUESTION: 66
You create a retention policy as shown in the following exhibit.


https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html

Retention Policy 1

Status
Enabled (Pending)

Policy name
Retention Policy 1

Description
Retention Policy for SharePoint Sitel and Exchange

Applies to content in these locations
Exchange email
SharePoint sites

Settings
Retention period
Keep content, and delete it if it's older than 10 year:

Preservation lock

Na data availahle
A user named User1 deletes a file named File1.docx from a Microsoft SharePoint Online site

named Site1.

A user named User2 deletes an email and empties the Deleted Items folder in Microsoft Outlook.
Where is the content retained one year after deletion? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.



KA~ o
File.docx: W Microsoit

Preservation Hold
Recoverable Items
SubstrateHolds ™

The first-stage'Recycle Bin

v

Preservation Hold

" Recoverable Items
SubstrateHolds
The first-stage Recycle Bin

Answer:

File.docx: v

Preservation Hold
Recoverable Items
SubstrateHolds

The first-stage Recycle Bin

Email: v

e S

Preservation Hold
Recoveraple ltems
SubstrateHolds

The firstsstage Recycle Bin

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide

NEW QUESTION: 67
You have a Microsoft 365 tenant.



You discover that email does NOT use Microsoft Office 365 Message Encryption (OME).
You need to ensure that OME can be applied to email.

What should you do first?

A. Enable Microsoft Defender for Office 365.

B. Activate Azure Information Protection.

C. Activate Azure Rights Management (Azure RMS).

D. Create an Azure key vault.

Answer: C (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/set-up-new-message-encryption-
capabilities?view=0

NEW QUESTION: 68
You have the files shown in the following table.

] Name Location Date modified /| || ) Date created

| Filel Microsoft SharePoint Online site June 01, 2018 December 28, 2011
[ File2 Microsoft OneDnve account February 02, 2017 | January 02, 2011

| File3 Microsoft Exchange Online publicfolder | May 01, 2006 May 01, 2006

You configure a retention policy as shown in the exhibit.


https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html

RetentionPolicy 1

Status
Enabled (Pending)

Policy name
RetentionPolicy1

Description
ReteptionPolicy1

Applies to content in these locations
SharePoint sites

Settings
Retention period
Keep content, and delete it if it's older than 7 years

Preservation lock

Nn AdAata availahle
The start of the retention period is based on when items are created. The current date is January

01, 2021.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements

F:Iel will be deleted after you turn on the policy.

Mﬁ:ﬁlﬁeﬁtﬁh after you turn on the policy.

File3 will be deleted after you turn on the policy.

Answer:
Statements
Filel will be deleted after you turn on the policy.
File2 will be deleted after you turn on the policy.

File3 will be demte%fqu:mmime policy.

Explanation
Text Description automatically generated

Statements
Filel will be deleted after you turn on'the policy.

File2 will be deleted after youturn on the policy.

File3 will be deletefl Aftenyouctarfifon the policy.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-policies-sharepoint?
view=0365-worldwide

NEW QUESTION: 69

You need to meet the technical requirements for the confidential documents.

What should you created first, and what should you use for the detection method? To answer,
select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:



Create firsic | A Comphance Manager assessmsnt
A eontent search
A LR pohoy

A en sty labed 1

Use fopdetection.method: [Dictiomary
Frhe typee

T‘-‘Il’ L3 SRR — 1

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-a-custom-sensitive-
information-type?view=0365-worldwide

NEW QUESTION: 70

Your company has a Microsoft 365 tenant.

The company performs annual employee assessments. The assessment results are recorded in a
document named Assessment | cmplatc.docx that is created by using Microsoft Word template.
Copies of the employee assessments are sent to employees and their managers. The
assessment copies are stored in mailboxes, Microsoft SharePoint Online sites, and OneDrive for
Business folders. A copy of each assessment is also stored in a SharePoint Online folder named
Assessments.

You need to create a data loss prevention (DLP) policy that prevents the employee assessments
from being emailed to external users. You will use a document fingerprint to identify the
assessment documents.

What should you include in the solution?

A. Create a fingerprint of AssessmentTemplate.docx.

B. Create a sensitive info type that uses Exact Data Match (EDM).

C. Create a fingerprint of TOO sample documents in the Assessments folder.

D. Import 100 sample documents from the Assessments folder to a seed folder.

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/document-fingerprinting ?view=0365-

worldwide

NEW QUESTION: 71

You have a Microsoft 365 E5 tenant.

Data loss prevention (DLP) policies are applied to Exchange email, SharePoint sites, and
OneDrive accounts locations.

You need to use PowerShell to retrieve a summary of the DLP rule matches from the last seven
days.

Which PowerShell module and cmdlet should you use? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.


https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html

Module: X

Azure Active Directory (Azure AD)
Exchange Online
SharePoint Online

Cmdlet: . v : v

Get-DlpDetailReport
Get-DlpDetectionsReporthlicrpsoft
Get-DlpPolicy -

Get-DlIpSiDetectionsReport

Answer:

Module: v

Azure Active Directory (Azure AD)

Cmdlet:

Get- DIpPollcy
Get-DlpSiDetectionsReport

Explanation



Module: v

Azure Active Dlrectowzure AD_)
Exchange Online

SharePoint Onh@

Cmdlet: ﬁg_' A4
Get- IReport |
‘g%%lpDetectlonsREPOft
DlpPolicy
Get-DIpSiDetectionsReport..

https://docs.microsoft.com/en-us/powershell/module/exchange/get-dipdetectionsreport?
view=exchange-ps

Reference:

NEW QUESTION: 72

You have the files shown in the following table.
T 5 A

_.m Microsoft OneDrive acocount ] 2200 l'|'i 11111t TSI |
Filed wm i 'I' s | [T} oR T il
I ] THITHIE ([ T 1L

You configure a retention policy as shown in the foIIowmg exhibit.



RetentionPolicy1

Status
Enabled (Pending)

Policy name
RetentionPolicyl

Description
RetentionPolicyl

Applies to content in these locations | .
S, S m Microsoft

Settings
Retention penod
Keep content. and delete it if it's older than 7 years

Preservation lock
No data available
The current date is January 1, 2021.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Answer Area
Statcments Yes MNo
etz T vl e chedetet after you Burm o thee policy,

e wnll be deleted alTer yosu Turn on The poloy.

T i
Fibes will b gdedeted alter you i on the: poboy, ‘: M I c ro S Oft
|

Answer:
Answer Area ﬁ .
m Microsoft

Fule 1wl e clebate after vy Do om thes policy.

il wall be detetod after ot huprn o theer policy b

Ve will ey cleteted after you luee o fhee policy | O |

NEW QUESTION: 73

You have a Microsoft 365 tenant that uses the following sensitivity labels:

* Confidential

* Internal

* External

The labels are published by using a label policy named Policy1.

Users report that Microsoft Office for the wen apps do not display the Sensitivity button. The
Sensitivity button appears in Microsoft 365 Apps that are installed locally.

You need to ensure that the users can apply sensitivity labels to content when they use Office for

the web apps.



Solution: You modify the scope of the Confidential label.
Does this meet the goal?

A. No

B. Yes

Answer: A (LEAVE A REPLY)

NEW QUESTION: 74
You create a data loss prevention (DLP) policy. The Advanced DLP rules page is shown in the
Rules exhibit.

Data loss prevention » Create policy

!
]
!
!

Moty users wilh email and poboy tps
Flastrict aCoeas 10 the comtent
end incident reports fo Admenesiratos
Send alerts o Acdmerisifaton

You need to review the potential impact of enabling the policy without applying the actions.
What should you do?

A. Edit the policy, remove all the actions in DLP rule 1, and select I'd like to test it out first.
B. Edit the policy, remove the Restrict access to the content and Send incident report to
Administrator actions, and then select Yes, turn it on right away.

C. Edit the policy, remove all the actions in DLP rule 1, and select Yes, turn it on right away.
D. Edit the policy, and then select I'd like to test it out first.

Answer: (SHOW ANSWER)

Reference:



https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html
https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-a-dlp-policy-from-a-template?
view=0365-wo

NEW QUESTION: 75

You plan to create a custom sensitive information type that will use Exact Data Match (EDM).
You need to identify what to upload to Microsoft 365, and which tool to use for the upload.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
UpiGadt, [Data hashes
Data in the XML format
igitally signed data
Use: Arure Storage F!p’nﬂw
u::; A
Answer:
Answer Area

UpiSads, Pata hashes
Data in the XML format
Digitally signed data’

it Use: Ann storage Explorer
agent —  — =
I C r oft 365 compliance center |

The Set-DipKeywordDictionary cmdiet

NEW QUESTION: 76
You create a retention policy as shown in the following exhibit.



Retention Policy 1

Status
Enabled (Pending)

Policy name
Retention Policy 1

Description
Retention Policy for SharePaint Sitel and Exchange

Applies to content in these locations
Exchange email
SharePoint sites

Settings
Retention period
Keep content, and delete it if it's older than 10 years

Preservation lock
No data available

A user named User1 deletes a file named File1.docx from a Microsoft SharePoint Online site
named Site1.

A user named User2 deletes an email and empties the Deleted Items folder in Microsoft Outlook.
Where is the content retained one year after deletion? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.



File.dacxMicrosoft v

Preservation Hold
Recoverable Items
SubstrateHolds

The first-stage Recycle Bin

Email: v

Preservation Hold
Recoverable Items
SubstrateHolds

The first-stage Recycle Bin

Answer:

Filedoexs oft v
| Preservation Hold
Recoverable Items

SubstrateHolds
The first-stage Recycle Bin

Email: v

Preservation Hold
Recoverable Items

SubstrateHolds
The first-stage Recycle Bin

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide



Valid SC-400 Dumps shared by PrepPdf.com for Helping Passing SC-400 Exam!
PrepPdf.com now offer the newest SC-400 exam dumps, the PrepPdf.com SC-400 exam
questions have been updated and answers have been corrected get the newest
PrepPdf.com SC-400 dumps with Test Engine here:
https://www.preppdf.com/Microsoft/SC-400-prepaway-exam-dumps.html (335 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 77

You have a Microsoft 365 tenant named contoso.com that contains two users named User1 and
User2. The tenant uses Microsoft Office 365 Message Encryption (OME).

User1 plans to send emails that contain attachments as shown in the following table.

Subject To Attachment type Message size
Maill User2@contoso.com | .docx 40 MB
Mail2 Userd@outlook.com | .doc 3 MB
Mail3 User3@gmail.com XIsx 7 MB
User2 plans to send emails that contain attachments as shown in the following table.
Subject To Attachment type Message size
Mail4 Userl@contoso.com | .pptx 4 MB
Mail5 User4@outlook.com | .jpg 6 MB
Mailé User3@gmail.com docx 3 MB

For which emails will the attachments be protected? To answer, select the appropriate options in
the answer area.
NOTE: Each correct selection is worth one point.

Maill only

Mail3 only

Maill and Mail2 only
Mail2 and Mail3 only
|, Maill, Mail2,and Mail3

Mail5 only

Mail6 only

Mail4 and Mail5 only
Mail4 and Mail6 only
Maill, Mail2, and Mail3

Answer:


https://www.preppdf.com/Microsoft/SC-400-prepaway-exam-dumps.html

Userl: v

Maill only

Mail3 only

Maill and Mail2 only
Mail2 and Mail3 only
Maill, Mail2, and Mail3

User2: v

Mail5 only

Mail6 only . .
Mail4 and Mail5 only
Mail4 and Mail6 only

Maill, Mail2, and Mail3

Reference:
https://support.microsoft.com/en-gb/office/introduction-to-irm-for-email-messages-
bb643d33-4a3f-4ac7-9770-fd50d95f58dc?ui=en-us&rs=en-gb&ad=gb#File TypesforIRM
https://docs.microsoft.com/en-us/microsoft-365/compliance/ome?view=0365-worldwide
https://docs.microsoft.com/en-us/office365/servicedescriptions/exchange-online-service-
description/exchange-online-limits#message-limits-1

NEW QUESTION: 78

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 10 and have Microsoft 365 Apps installed. The computers
are joined to Azure Active Directory (Azure AD).

You need to ensure that Endpoint DLP policies can protect content on the computers.

Solution: You onboard the computers to Microsoft Defender for Endpoint.

Does this meet the goal?

A. Yes

B. No

Answer: A (LEAVE A REPLY)



https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-getting-started?
view=0365-worldwide

NEW QUESTION: 79

You have a Microsoft 365 tenant named contoso.com that contains two users named User1 and
User2. The tenant uses Microsoft Office 365 Message Encryption (OME).

User1 plans to send emails that contain attachments as shown in the following table.

Subject ' To Attachment type Message size
Maill User2@contoso.com | .docx 40 MB
Mail2 Userd@outlook.com | .doc 3 MB
Mail3 User3@gmail.com Hlsx 7 MB

User2 plans to send emails that contain attachments as shown in the following table.
| 1

Subject To

Attachment type Message size

Mail4 Userl@contoso.com | .pptx 4 MB i
Mail5 User4@outlook.com | .jpg 6 MB
Maile User3@gmail.com docx 3 MB

For which emails will the attachments be protected? To answer, select the appropriate options in
the answer area.
NOTE: Each correct selection is worth one point.

Userl: v

Maill only

Mail3 anly

Maill and Mail2 only
Mail2 and Mail3 only
Maill, Mail2, and Mail3

User2: v

Mail5 only

Mailé only

Mail4 and Mail5 only
Mail4 and Mailé only
Maill, Mail2, and Mail3

=

L

Answer:



Explanation

m Microsoit

Maill only
Mail3 only

| Malll and Ma|I2 only

[~"Mail5 only
Mail6 only
Mail4 and Mail5 only

Malll, Mail2, and Ma|I3




Maill only

SOMail3 only
Maill and Mail2 only
MailZ and Mail3 only
Maill, Mail2, and Mail3

Mail5 only

Mail6 only

Mail4 and Mail5 only
Mail4 and Mail6 only
Maill, Mail2, and Mail3

Reference:
https://support.microsoft.com/en-gb/office/introduction-to-irm-for-email-messages-
bb643d33-4a3f-4ac7-9770-fd
https://docs.microsoft.com/en-us/microsoft-365/compliance/ome?view=0365-worldwide
https://docs.microsoft.com/en-us/office365/servicedescriptions/exchange-online-service-
description/exchange-on

NEW QUESTION: 80

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You recently discovered that the developers at your company emailed Azure Storage keys in
plain text to third parties.

You need to ensure that when Azure Storage keys are emailed, the emails are encrypted.



Solution: You configure a mail flow rule that matches a sensitive info type.
Does this meet the goal?

A. No

B. Yes

Answer: (SHOW ANSWER)

NEW QUESTION: 81

You use project codes that have a format of three alphabetical characters that represent the
project type, followed by three digits, for example Abc123.

You need to create a new sensitive info type for the project codes.

How should you configure the regular expression to detect the content? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

(\s)( v\ & v )(\s)
[aA}(3) _ |©d{000-999)
Midabgft |9~ di123)
falphal{3} 1" d{3}
[a-zA-ZH3}™

Answer:

v g 3
\ Migroso 1'_ ) ()

[aAl{3} | d{Df]D 999} '

[abc]{3} d{123}
[alpha]{3} d{3}

Explanation

(\s)( v\ : v )(\s)
aAl3) -999}
abcl(3} d(123)
alphal{3} d{3}

| A

Reference:


https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html

https://joannecklein.com/2018/08/07/build-and-use-custom-sensitive-information-types-in-
office-365/

Topic 1, Fabrikam, Case Study

Overview

This is a case study. Case studies are not timed separately. You can use as much exam time as
you would like to complete each there may be additional case studies and sections on this exam.
You must manage you're your time to ensure that you are able to complete all included on this
exam in the time provided.

To answer the questions included in a case study, you will need In reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described In the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. If the case study has an All Information tab. note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

Cloud Environment

Fabrikam has a Microsoft 365 tenant that contains the following resources:

* An Azure Active Directory (Azure AD) tenant that syncs to an on-premises Active Directory
domain named corp.fabrikam.com

* Microsoft Cloud App Security connectors configured for all supported cloud applications used by
the company Some users have company Dropbox accounts.

Compliance Configuration

Fabrikam has the following in the Microsoft 365 compliance center:

* A data loss prevention (DLP) policy is configured. The policy displays a tooltip to users. Users
can provide a business justification to override a DLP policy violation.

* The Azure information Protection unified labeling scanner is installed and configured.

* A sensitivity label named Fabrikam Confidential is configured.

An existing third-party records management system is managed by the compliance department.
Human Resources (HR) Management System

The HR department has an Azure SQL. database that contains employee information. Each
employee has a unique 12-character alphanumeric ID. The database contains confidential
employed attributes including payroll information, date of birth, and personal contact details.
On-premises Environment



You have an on premises file server that runs Windows Server 2019 and stores Microsoft Office
documents in a shared folder named Data.

All end-user computers are joined to the corp.fabrinkam.com domain and run a third-party
antimalware application.

Sales Contracts

Users in the sales department receive draft sales contracts from customers by email. The sales
contracts are written by the customers and are not in a standard format.

Employment Applications

Employment applications and resumes are received by HR department managers and stored in
either mailboxes, Microsoft SharePoint Online sites, OneDrive for Business folders, or Microsoft
Teams channels.

The employment application form is downloaded from SharePoint Online and a serial number is
assigned to each application.

the resumes are written by the applications and in any format.

HR Requirements

You need to create a DLP policy that will notify the HR department of a DLP policy violation if a
document that contains confidential employee attributes is shared externally. The DLP policy
must use an Exact Data Match (EDM) classification derived from a CSV export of the HR
department database.

The HR department identifies the following requirements for handling employment applications:

* Resumes must be identified automatically based on similarities to other resumes received in the
past

* Employment applications and resumes must be deleted automatically two years after the
applications are received.

* Documents and emails that contain an application serial number must be identified
automatically and marked as an employment application.

Sales Requirements

A sensitivity label named Sales Contract must be applied automatically to all draft and finalized
sales contracts.

Compliance Requirements

Fabrikam identifies the following compliance requirements:

* All DLP policies must be applied to computers that run Windows 10, with the least possible
changes to the computers.

* Users in the compliance department must view the justification provided when a user receives a
tooltip notification for a DLP violation.

* If a document that has the Fabrikam Confidential sensitivity label applied is uploaded to
Dropbox. the file must be deleted automatically. - The Fabrikam Confidential sensitivity label must
be applied to existing Microsoft Word documents in the Data shared folder that have a document
footer containing the following string: Company use only.

* Users must be able to manually select that email messages are sent encrypted. The encryption
will use Office



365 Message Encryption (OME) v2. Any email containing an attachment that has the Fabrikam
Confidential sensitivity label applied must be encrypted automatically by using OME.

* Existing policies configured in the third-party records management system must be replaced by
using Records management in the Microsoft 365 compliance center. The compliance department
plans to export the existing policies, and then produce a CSV file that contains matching labels
and policies that are compatible with records management in Microsoft 365. The CSV file must be
used to configure records management in Microsoft 365.

Executive Requirements

You must be able to restore all email received by Fabrikam executives for up to three years after
an email is received, even if the email was deleted permanently.

NEW QUESTION: 82

You need to meet the technical requirements for the Site3 documents.

What should you create?

A. a retention policy that has Only delete items when they reach a certain age selected
B. a sensitive info type that uses a dictionary and a sensitivity label

C. a sensitive info type that uses a regular expression and a sensitivity label

D. a retention label policy and a retention label that uses an event

Answer: D (LEAVE A REPLY)

NEW QUESTION: 83

You have a Microsoft 365 tenant that uses data loss prevention (DLP).

You have a custom employee information form named Template 1.docx.

You need to create a classification rule package based on the document fingerprint of
Templatel.docx.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area /. Il h
LV I

Run the Set-DlpSensitivelnformationType
cmdiet

Create a variable that contains the result of the
Now-DlpFingerprint cmdlet

Run the New-DlpSensitivelInformationType

cmdlet - @

Create a vanable that contains the result of the
Got-Content cmdlet

Create a variable that contains the result/©f the
Got-ContontFilterPhrase cmdiet

Answer:


https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html

Answer Area

Create a variable that contains the result of the
Get-Content cmdlet.

Create a variable that contains the result of the
New-DlpFingerprint ermdlet.

Run the New-DlpSensitivelnformationType
cmdlet.

1 - Create a variable that contains the result of the Get-Content cmdlet.
2 - Create a variable that contains the result of the New-DIpFingerprint cmdlet.
3 - Run the New-DlIpSensitivelnformationType cmdlet.

NEW QUESTION: 84

You need to implement a solution that meets the compliance requirements for the Windows 10
computers.

Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each coned selection is worth one point.

A. Deploy a Microsoft 36S Endpoint data loss prevention (Endpoint DLP) configuration package
to the computers.

B. Configure hybrid Azure AD join for all the computers.

C. Configure the Microsoft Intune device enrollment settings.

D. Configure a compliance policy in Microsoft Intune.

E. Enroll the computers in Microsoft Defender for Endpoint protection.

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-getting-started?
view=0365-worldwide

NEW QUESTION: 85

You plan to create a custom trainable classifier based on an organizational form template.

You need to identity which role based access control (RBAC ) role is required to create the
trainable classifier and where to classifier. The solution must use the principle of least privilege.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.


https://www.freeqas.com/qa/Microsoft/SC-400/Microsoft.SC-400.v2022-05-05.q121.html
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NEW QUESTION: 86
You have a Microsoft 365 tenant that contains the users shown in the following table.

Name Role
Userl Global administrator
User2 Security'administrator
User3 Compliance administrator
User4 Search admiflistrafst ¢

You configure a retention label to trigger a disposition review at the end of the retention period.
Which users can access the Disposition tab in the Microsoft 365 compliance center to review the
content?

A. User1 only

B. User2 only

C. User3 only

D. User1 and User3

E. User3 and User4

Answer: (SHOW ANSWER)

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/permissions-in-the-
security-andcompliance-center?view=0365-worldwide

NEW QUESTION: 87
You need to recommend a solution that meets the executive requirements. What should you
recommend?
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A. From the Microsoft 365 compliance center, create a retention label.
B. From the Microsoft 365 compliance center, create a DLP policy.

C. From the Microsoft 365 compliance center, create a retention policy.
D. From the Exchange admin center, enable archive mailboxes.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 88

You plan to create a custom sensitive information type that will use Exact Data Match (EDM).
You need to identify what to upload to Microsoft 365, and which tool to use for the upload.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area %% h (I
Y ‘

igitally signed data

| Use: [azure Storage Explorer
_ . @ EDM upload agent
5 Mlcros J The Microsoft 365 compliance center
- The Set-D rdDictionary cmdilet |
Answer:
Answer Arca
statements ‘I'c-: No
i - -~
It a user caeates a file in Sited an January 1, 2021, users will De abie 1O ACCeSs the hile on CJ
lanuary 15, 2023
If a user deletes a hile from Sited that was created on January 1, 2021, an administrative O
user will be able to recover the file on Apni 15, 2023,
If a user deletes a file from Sited that was created on January 1, 20217, an adrministratve

user will be able to recover the file on Apnl 15, 2026

NEW QUESTION: 89
You have a data loss prevention (DLP) policy configured for endpoints as shown in the following
exhibit.
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Create rule >
T Ao escepUon -

A Aactions
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= TREIF ol = ] +

4 files o tha ches this policy's conditionn. you can choose 1o
ﬂnm“hmﬂa“umﬁu—umhm Lamarrs 1o ware

Wﬁ?ﬁf‘t““

“mhntﬁbw&a—ﬁ- ®
BB Couy to 2 network share L0
@
@

- Access try unaliomed apps

[ - .

+ Ak e acton &

A User notifications
Une notifications to inform your users and help educate Liom on the proper use of senutive info.

- o
=N -
From a computer named Computer1, 3 user can sometimes upload files to cloud services and
sometimes cannot. Other users experience the same issue. What are two possible causes of the
issue? Each correct answer presents a complete solution. NOTE: Each correct selection is worth
one point.

A. The unallowed browsers in the Microsoft 365 Endpoint data loss prevention (Endpoint DLP)
settings are NOT configured.

B. The computers are NOT onboarded to the Microsoft 365 compliance center.

C. The Copy to clipboard action is set to Audit only.

D. The Access by unallowed apps action is set to Audit only.

E. There are file path exclusions in the Microsoft 365 Endpoint data loss prevention (Endpoint
DIP) settings.

Answer: D,E (LEAVE A REPLY)

NEW QUESTION: 90

You plan to implement a sensitive information type based on a trainable classifier. The sensitive
information type will identify employment contracts.

You need to copy the required files to Microsoft SharePoint Online folders to train the classifier.
What should you use to seed content and test the classifier? To answer, select the appropriate

options in the answer area.

NOTE: Each correct selection is worth one point.

i WLt s
frbery CONIracts
‘Mlmmomﬁmpﬂ . of by CENMract.
# fibe that contame. thee gret at e v contracts in the C3V format

mmmmmummmmmmm

Pamatirmg thee classifs: Loney Bles that e poor win oy Rcts
Whmkwmmmm

[Fitorsthan are o mis of good sl poar of , contracts

A file Ihat contamns the metadata of the employment comntracts sn the CSV format
S bile that contas the metadata of the cmpknyment contracts m the JSON Tormaed

Answer:
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Table Description automatically generated

Seed content:

Only files that are poor examples of employment contracts

|Only files that are good examples of employrment contracts

Files that are a mix of good and poor examples of employment contracts

A file that contains the metadata of the @mployment contracts in the CSV format
A file that contains the metadata of the employment contracts in the JSON format

Testing the classifier: v
Only files that are poor examples of employment contracts

Only files that are good examples of employment contracts

Files that are a mix of good and poor examples of employment contracts

A file that contains the metadata of the employment contracts in the' €SV format

A file that eontains the metadata of the en ployment confratisinthe JSON format

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with ?view=0365-
worldwide

NEW QUESTION: 91

You have a Microsoft 365 tenant.

All Microsoft OneDrive for Business content is retained roe five years.

A user named User1 left your company a year ago, after which the account of User 1 was deleted
from Azure Active Directory (Azure AD) You need to recover an important file that was stored in
the OneDrive of User1.

What should you use?

A. the OneDrive recycle bin

B. the Restore ADOb-ject PowerShell cmdlet

C. Deleted users in the Microsoft 365 admin center

D. the Restore-SPODelctedSite- PowerShell cmdlel

Answer: A (LEAVE A REPLY)

Valid SC-400 Dumps shared by PrepPdf.com for Helping Passing SC-400 Exam!
PrepPdf.com now offer the newest SC-400 exam dumps, the PrepPdf.com SC-400 exam
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PrepPdf.com SC-400 dumps with Test Engine here:
https://www.preppdf.com/Microsoft/SC-400-prepaway-exam-dumps.html (335 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 92
You have a Microsoft 365 tenant that contains a Microsoft SharePoint Online site named Site1.
You have the users shown in the following table.
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Name Group/role
User1 Site1 member group
User2 Site1.member group
User3 Site1 owner group
User4 Sharepoint admistratorrole

You create a data loss prevention (DLP) policy for Site1 that detects credit card number
information. You configure the policy to use the following protection action:

When content matches the policy conditions, show policy tips to users and send them an email
notification.

You use the default notification settings.

To Site1, User1 uploads a file that contains a credit card number.

Which users receive an email notification?

A. Used and User2 only

B. Used and User4 only

C. Used, User2, User3, and User4

D. Used only

E. Used and User3 only

Answer: D (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-the-default-dlp-
policy?view=0365-worldwide

NEW QUESTION: 93

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have a Microsoft 365 tenant and 500 computers that run Windows 10. The computers are
onboarded to the Microsoft 365 compliance center.

You discover that a third-party application named Tailspin_scanner.exe accessed protected
sensitive information on multiple computers. Tailspin_scanner.exe is installed locally on the
computers.

You need to block Tailspin_scanner.exe from accessing sensitive documents without preventing
the application from accessing other documents.

Solution: From the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings, you add
a folder path to the file path exclusions.

Does this meet the goal?
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A. Yes

B. No

Answer: B (LEAVE A REPLY)

Folder path to the file path exclusions excludes certain paths and files from DLP monitoring.

Use the unallowed apps list instead.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-using?view=0365-
worldwide

NEW QUESTION: 94

You have a Microsoft 365 tenant.

You create the following:

* A sensitivity label

* An auto-labeling policy

You need to ensure that the sensitivity label is applied to all the data discovered by the auto-
labeling policy.

What should you do first?

A. Enable insider risk management.

B. Create a trainable classifier.

C. Run the Enable-TransportRule cmdlet.

D. Run the policy in simulation mode.

Answer: D (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?
view=0365-wo

NEW QUESTION: 95

You need to protect documents that contain credit card numbers from being opened by users
outside your company. The solution must ensure that users at your company can open the
documents.

What should you use?

A. a sensitivity label policy

B. a sensitivity label

C. a retention policy

D. a data loss prevention (DLP) policy

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip?view=0365-
worldwide

NEW QUESTION: 96
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You have a Microsoft 365 tenant.

You have a Microsoft SharePoint Online site that contains employment contracts in a folder
named EmploymentContracts. All the files in EmploymentContracts are marked as records.
You need to recommend a process to ensure that when a record is updated, the previous version
of the record is kept as a version of the updated record.

What should you recommend?

A. Upload an updated file plan that contains the record definition.

B. Unlock the record, modify the record, and then lock the record.

C. Create a copy of the record and enter a version in the file metadata.

D. Create a new label policy associated to an event that will apply to the record.

Answer: B (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/record-versioning?view=0365-
worldwide

NEW QUESTION: 97

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 10 and have Microsoft 365 Apps installed. The computers
are joined to Azure Active Directory (Azure AD).

You need to ensure that Endpoint DLP policies can protect content on the computers.

Solution: You deploy the Endpoint DLP configuration package to the computers.

Does this meet the goal?

A. Yes

B. No

Answer: A (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-getting-started?
view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-endpoints?
view=0365- worldwide

NEW QUESTION: 98

You need to recommend a solution that meets the compliance requirements for protecting the
documents in the Data shared folder.

What should you recommend?

A. From the Microsoft 365 compliance center, configure an auto-labeling policy.
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B. From Azure Information Protection, configure a content scan job.

C. From the Microsoft 365 compliance center, configure a Content Search query.
D. From the Microsoft 365 compliance center, configure a DLP policy.

Answer: (SHOW ANSWER)

Explanation/Reference:

https://docs.microsoft.com/en-us/azure/information-protection/deploy-aip-scanner Implement Data
Loss Prevention Question Set 1

NEW QUESTION: 99
You have a Microsoft 365 tenant that contains the users shown in the following table.

~ Name | Role
Userl Global administrator
User2 Security administrator
User3 Compliance administrator
User4 Sedrch administrator

You configure a retention label to trigger a disposition review at the end of the retention period.
Which users can access the Disposition tab in the Microsoft 365 compliance center to review the
content?

A. User1 only

B. User2 only

C. User3 only

D. User1 and User3

E. User3 and User4

Answer: C (LEAVE A REPLY)

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/permissions-in-the-
security-andcom

NEW QUESTION: 100

You need to recommend a solution that meets the compliance requirements for protecting the
documents in the Data shared folder. What should you recommend?

A. From the Microsoft 365 compliance center, configure a DLP policy.

B. From the Microsoft 365 compliance center, configure a Content Search query.

C. From the Microsoft 365 compliance center, configure an auto-labeling policy.

D. From Azure Information Protection, configure a content scan job.

Answer: D (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/information-protection/deploy-aip-scanner
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NEW QUESTION: 101

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 10 and have Microsoft 365 Apps installed. The computers
are joined to Azure Active Directory (Azure AD).

You need to ensure that Endpoint DLP policies can protect content on the computers.

Solution: You onboard the computers to Microsoft Defender for Endpoint.

Does this meet the goal?

A. Yes

B. No

Answer: A (LEAVE A REPLY)

Explanation/Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-getting-started?
view=0365-worldwide

NEW QUESTION: 102

You need to test Microsoft Office 365 Message Encryption (OME) capabilities for your company.
The test must verify the following information:

The acquired default template names

The encryption and decryption verification status

Which PowerShell cmdlet should you run?

A. Test-ClientAccessRule

B. Test-Mailflow

C. Test-OAuthConnectivity

D. Test-IRMConfiguration

Answer: D (LEAVE A REPLY)

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/microsoft-365/compliance/set-up-new-message-encryption-

capabilities?
view=0365-worldwide

NEW QUESTION: 103
You create a sensitivity label as shown in the Sensitivity Label exhibit.
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Review your settings and finish

Name
Sensitivityl

Display name
Sensitivityl

Description for users
Sensitivityl

Scope
Eie BVBIICrOSO

Encryption

Content marking
Watermark: Watermark
Header: Header

Auto-labeling
Group settings
Site settings

Auto-labeling for database columns

None
You create an auto-labeling policy as shown in the Auto Labeling Policy exhibit.



Auto-labeling policy

Edit policy Delete policy

Policy name
Auto-labeling policy

Description

Label in simulation
Sensitivity1l

Info to label
IP Address

Apply to content in these locations
Exchange email All

Rules for auto-applying this label
Exchange email 1 rule

Mode
On

Comment

A user sends the following email:
From: user1@contoso.com

To: user2@fabrikam.com

Subject: Address List

Message Body:

Here are the lists that you requested.



Attachments:

<<File1.docx>>

<<File2.xml>>

Both attachments contain lists of IP addresses.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Sensitivityl is applied to the email. O
A watermark is added to Filel.docx.

A header i%"ﬁ&ﬂﬁdﬁﬁ}ﬂéﬁiml. ® O

Answer:

2% \icroso

Explanation

Text Description automatically generated

Statements Yes No
Sensitivityl is applied to the email. ®

IViiC mséﬁ

A watermark is added to Filel.docx.

A header is added to File2.xml. O

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?
view=0365-wo

NEW QUESTION: 104

You need to provide a user with the ability to view data loss prevention (DLP) alerts in the
Microsoft 365 compliance center. The solution must use the principle of least privilege.
Which role should you assign to the use?



A. Compliance data administrator
B. Security operator

C. Security reader

D. Compliance administrator
Answer: B (LEAVE A REPLY)
Topic 1, Fabrikam, Case Study
Overview

This is a case study. Case studies are not timed separately. You can use as much exam time as
you would like to complete each there may be additional case studies and sections on this exam.
You must manage you're your time to ensure that you are able to complete all included on this
exam in the time provided.

To answer the questions included in a case study, you will need In reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described In the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. If the case study has an All Information tab. note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

Cloud Environment

Fabrikam has a Microsoft 365 tenant that contains the following resources:

* An Azure Active Directory (Azure AD) tenant that syncs to an on-premises Active Directory
domain named corp.fabrikam.com

* Microsoft Cloud App Security connectors configured for all supported cloud applications used by
the company Some users have company Dropbox accounts.

Compliance Configuration

Fabrikam has the following in the Microsoft 365 compliance center:

* A data loss prevention (DLP) policy is configured. The policy displays a tooltip to users. Users
can provide a business justification to override a DLP policy violation.

* The Azure information Protection unified labeling scanner is installed and configured.

* A sensitivity label named Fabrikam Confidential is configured.

An existing third-party records management system is managed by the compliance department.
Human Resources (HR) Management System
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The HR department has an Azure SQL. database that contains employee information. Each
employee has a unique 12-character alphanumeric ID. The database contains confidential
employed attributes including payroll information, date of birth, and personal contact details.
On-premises Environment

You have an on premises file server that runs Windows Server 2019 and stores Microsoft Office
documents in a shared folder named Data.

All end-user computers are joined to the corp.fabrinkam.com domain and run a third-party
antimalware application.

Sales Contracts

Users in the sales department receive draft sales contracts from customers by email. The sales
contracts are written by the customers and are not in a standard format.

Employment Applications

Employment applications and resumes are received by HR department managers and stored in
either mailboxes, Microsoft SharePoint Online sites, OneDrive for Business folders, or Microsoft
Teams channels.

The employment application form is downloaded from SharePoint Online and a serial number is
assigned to each application.

the resumes are written by the applications and in any format.

HR Requirements

You need to create a DLP policy that will notify the HR department of a DLP policy violation if a
document that contains confidential employee attributes is shared externally. The DLP policy
must use an Exact Data Match (EDM) classification derived from a CSV export of the HR
department database.

The HR department identifies the following requirements for handling employment applications:
* Resumes must be identified automatically based on similarities to other resumes received in the
past

* Employment applications and resumes must be deleted automatically two years after the
applications are received.

* Documents and emails that contain an application serial number must be identified
automatically and marked as an employment application.

Sales Requirements

A sensitivity label named Sales Contract must be applied automatically to all draft and finalized
sales contracts.

Compliance Requirements

Fabrikam identifies the following compliance requirements:

* All DLP policies must be applied to computers that run Windows 10, with the least possible
changes to the computers.

* Users in the compliance department must view the justification provided when a user receives a
tooltip notification for a DLP violation.

* If a document that has the Fabrikam Confidential sensitivity label applied is uploaded to
Dropbox. the file must be deleted automatically. - The Fabrikam Confidential sensitivity label must



be applied to existing Microsoft Word documents in the Data shared folder that have a document
footer containing the following string: Company use only.

* Users must be able to manually select that email messages are sent encrypted. The encryption
will use Office

365 Message Encryption (OME) v2. Any email containing an attachment that has the Fabrikam
Confidential sensitivity label applied must be encrypted automatically by using OME.

* Existing policies configured in the third-party records management system must be replaced by
using Records management in the Microsoft 365 compliance center. The compliance department
plans to export the existing policies, and then produce a CSV file that contains matching labels
and policies that are compatible with records management in Microsoft 365. The CSV file must be
used to configure records management in Microsoft 365.

Executive Requirements

You must be able to restore all email received by Fabrikam executives for up to three years after
an email is received, even if the email was deleted permanently.

NEW QUESTION: 105

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You are configuring a file policy in Microsoft Cloud App Security.

You need to configure the policy to apply to all files. Alerts must be sent to every file owner who is
affected by the policy. The policy must scan for credit card numbers, and alerts must be sent to
the Microsoft Teams site of the affected department.

Solution: You use the Build-in DLP inspection method and send alerts to Microsoft Power
Automate.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/dcs-inspection
https://docs.microsoft.com/en-us/cloud-app-security/data-protection-policies

NEW QUESTION: 106

You create a data loss prevention (DLP) policy that meets the following requirements:

Prevents guest users from accessing a sensitive document shared during a Microsoft Teams chat
Prevents guest users from accessing a sensitive document stored in a Microsoft Teams channel
Which location should you select for each requirement? To answer, select the appropriate options
in the answer area.
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NOTE: Each correct selection is worth one point.
Frevents guest users roim accessing a sensiive

document shared during a Microsoft Teams.chat= [\ /! ng Yros Q“ﬁ"t

Exchange email
OneDrive accounts

SharéPaint sites
Teams chat and channel messages

Prevents guest users from accessing@a‘senSitive
document stored in a MicroseftiTeams’channel:

Exchange email

OneDrive accounts

SharePoint sites

Teams chat and channel messages

Answer:

Prevents guest users from accessing a sensitive
document shared during a Microsoft Teams chat:

Exchange email

OneDrive accounts

SharePoint sites
Teams Chat and channel messages

Prevents guest users from accessing a sensitive
document stored in a Microsoft Teamis channel:

Exchange email
OneDrive accounts

SharePoint sites

leams chat and channel messages

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-microsoft-teams?view=0365-
worldwide

https://docs.microsoft.com/en-us/microsoftteams/sharepoint-onedrive-interact
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NEW QUESTION: 107

You need to recommend a solution that meets the sales requirements.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

classification.
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NEW QUESTION: 108

You are planning a data loss prevention (DLP) solution that will apply to computers that run
Windows 10.

You need to ensure that when users attempt to copy a file that contains sensitive information to a

e | RS ECTOROE

USB storage device, the following requirements are met:

* If the users are members of a group named Group1, the users must be allowed to copy the file,
and an event must be recorded in the audit log.

* All other users must be blocked from copying the file.

What should you create?

A. two DLP policies that each contains one DLP rule

B. one DLP policy that contains one DLP rule

C. one DLP policy that contains two DLP rules

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 109

You have a sensitive information type based on a trainable classifier.
You are unsatisfied with the result of the result of trainable classifier.
You need to retrain the classifier.

What should you use in the Microsoft 365 compliance center?

A. Labels from Information protection

B. Labels from Information governance

C. Content explorer from Data classification

D. Content search

Answer: C (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-now-to-retrain-content-

explorer?view=036

NEW QUESTION: 110

You need to meet the technical requirements for the creation of the sensitivity labels. Which
administrative users are currently missing the Sensitivity label administrator role?

A. Admm1, Admin2, Admin4, and Admin5 only
B. Admin 1 and Admin5 only

C. Admin 1 and Admin4 only

D. Admin1 only

E. Admin 1. Admin2, and Admin3 only
Answer: E (LEAVE A REPLY)

NEW QUESTION: 111
You have the files shown in the following table.

Name | i
File1 L
Fle? Microsoit OneDinve account ] ﬂ'm"? . ; 1.1 HEITH]

You configure a retention policy as shown in the following exhibit.
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AU Microsoft

Retention penod
Keep content. and delete it if it's older than 7 years

Preservation lock
Mo data available

The current date is January 1, 2021.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Answer Arca E
,.:n()FM icrosofi.
File will be deleted g o on the policy. (o} (&)
File2 will er you turn on the policy. Q <
&(i@%r deleted atter you turn on the policy. ©] (.
Answer:
Answer Area W U
w‘ i Yes No
FileT will be deleted after you tufn on the policy. o
File2 will be deleted 'afltﬂ you turn on the policy. <
L IV
i deienc sies s S O SO T 1

NEW QUESTION: 112

You have a Microsoft 365 tenant that uses a domain named canstoso.com.

A user named User1 leaves your company. The mailbox of User1 is placed on Litigation Hold,
and then the account of User1 is deleted from Azure Active Directory (Azure AD).

You need to copy the content of the User1 mailbox to a folder in the existing mailbox of another
user named User2.

How should you complete the PowerShell command? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.

Sinectivetiellhoe — Get-feilbon  Tnect vl i Bestll - FaemtiTy ol gl | s
e Aol nalbrce e L8 s by BTt Dvertal Lo . DSt i ngo i sk dicases

Lo S R P B




Answer:

Answer Area

B Mitrosoft

SinactiveMailhox - Get-failbox [nectivelsllboxOnly -Identity <dHstingusished nome>

- —

MNewr-Madbox | “Inac tive Muslbox: Sinectiverailbox . Dfstingul she diame

gy i - 3

:" ManlboxRestoreteqiuest . otk 1 A el TargetfootFolder “User? Mailbosx™
cstore-Recoverableitem< ) m‘.:_ s 'i;"uH —

NEW QUESTION: 113

You create a retention label policy named Contoso_policy that contains the following labels.
10 years then delete

5 years then delete

Do not retain

Contoso_Policy is applied to content In Microsoft Sharepoint Online sites.

After a couple of days, yon discover the following messages on the Properties page of the label
policy.

* Statue Off (Error)

* It's taking longer than expected to deploy the policy

You need to reinitiate the policy.

How should you complete the command? To answer, select the appropriate options in the;
answer area.

NOTE: Each correct selection is worth one point.

= Microsoft lw| -id Contoso.Palicy

Set-RetentionCompliancePolicy -ForceFullSync

Set-RetentionPolicy —FullCrawl
Start-EdgeSynchronization -RetryDistribution
Start-RetentionAutoTaglearning -Train

Answer:

w -id Contgsg™Rdl icy i HCrosotl|y

Set-RetentionCompliancePolicy w e -ForceFullsync
Set-RetentionPFolicy g ; y ¥ -FullCrawl

Start-EdgeSynchronizatioas, - -RetryDistribution
Start-RetentionfAutoPagl.clon ifig ) ~Train

Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/set-retentioncompliancepolicy?
view=exchange-ps

NEW QUESTION: 114

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You are configuring a file policy in Microsoft Cloud App Security.



You need to configure the policy to apply to all files. Alerts must be sent to every file owner who is
affected by the policy. The policy must scan for credit card numbers, and alerts must be sent to
the Microsoft Teams site of the affected department.

Solution: You use the Data Classification service inspection method and send alerts to Microsoft
Power Automate.

Does this meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)

Explanation/Reference:

https://docs.microsoft.com/en-us/cloud-app-security/dcs-inspection
https://docs.microsoft.com/en-us/cloud-app-security/data-protection-policies

NEW QUESTION: 115
You have a Microsoft 365 E5 tenant.
You create sensitivity labels as shown in the Sensitivity Labels exhibit.

+ Create a label = Publish labels ¢ Refresh
Name Order Scope
Public 0 - lowest File, Email

General 1 File, Email

Confidential 2 File, Email

Internal 3 File, Email

External =4 Nfighest) 5 ) fFite, Email

The Confidential/External sensitivity label is configured to encrypt files and emails when applied
to content.
The sensitivity labels are published as shown in the Published exhibit.
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Sensitivity Policyl
lEdit pcﬂich Delete policy

Name
Sensitivity Policyl

Description

Published labels
Public

General
External/External
Internal/Internal
Confidential

Published to
All

Policy settings 'V PP

Users must provideé justification td remave a label or lower its classification
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

The Internal sensitivity label inherits all the settings from the
Confidential label.

Users must provide justification if they €iangethé label of
content from Confi ?e,‘r}ti?l/lnternal to'Confidential/External.

Content that has the Confidential/External label applied will
retain the encryption settings if the sensitivity label is
removed from the label policy.

Answer:



Statements Yes No

The Internal sensitivity label inherits all the settingsftem thé| |CIrOSQE
Confidential label. o LA

Users must provide justification if they'change the label of ~ —
content from Confidential/Internal to.Confidential/External.

Content that has the Confidential/External label applied will
retain the encryption settings if the sensitivity label is Yol
removed from the label policy.

Explanation

Statements Yes No
The Internal sensitivity label inherits all the settings from the
Confidential label. 2
Users must provide justification if they €hange thelabel of o

content from Confidential/Internal to Confidential/External.

Content that has the Confidential/External label applied will

retain the encryption settings if the sensitivity [abel is- P4

removed from the label policy. ' '

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-
worldwide

NEW QUESTION: 116

You have a Microsoft 365 tenant.

A new regulatory requirement states that all documents containing a patent ID be labeled,
retained for 10 years, and then deleted. The policy used to apply the retention settings must
never be disabled or deleted by anyone.

You need to implement the regulatory requirement.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order. (Choose three.)



Actions Answer Area

Create a retention policy.

Add a preservation lock.

Add a management locks, () ¢~

Create a retention label.

Create a retention label policy. =Micros D'E: t
Answer:
Actions Answer Area

Create a retention policy. Createa retention label.

Add a preservation lock.

Create a retention label policy.

Add a management lock.

érEMq retention fgbel. Add a preservation lock.

Create a retention label policy.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-preservation-lock?
view=0365-worldwide

NEW QUESTION: 117

You have a Microsoft SharePoint Online site named Site1 and a sensitivity label named
Sensitivity1. Sensitivity1 adds a watermark and a header to content.

You create a policy to automatically apply Sensitivity1 to emails in Microsoft Exchange Online and
Site1.

How will Sensitivity1 mark matching emails and Site1 documents? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Exchangeéflnlin é%i:aﬁig:SD v

A header only
A watermark only
A watermark and a header

Sitel documents: | v

A header only
A watermark only
A watermark and a header

Answer:
Exchangqﬁmipﬁ gms: v
A header only
A watermark only
A watermark and a header

Sitel documents: v

A header only
A watermark only
[ A watermark and a header

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-
worldwide

NEW QUESTION: 118

You need to meet the technical requirements for the Site1 documents.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.



| ‘ l 1. AnswerArea
VIICTOSOITL

| Create a retention label.

 Create a sensitivity label. w @

_' Create a sensitive info type. | @ @

[ Create an auto-labeling policy.

; Wait 24 hours and then turn on the policy.

Answer:
Graphical user interface, text, application Description automatically generated

Create a sensitive info type.

Create a sensitivitylabel.

l Create an aMﬂ?E%n&gol1 Cy.

— e — —

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?
view=0365-wo

NEW QUESTION: 119

You need to ensure that documents in a Microsoft SharePoint Online site that contain a reference
to Project Alpha are retained for two years, and then deleted.

Which two objects should you create? Each correct answer presents part of the solution. (Choose
two.) NOTE: Each correct selection is worth one point.

A. a retention policy

. an auto-apply label policy

. a sensitive info type

. a retention label

. a sensitivity label

. a publishing label policy

Answer: B,D (LEAVE A REPLY)

Explanation/Reference:

mmoOOoOWw
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https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-retention-labels-automatically?
view=0365- worldwide Implement Information Governance Testlet 2 Case study This is a case
study. Case studies are not timed separately. You can use as much exam time as you would like
to complete each case. However, there may be additional case studies and sections on this
exam. You must manage your time to ensure that you are able to complete all questions included
on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. If the case study has an All Information tab, note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and three branch offices
in Seattle, Boston, and Johannesburg.

Existing Environment

Microsoft 365 Environment

Contoso has a Microsoft 365 E5 tenant. The tenant contains the administrative user accounts

shown in the following table.

Name Role
Adminl None
Admin2 Compliance data administrator

Admin3 Comphliahce administrator
Admin4 Secufity operator
Admin5 Security administrator

Users store data in the following locations:
* SharePoint sites

* OneDrive accounts

* Exchange email



* Exchange public folders

* Teams chats

* Teams channel messages

When users in the research department create documents, they must add a 10-digit project code
to each document. Project codes that start with the digits 999 are confidential.

SharePoint Online Environment

Contoso has four Microsoft SharePoint Online sites named Site1, Site2, Site3, and Site4.

Site2 contains the files shown in the following table.

Name Number of SWIFT codes in the file
Filel.docx 1
File2.bmp 4
File3.txt o
| File4.xsx SMEIF

Two users named User1 and User2 are assigned roles for Site2 as shown in the following table.

User Role
Userl Site owner
User2 Site visitor

Site3 stores documents related to the company's projects. The documents are organized in a
folder hierarchy based on the project.

Site4 has the following two retention policies applied:

* Name: Site4RetentionPolicy1

- Locations to apply the policy: Site4

- Delete items older than: 2 years

- Delete content based on: When items were created

* Name: Site4RetentionPolicy2

- Locations to apply the policy: Site4

- Retain items for a specific period: 4 years

- Start the retention period based on: When items were created

- At the end of the retention period: Do nothing

Problem Statements

Management at Contoso is concerned about data leaks. On several occasions, confidential
research department documents were leaked.

Requirements

Planned Changes

Contoso plans to create the following data loss prevention (DLP) policy:
* Name: DLPpolicy1

* Locations to apply the policy: Site2

* Conditions:

- Content contains any of these sensitive info types: SWIFT Code

- Instance count: 2 to any

* Actions: Restrict access to the content



Technical Requirements

Contoso must meet the following technical requirements:

* All administrative users must be able to review DLP reports.

* Whenever possible, the principle of least pr

ivilege must be used.

* For all users, all Microsoft 365 data must be retained for at least one year.
* Confidential documents must be detected and protected by using Microsoft 365.

* Site1 documents that include credit card nu

mbers must be labeled automatically.

* All administrative users must be able to create Microsoft 365 sensitivity labels.

* After a project is complete, the documents i
10 years.

NEW QUESTION: 120

You are implementing Microsoft Office 365 Message Encryption (OME) for a Microsoft 365 tenant

named contoso.com.

n Site3 that relate to the project must be retained for

You need to meet the following requirements:

* All email to a domain named fabhkam.com

must be encrypted automatically.

* Encrypted emails must expire seven days after they are sent-

What should you configure for each requirement? To answer, select the appropriate options

NOTE: Each correct selection is worth one point.

Answer Area

All ermapl to o clormain naemied Labeitam.com sl b

encrypted automaiically:

A dtats connector un Thea Midroualt 1S complisnoe center

A data loss preventian (DL} policy 0 the Microwoft 365 complsar
A mal Nowsoonrector n the Exchange admen cernter

2 mail Bow sl i the Echange sadmin

caeritey

e ooy aller 1hey aifsent:

. B 1(
/1 iE RD'SE L

A i b anchng temmplate o SMecronoft Eachange Ondene PoreserShell
W label policy n the Microsoft 365 comphance center

A rmand flow rule in the Fechange acdmen centers

A senutnve info type in the Microsoft 165 comphance centes

Answer:

SUNIWET ATl

-

All emal o a domam namod. Lebedoam.corm miust be

encrypred sutoimabcally;

£

mcrypied emails must expire soven doys altes They Sie et

=

NEW QUESTION: 121

5 [-..-.

A data connectog i The W m W 0 cemplaance conter |
A data loss prmrru; ¥ L) pﬂl ¥ i the Microwoft 365 compisance centes
ﬂmn“lr.w cnnector i the IHW adrmin centisr
A maid Mow nde in the Fochange sdimen combes

any brraving femplate i Sdicronoft Ex h.lm;u-uﬂlm-u [T——rr
A label pollcy-n the Microioft 185 com pl».lru.l ce
A rrvand Tlosa tude i the | schutge scdiman {enfes

rraitive info bype in the Microloft 165 comphancs cenles

e

You have a Microsoft 365 tenant that uses records management.

You use a retention label to mark legal files stored in a Microsoft SharePoint Online document

library as regulatory records.

What can you do to the legal files?

A. Remove the retention label of the files.
B. Edit the properties of the files.

C. Move the files to a different folder within the document library.

D. Delete the content from the files.
Answer: C (LEAVE A REPLY)
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/records-management?view=0365-
worldwide#records
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