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NEW QUESTION: 1

A customer use case requires the second Factor Email during Oracle Identity Cloud Service
Authentication process for a group of users only. The security administrator, signed in Oracle
Identity Cloud Service console, enabled the email factor, edited the default sign-on policy and
added a new sign-on rule. The new sign-on rule included the group name in the member of
these groups conditions and prompt for additional factor every time. The administrator saved
both the rule and the policy.

After executing this configuration, why does the email factor NOT appear to users from that
group?

A. The security administrator didn't change the order of the sign-on rules.

B. The default Sign-on Policy can't be changed.

C. The Passcode Length and Validity Duration of the email factor don't have a default value.
D. The security administrator needs to specify the list of users instead of the group name.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 2

Which two issues can be resolved by using Oracle Configuration and Compliance Cloud
Service? (Choose two.)

A. Extend pre-built benchmarks with custom rules to meet requirements

B. A single timely complianceposture across the enterprise

C. Assessments across multiple data centers for a timely global compliance posture

D. Manual compliance attestation to check rules and benchmarks

Answer: A,C (LEAVE A REPLY)
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NEW QUESTION: 3

Which Oracle Identity Security Operations Center (SOC) component detects SQL query
anomalies for any database or application?

A. Oracle Identity Cloud Service

B. Oracle CASB Cloud Service

C. OracleConfiguration and Compliance Cloud Service

D. Oracle Security Monitoring and Analytics Cloud Service

Answer: (SHOW ANSWER)

NEW QUESTION: 4

Which service can help you to detect Separation of Duties (SOD) violations in your cloud
applications?

A. Oracle Configuration and Compliance Service

B. Oracle Security Monitoring and Analytics CloudService

C. Oracle Log Analytics Cloud Service

D. Oracle CASB Cloud Service

Answer: D (LEAVE A REPLY)

NEW QUESTION: 5

From the Oracle Management Cloud Security Monitoring and Analytics dashboard, you
noticed a threat of key transfer and suspicious SMB communication activity by a user.
Which two remedial actions will be taken automatically to mitigate some risk? (Choose two.)
A. User added to suspicious data access watchlist

B. Host anti-virus (AV) update enforced

C. Targets added to filechange watchlist

D. Multi-factor Authentication (MFA) is imposed

Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 6

Which Oracle CASB Cloud Service feature could you use to quickly determine whether there
is a concentration of security threats that is originating from a specific geographic area?

A. Access Map

B. Key Security Indicators

C. Reports

D. Risk Events

Answer: A (LEAVE A REPLY)

NEW QUESTION: 7

A customer has a Java application deployed to an on-premises WebLogic server. The
application uses WebLogicauthentication mechanism. The customer has access to the
source code of this application so it can be built and redeployed if necessary.
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Which is NOT an option to integrate with Oracle Identity Cloud Service?

A. Use Secure Form Fill to automatically log the user in the application using credentials
stored in Oracle Identity Cloud Service repository.

B. Use Oracle Identity Cloud Service's Java SDK.

C. Use WebLogic provider to validate user credentials inOracle Identity Cloud Service
repository.

D. Use WebLogic's federation mechanism to delegate authentication to Oracle Identity Cloud
Service.

Answer: (SHOW ANSWER)

NEW QUESTION: 8

You are the system administrator using the ManagementCloud Dashboard to monitor your
production environments. One of your global applications is yellow and upon further
investigation on that application, it was identified that one of the users appears to be logging
in to the application from multiple distant locations minutes apart. This appears to be a
security threat.

Which remediation rule should be configured to address this type of incident?

A. Disable all connectivityto the application from the suspicious region.

B. Configure an Identity Cloud Service remediation rule to lock all the users accounts.

C. Configure a notification to the user to have them reset their password.

D. Configure an Identity Cloud Service remediation rule to lock user accounts that log into the
application from different locations that occur within a minute of each attempt.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 9

Which Identity SOC Cloud Service supports auto-access to the configurations in dynamic
application environments?

A. Oracle Identity Cloud Service

B. Oracle Configuration and Compliance Cloud Service

C. Oracle Orchestration Cloud Service

D. Oracle Log Analytics Cloud Service

Answer: A (LEAVE A REPLY)

NEW QUESTION: 10

Which Identity SOC service could be deployed on Oracle Cloud at customer?
A. Oracle Security Monitoring and Analytics Cloud service

B. Oracle Orchestration Cloud Service

C. Oracle Identity Cloud service

D. Oracle CASB Cloud service

Answer: C (LEAVE A REPLY)
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NEW QUESTION: 11

Suspicious events that you or Oracle CASB Cloud Service determine to be serious, result in
an entry in which of these pages?

A. Risk Events

B. Configuration,Threat Management

C. Incidents

D. Reports

Answer: (SHOW ANSWER)

NEW QUESTION: 12

Which two features describe the monitoring capabilities of Oracle Security Monitoring and
Analytics (SMA) Cloud Service? (Choose two.)

A. Proactively monitor, alert, and notify across all infrastructure tiers

B. Monitor application performance comprehensively

C. Detect security threats

D. Dashboard for infrastructure-related metrics like CPU utilization

Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 13

Which is a top challenge for a Security Operations Center (SOC) Manager?

A. to identify threats proactively while maintaining organization and customer SLAs
B. to ensure network and systems uptime to meet organization and customer SLAs
C. to keep all systems in compliance within 30 days of new security regulations

D. to design and implement a software development life cycle program

Answer: (SHOW ANSWER)

NEW QUESTION: 14

You want a user to perform the following administrative tasks in Oracle Identity Cloud
Service:customizing the interface, default settings, notifications, and the password policy;
configuring Multi-Factor Authentication (MFA); and managing bridges, identity providers, and
trusted partner certificates.

To which administrator role do you assign thisuser?

A. Security administrator

B. Audit administrator

C. Application administrator

D. User administrator

Answer: A (LEAVE A REPLY)

NEW QUESTION: 15
In your organization you want to do the security validation of development environments in
the cloud.


https://www.freeqas.com/qa/Oracle/1z0-1070-21/Oracle.1z0-1070-21.v2023-01-22.q21.html
https://www.freeqas.com/qa/Oracle/1z0-1070-21/Oracle.1z0-1070-21.v2023-01-22.q21.html
https://www.freeqas.com/qa/Oracle/1z0-1070-21/Oracle.1z0-1070-21.v2023-01-22.q21.html
https://www.freeqas.com/qa/Oracle/1z0-1070-21/Oracle.1z0-1070-21.v2023-01-22.q21.html

Which two can be used along with Configuration and Compliance Cloud Service? (Choose
two.)

A. Use out-of-the-box, REST-based rules to check for the restriction of cloud provider's
administrative port address to corporate IP addresses.

B. Use the Secure Technical Implementation Guides (STIGs) industry-standard benchmarks.
C. Use the rules to check that auditing is turned on in the cloud.

D. Use custom in-house rules along with Security Content Automation Protocol (SCAP)
assessments

Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 16

Which action to resolve a suspicious event that appears in Risk Events is NOT supported by
Oracle CASB Cloud Service?

A. create an incident in Oracle CASB Cloud Service and export it to ServiceNow for further
processing

B. create an incident and resolve it in Oracle CASB Cloud Service

C. export the risk event to Splunk for further processing

D. export the risk event to LogRythm for further processing

Answer: D (LEAVE A REPLY)
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NEW QUESTION: 17

You want to configure Oracle Identity Cloud Service so that any users who use an IP address
that comes from a country where hacking is rampant are prevented from accessing Oracle
Identity Cloud Service.

How would you accomplish this?

A. Define a network perimeter and assign it to a rule of a sign-on policy.

B. Define a network perimeter, assign it to a rule of a sign-on policy, and set the access for
the rule to be denied.

C. Define a network perimeter.

D. Define a network perimeter, assign it to a rule of asign-on policy, set the access for the
rule to be denied, and define risk-related conditions in the rule associated with the user's
location.
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 18

In your organization, security operations complains about the shortage of resources to
handle the number of alerts generated from thesecurity products deployed.

You want to automate the process of handling and remediating the alerts and also want to
add contextual awareness to adapt to the threats in real time.

Which would provide the required solution?

A. Oracle Integration Cloud Service

B. Oracle Identity Security Operations Center (SOC)

C. Oracle Configuration and Compliance Cloud Service

D. Oracle Log Analytics Cloud Service

Answer: B (LEAVE A REPLY)

NEW QUESTION: 19

In your organization you want to decrease manual intervention forremediation of the large
number of security alerts generated from the number of security products deployed against
each other.

Which solution would solve the problem?

A. Oracle Data Integration Platform Cloud Service

B. Oracle Integration Cloud Service

C. Oracle Configuration and Compliance Cloud Service

D. Oracle Identity Security Operations Center (SOC) solution

Answer: D (LEAVE A REPLY)

NEW QUESTION: 20

Which two steps are needed to integrate Oracle CASB Cloud Servicewith Oracle Identity
Cloud Service?

(Choose two.)

A. In Oracle CASB Cloud Service navigate to Configuration and then to ldentity Management
providers.

Select Oracle ldentity Cloud Service and specify the Instance name/Client ID/Client Secret
and URL to the Provider.

B. Create an Oracle CASB Cloud Service application in Identity Cloud Service and collect the
Client ID/Client Secret for the application created.

C. Create a trusted application in Identity Cloud Service and collect the Client ID/Client
Secretfor the application created.

D. In Oracle CASB Cloud Service navigate to Configuration and then to Identity Management
providers.

Select Oracle Identity Cloud Service and specify the Client ID/Client Secret.

Answer: (SHOW ANSWER)
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NEW QUESTION: 21

Which industry-standard benchmark engine needs to be configured with Oracle Configuration
and Compliance Cloud Service?

A. Open Vulnerability and Assessment Language (OVAL)

B. General Data Protection Regulation (GDPR)

C. Secure Technical Implementation Guides(STIGs)

D. Security Content Automation Protocol (SCAP)

Answer: D (LEAVE A REPLY)
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