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NEW QUESTION: 1
In which two ways can you improve data durability in Oracle Cloud Infrastructure Object
Storage?
A. Enable server-side encryption
B. Setup volumes in a RAID1 configuration
C. Limit delete permissions
D. Enable Versioning
E. Enable client-side encryption
Answer: B (LEAVE A REPLY)

NEW QUESTION: 2
You are using a custom application with third-party APIs to manage application and data
hosted in an Oracle Cloud Infrastructure (OCI) tenancy. Although your third-party APIs don't
support OCI's signature-based authentication, you want them to communicate with OCI
resources. Which authentication option must you use to ensure this?
A. OCI username and Password
B. SSH Key Pair with 2048-bit algorithm
C. Auth Token
D. API Signing Key
Answer: C (LEAVE A REPLY)

NEW QUESTION: 3
Which components are a part of the OCI Identity and Access Management service?
A. Policies
B. Regional subnets
C. Compute instances
D. VCN
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Answer: (SHOW ANSWER)
https://docs.oracle.com/en-us/iaas/Content/Identity/Concepts/overview.htm

NEW QUESTION: 4
VCN Flow log record details about the traffic that has been denied or approved is based on
which of the following statements?
A. Configuration of route table
B. Security Lists or Network Security Group Rules
C.Web Application Firewall (WAF)
D. Auth tokens
Answer: B (LEAVE A REPLY)

NEW QUESTION: 5
Which IAM policy should be created to give XYZ the ability to list contents of a resource
excluding the f needs to authenticate in prod compartment ? Principle of least priviledge
should be used.
A. Allow group XYZ to manage all resources in compartment != prod
B. Allow group XYZ to use all resources in compartment != prod
C. Allow group XYZ to inspect all resources in tenancy where target.compartment.name !=
prod
D. Allow group XYZ to read all resources in tenancy where target.compartment.name != prod
Answer: (SHOW ANSWER)

NEW QUESTION: 6
Which statements are CORRECT about Multi-Factor Authentication in OCI ? Select TWO
correct answers
A. Members of the Administrators group can disable MFA for other users
B. Users cannot enable MFA for themselves
C. A user can register multiple devices to use for MFA.
D. Members of the Administrators group cannot enable MFA for another user
Answer: (SHOW ANSWER)

NEW QUESTION: 7
Which Oracle Data Safe feature minimizes the amount of personal data and allows internal
test, development, and analytics teams to operate with reduced risk?
A. data masking
B. data discovery
C. data encryption
D. data auditing
E. security assessment
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 8
Where is sensitive configuration data (like certificates, and credentials) is stored by
Kubernetes cluster control plane?
A. Block Volume
B. ETCD
C. Oracle Functions
D. Boot Volume
Answer: B (LEAVE A REPLY)

NEW QUESTION: 9
A company needs to have some buckets as public in the compartment. You want Cloud
Guard to ignore the problem associated with public bucket. Select TWO correct answers
A. Configure Conditional groups for the detector to fix base line
B. First make the bucket private and after few days make the bucket public again
C. Make the bucket private so that Cloud Guard won't detect it
D. Dismiss the issues associated with these resources
Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 10
Which statement is true about standards?
A. They are result of a regulation or contractual requirement or an industry requirement.
B. They are methods and instructions on how to maintain or accomplish the directives of the
policy.
C. They are the foundation of corporate governance.
D. They may be audited.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 11
Which type of firewalls are designed to protect against web application attacks, such as SQL
injection and cross-site scripting?
A. Stateful inspection firewall
B.Web Application Firewall
C. Incident firewall
D. Packet filtering firewall
Answer: B (LEAVE A REPLY)
SQL injections. Cross-site scripting. Distributed denial of service (DDoS) attacks. Botnets.
These are just some of the cyber-weapons increasingly being used by malicious actors to
target web applications, cause data breaches, and expose sensitive business information.
Oracle WAF uses a multilayered approach to protect web applications from a host of
cyberthreats including malicious bots, application layer (L7) DDoS attacks, cross-site
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scripting, SQL injection, and vulnerabilities defined by the Open Web Application Security
Project (OWASP). When a threat is identified, Oracle WAF automatically blocks it and alerts
security operations teams so they can investigate further.
https://www.oracle.com/a/ocom/docs/security/oci-web-application-firewall.pdf

NEW QUESTION: 12
For how long are API calls audited and available?
A. 90 days
B. 30 days
C. 365 days
D. 60 days
Answer: (SHOW ANSWER)

NEW QUESTION: 13
A number of malicious requests for a web application is coming from a set of IP addresses
originating from Antartic a.
Which of the following statement will help to reduce these types of unauthorized requests ?
A. Delete NAT Gateway from Virtual Cloud Network
B. Use WAF policy using Access Control Rules
C. Change your home region in which your resources are currently deployed
D. List specific set of IP addresses then deny rules in Virtual Cloud Network Security Lists
Answer: B (LEAVE A REPLY)

NEW QUESTION: 14
With regard to OCI Audit Log Service, which of the statement is INCORRECT?
A. Events logged by the Audit service can be viewed by using the Console, API, or the SDK
for Java
B. Audit Events gets collected when modification within objects stored in an Object Storage
bucket
C. Retention period for audit events cannot be modified
D. REST API calls can be recorded by Audit service
Answer: B (LEAVE A REPLY)

NEW QUESTION: 15
Which Security Zone policy is NOT valid?
A. Resources in a security zone should not be accessible from the public internet.
B. Resources in a security zone must be automatically backed up regularly.
C. A compute instance cannot be moved from a security zone to a standard compartment.
D. A boot volume can be moved from a security zone to a standard compartment.
Answer: D (LEAVE A REPLY)
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NEW QUESTION: 16
Which is NOT a compliance document?
A. Certificate
B. Penetration test report
C. Attestation
D. Bridge letter
Answer: (SHOW ANSWER)
Types of Compliance Documents
When viewing compliance documents, you can filter on the following types:
Attestation. A Payment Card Industry (PCI) Data Security Standard (DSS) Attestation of
Compliance document.
Audit. A general audit report.
Bridge Letter (BridgeLetter). A bridge letter. Bridge letters provide compliance information for
the period of time between the end date of an SOC report and the date of the release of a
new SOC report.
Certificate. A document indicating certification by a particular authority, with regard to
certification requirements and examination results conforming to said requirements.
SOC3. A Service Organization Controls 3 audit report that provides information relating to a
service organization's internal controls for security, availability, confidentiality, and privacy.
Other. A compliance document that doesn't fit into any of the preceding, more specific
categories.
https://docs.oracle.com/en-
us/iaas/Content/ComplianceDocuments/Concepts/compliancedocsoverview.htm
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NEW QUESTION: 17
As a lead Security Architect, you have tasked to restrict access to and from the worker nodes
in pods running in Oracle Container Engine for Kubernetes?
A. Cloud Guard
B. Vulnerability Scanning
C. Security Lists
D. Identity and Access Management
Answer: C (LEAVE A REPLY)
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NEW QUESTION: 18
Which statement about Oracle Cloud Infrastructure Multi-Factor Authentication (MFA) is NOT
valid?
A. Users must install a supported authenticator app on the mobile device they intend to
register for MFA.
B. Users cannot disable MFA for themselves.
C. An administrator can disable MFA for another user.
D. A user can register only one device to use for MFA.
Answer: (SHOW ANSWER)

NEW QUESTION: 19
Which of these protects customer data at rest and in transit in a way that allows customers to
meet their security and compliance requirements for cryptographic algorithms and key
management?
A. Security controls
B. Customer isolation
C. Data encryption
D. Identity Federation
Answer: (SHOW ANSWER)
DATA ENCRYPTION
Protect customer data at-rest and in-transit in a way that allows customers to meet their
security and compliance requirements for cryptographic algorithms and key management.
https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_overview.htm

NEW QUESTION: 20
What would you use to make Oracle Cloud Infrastructure Identity and Access Management
govern resources in a tenancy?
A. Policies
B. Users
C. Dynamic groups
D. Groups
Answer: (SHOW ANSWER)
POLICY
A document that specifies who can access which resources, and how. Access is granted at
the group and compartment level, which means you can write a policy that gives a group a
specific type of access within a specific compartment, or to the tenancy itself. If you give a
group access to the tenancy, the group automatically gets the same type of access to all the
compartments inside the tenancy. For more information, see Example Scenario and How
Policies Work. The word "policy" is used by people in different ways: to mean an individual
statement written in the policy language; to mean a collection of statements in a single,
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named "policy" document (which has an Oracle Cloud ID (OCID) assigned to it); and to mean
the overall body of policies your organization uses to control access to resources.
https://docs.oracle.com/en-us/iaas/Content/Identity/Concepts/overview.htm

NEW QUESTION: 21
Which Oracle Cloud Service provides restricted access to target resources?
A. Bastion
B. Internet Gateway
C. Load balancer
D. SSL certificate
Answer: A (LEAVE A REPLY)
Bastion
Oracle Cloud Infrastructure Bastion provides restricted and time-limited access to target
resources that don't have public endpoints.
https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_features.htm

NEW QUESTION: 22
You create a new compartment, "apps," to host some production apps and you create an
apps_group and added users to it.
What would you do to ensure the users have access to the apps compartment?
A. Add an IAM policy for apps_group granting access to the apps compartment.
B. Add an lAM policy to attach tenancy to the apps group.
C. Add an IAM policy for the individual users to access the apps compartment.
D. No action is required.
Answer: (SHOW ANSWER)

NEW QUESTION: 23
How can you restrict access to OCI console from unknown IP addresses?
A. Create tenancy's authentication policy and create WAF rules
B. Create tenancy's authentication policy and add a network source
C. Make OCI resources private instead of public
D. Create PAR to restrict access the access
Answer: B (LEAVE A REPLY)

NEW QUESTION: 24
Which parameters customers need to configure while reading secrets by name using CL1 or
API? Select TWO correct answers.
A. Certificates
B. Secret Name
C. ASCII Value
D. Vault Id
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Answer: (SHOW ANSWER)

NEW QUESTION: 25
With regard to vulnerability and cloud penetration testing, which rules of engagement apply?
Select TWO correct answers.
A. Any port scanning must be performed in an aggressive mode
B. Physical penetration and vulnerability testing of Oracle facilities is prohibited
C. Testing should target any other subscription or any other Oracle Cloud customer
resources
D. You are responsible for any damages to Oracle Cloud customers that are caused by your
testing activities
Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 26
You want software that can automatically collect and aggregate log data generated
throughout your organization's infrastructure, analyze it, and send alerts if it detects a
deviation from the norm.
Which software must you use?
A. Security Information Management (SIM)
B. Security Integration Management (SIM)
C. Security Information and Event Management (SIEM)
D. Security Event Management (SEM)
Answer: (SHOW ANSWER)

NEW QUESTION: 27
What information do you get by using the Network Visualizer tool?
A. State of subnets in a VCN
B. Interconnectivity of VCNs
C. Routes defined between subnets and gateways
D. Organization of subnets and VLANs across availability domains
Answer: B (LEAVE A REPLY)
https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/network_visualizer.htm You
can view and understand the following from this diagram:
How VCNs are inter-connected
How on-premises networks are connected (using FastConnect or Site-to-Site VPN) Which
routing entities (DRGs and so on) control traffic routing How your transit routing is configured

NEW QUESTION: 28
On which option do you set Oracle Cloud Infrastructure Budget?
A. Compartments
B. Instances
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C. Free-form tags
D. Tenancy
Answer: A (LEAVE A REPLY)
How Budgets Work
Budgets are set on cost-tracking tags or on compartments (including the root compartment)
to track all spending in that cost-tracking tag or for that compartment and its children.
https://docs.oracle.com/en-us/iaas/Content/Billing/Concepts/budgetsoverview.htm

NEW QUESTION: 29
How can you establish private connectivity over two VCN within same OCI region without
traversing the traffic over public internet ?
A. NAT Gateway
B. Data Guard
C. Remote VCN Peering
D. Local VCN Peering
Answer: D (LEAVE A REPLY)

NEW QUESTION: 30
A company has OCI tenancy which has mount target associated with two File Systems,
CG_1 and CG_2. These File Systems are accessed by IP-based clients AB_1 and AB_2
respectively. As a security administrator, how can you provide access to both clients such
that CGI has Read only access on AB1 and CG_2 has Read/Write access on AB_2?
A. NFS Export Option
B. Access Control Lists
C. NFS v3 Unix Security
D. Vault
Answer: (SHOW ANSWER)

NEW QUESTION: 31
Operations team has made a mistake in updating the secret contents and immediately need
to resume using older secret contents in OCI Secret Management within a Vault.
As a Security Administrator, what step should you perform to rollback to last version? Select
TWO correct answers.
A. Mark the secret version as 'deprecated'
B. Mark the secret version as 'Previous'
C. Mark the secret version as 'Rewind'
D. Upload new secret and mark as 'Pending'. Promote this secret version as 'Current'
Answer: B,D (LEAVE A REPLY)
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NEW QUESTION: 32
Which statements are CORRECT about Security Zone policy in OCI ? Select TWO correct
answers
A. Block volume can be moved from a security zone to a standard compartment
B. Bucket can't be moved from a security zone to a standard compartment
C. Resources in a security zone must be accessible from internet
D. Resources in a security zone must be encrypted using customer-managed keys
Answer: (SHOW ANSWER)

NEW QUESTION: 33
Cloud Guard detected a risk score of zero in the dashboard, what does this mean ?
A. Risk score doesn't say anything. These are just numbers
B. LOW or MINOR issues
C. Larger number of problems that have high risk levels ( HIGH or CRITICAL )
D. No problem detected for any resource
Answer: D (LEAVE A REPLY)

NEW QUESTION: 34
What is the configuration to avoid publishing messages during the specified time range
known as?
A. Trigger rule
B. Statistic
C. Resource group
D. Suppression
Answer: (SHOW ANSWER)

Valid 1z0-1104-21 Dumps shared by PrepPdf.com for Helping Passing 1z0-1104-21
Exam! PrepPdf.com now offer the newest 1z0-1104-21 exam dumps, the PrepPdf.com
1z0-1104-21 exam questions have been updated and answers have been corrected
get the newest PrepPdf.com 1z0-1104-21 dumps with Test Engine here:

https://www.preppdf.com/Oracle/1z0-1104-21-prepaway-exam-dumps.html
https://www.freeqas.com/qa/Oracle/1z0-1104-21/Oracle.1z0-1104-21.v2022-03-12.q34.html
https://www.freeqas.com/qa/Oracle/1z0-1104-21/Oracle.1z0-1104-21.v2022-03-12.q34.html
https://www.freeqas.com/qa/Oracle/1z0-1104-21/Oracle.1z0-1104-21.v2022-03-12.q34.html


https://www.preppdf.com/Oracle/1z0-1104-21-prepaway-exam-dumps.html (96 Q&As

Dumps, 40%OFF Special Discount: Exam-Tests)

https://www.preppdf.com/Oracle/1z0-1104-21-prepaway-exam-dumps.html

