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NEW QUESTION: 1
Protect stored cardholder data is the

A. Requirement 2
B. Requirement 3
C. Requirement 5
D. Requirement 4
Answer: B (LEAVE A REPLY)

NEW QUESTION: 2

Restrict access to cardholder data by business need-to-know
A. Requirement 7

B. Requirement 9

C. Requirement 10

D. Requirement 8

Answer: A (LEAVE A REPLY)

NEW QUESTION: 3

Merchants using only web-based virtual payment terminals, no electronic cardholder data
storage, may be eligible to use what SAQ?

A.SAQD

B. SAQ C-VT

C.SAQB

D.SAQC

E. SAQ A

Answer: B (LEAVE A REPLY)

NEW QUESTION: 4
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Methods for stealing payment card data include:
A. Physical skimming

B. Malware

C. All of the options are correct

D. Weak passwords

Answer: C (LEAVE A REPLY)

NEW QUESTION: 5

To be compliant with requirement 8.1.4 you have to remove/disable inactive user accounts
at least every

A. 90 days

B. 60 days

C. 180 days

D. 30 days

Answer: (SHOW ANSWER)

NEW QUESTION: 6

If an e-commerce service provider was deemed eligible to complete an SAQ, which SAQ
would they use?

A.SAQD

B. SAQ A

C.SAQB

D. SAQC

Answer: (SHOW ANSWER)

NEW QUESTION: 7

When masking the PAN what is the maximum number of digits allowed to be displayed
A. The first four and the last six

B. The display of PAN digits are prohibited

C. The first four and the last four

D. The first six and the last four

Answer: (SHOW ANSWER)

NEW QUESTION: 8

SELECT ALL THAT APPLY

To be compliant with requirement 9.9 an updated list of all card-reading devices used in
card-present transactions at the point of sale must be kept by June 30 2015 including the
following:

A. Location of device

B. Make, model of device

C. Proof of purchase
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D. Device serial number or other unique identification
Answer: (SHOW ANSWER)

NEW QUESTION: 9

Merchants involved with only card-not-present transactions that are completely outsourced
to a PCI DSS complaint service provider may be eligible to use?

A. SAQ C/NVT

B. SAQD

C.SAQ B

D. SAQA

Answer: D (LEAVE A REPLY)

NEW QUESTION: 10

According to requirement 11.1 you must implement a process to test for the presence of
wireless access points and detect and identify all authorized and unauthorized wireless
access points on every

A. 3 months

B. 60 day

C. 30 days

D. 6 months

Answer: (SHOW ANSWER)

NEW QUESTION: 11

Restrict physical access to cardholder data is the
A. Requirement 8

B. Requirement 9

C. Requirement 7

D. Requirement 10

Answer: B (LEAVE A REPLY)

NEW QUESTION: 12

If virtualization technologies are used in a cardholder data environment:

A. Virtualization technologies should not be used in the cardholder data environment
B. The virtualization technologies are included in scope for PCI DSS

C. Entities using virtualization technologies should complete SAQ C

D. The virtualization technologies are not in scope for PCI DSS

Answer: B (LEAVE A REPLY)

NEW QUESTION: 13
The implementation of a Security Awareness Program (Requirement 12.6) requires that
personnel must be educated upon hire and at least
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A. Quarterly

B. Monthly

C. Yearly

D. Every 6 months

Answer: C (LEAVE A REPLY)

NEW QUESTION: 14

An user should be required to re-authenticate to activate the terminal or session if it's been
idle for more than

A. 60 minutes

B. 30 minutes

C. 15 minutes

D. 10 minutes

Answer: C (LEAVE A REPLY)

NEW QUESTION: 15

Maintain a policy that addresses information security for all personnel is the
A. Requirement 11

B. Requirement 10

C. Requirement 9

D. Requirement 12

Answer: D (LEAVE A REPLY)

NEW QUESTION: 16

Information Supplements provided by the PCI SSC "supersede" or replace PCI DSS
requirements

A. False

B. True

Answer: A (LEAVE A REPLY)
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When evaluating "above and beyond" for compensating controls, an existing PCI DSS
requirement MAY be considered as compensating controls if they are required for another
area, but are not required for the item under review

A. True

B. False

Answer: A (LEAVE A REPLY)

NEW QUESTION: 18

Requirement 8.2.3 states that passwords/phrases must contain both numeric and
alphabetic characters and a minimum length of at least

A. 8 characters

B. 14 characters

C. 6 characters

D. 7 characters

Answer: (SHOW ANSWER)

NEW QUESTION: 19

An audit trail history should be available immediately for analysis within a minimum of
A. 30 days

B. 3 months

C. 1 year

D. 6 months

Answer: (SHOW ANSWER)

NEW QUESTION: 20

Which of the following entities will ultimately approve a purchase?
A. Acquiring Bank

B. Merchant

C. Payment Transaction Gateway

D. Issuing Bank

Answer: (SHOW ANSWER)

NEW QUESTION: 21

Internal and external vulnerability scans should run at minimum on every to
meet requirement 11.2

A. 90 days

B. 60 days

C. 30 days

D. 180 days

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 22

In the event of a violation of the PCIP Qualification Requirements, disciplinary actions for
PCIPs could include:

A. Verbal warning, suspension, monthly fines

B. Written warning, suspension, revocation

C. Verbal warning, one-off fine, revocation

D. Written warning, remediation, monthly fines

Answer: B (LEAVE A REPLY)

NEW QUESTION: 23

Quarterly internal vulnerability scans should be executed and rescans as needed until what
point?

A. Until you get a PCI Scan passing score

B. All identified vulnerabilities are resolved

C. High and medium risks vulnerabilities are resolved

D. High-risk vulnerabilities (as defined in Requirement 6.1) are resolved

Answer: (SHOW ANSWER)

NEW QUESTION: 24

PCI DSS Requirement 1 covers:

A. Implementation of firewalls between the CDE and untrusted networks
B. Installation of anti-virus software

C. Masking of PAN wherever it is displayed

D. Secure development of DMZ applications and systems

Answer: A (LEAVE A REPLY)

NEW QUESTION: 25

According to requirement 8.1.6 an user ID should be locked out after a maximum how
many repeated access attempts?

A.6

B. 4

C.5

D.3

Answer: A (LEAVE A REPLY)

NEW QUESTION: 26

Risk assessments must be implemented in order to meet requirement 12.2. Please select
all risk assessments methodologies that can be used in order to meet this requirement.
A. 1ISO 27005

B. NIST SP 800-30

C. OCTAVE
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D. NIST SP 800-53
Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 27

Entities involved in payment card processing via mobile devices (like a phone or tablet)
can reduce the risks to the security of cardholder data by:

A. Imputing account data directly into mobile device

B. Encrypting account data within the mobile device using an approved encryption
application

C. Storing account data withing the mobile device

D. Encrypting account data at the point of capture using an approved point of interaction
device

Answer: (SHOW ANSWER)

NEW QUESTION: 28

Users passwords/passphrases should be changed on a minimal of what interval to meet
Requirement

8.247

A. 60 days

B. 90 days

C. 180 days

D. 30 days

Answer: (SHOW ANSWER)

NEW QUESTION: 29

PCIPs are required to adhere to the Code of Professional Responsibility, which includes:
A. Performing subjective evaluation of ethical violations

B. Comply with industry laws and standards

C. Perform PCI DSS compliance assessments

D. Sharing confidential information with other PCIPs

Answer: (SHOW ANSWER)

NEW QUESTION: 30

Who can perform quarterly external vulnerability scans meeting requirement 11.2.2?
A. Qualified personnel

B. Any employee

C. Approved Scanning Vendor (ASV) approved by PCI SSC

D. IT Security personnel

Answer: (SHOW ANSWER)
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