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NEW QUESTION: 1

Who is responsible for Initial asset allocation to the user/custodian of the assets?
A. Asset Practitioner

B. Asset Owner

C. Asset Manager

D. Asset Stakeholder

Answer: B (LEAVE A REPLY)

NEW QUESTION: 2

What is we do in ACT - From PDCA cycle

A. Take actions to continually monitor process performance
B. Take actions to continually monitor process performance
C. Take actions to continually improve process performance
D. Take actions to continually improve people performance

Answer: (SHOW ANSWER)

NEW QUESTION: 3

All are prohibited in acceptable use of information assets, except:

A. E-mail copies to non-essential readers

B. Electronic chain letters

C. Company-wide e-mails with supervisor/TL permission.

D. Messages with very large attachments or to a large number ofrecipients.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 4
What is a definition of compliance?
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A. Laws, considered collectively or the process of making or enacting laws
B. The state or fact of according with or meeting rules or standards

C. A rule or directive made and maintained by an authority.

D. An official or authoritative instruction

Answer: B (LEAVE A REPLY)

NEW QUESTION: 5

The computer room is protected by a pass reader. Only the System Management
department has a pass.

What type of security measure is this?

A. a corrective security measure

B. a physical security measure

C. a logical security measure

D. a repressive security measure

Answer: B (LEAVE A REPLY)

NEW QUESTION: 6

What is an example of a human threat?
A. thunderstrom

B. phishing

C. fire

D. a lightning strike

Answer: B (LEAVE A REPLY)

NEW QUESTION: 7

What is the security management term for establishing whether someone's identity is
correct?

A. ldentification

B. Verification

C. Authentication

D. Authorisation

Answer: (SHOW ANSWER)

NEW QUESTION: 8

Who is authorized to change the classification of a document?
A. The administrator of the document

B. The author of the document

C. The owner of the document

D. The manager of the owner of the document

Answer: (SHOW ANSWER)
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NEW QUESTION: 9

Four types of Data Classification (Choose two)
A. Unrestricted Data, Highly Confidential Data
B. Financial Data, Highly Confidential Data

C. Project Data, Highly Confidential Data

D. Restricted Data, Confidential Data
Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 10

What is the name of the system that guarantees the coherence of information security in
the organization?

A. Security regulations for special information for the government

B. Information Security Management System (ISMS)

C. Information Technology Service Management (ITSM)

D. Rootkit

Answer: B (LEAVE A REPLY)

NEW QUESTION: 11

What type of legislation requires a proper controlled purchase process?
A. Intellectual property rights act

B. Computer criminality act

C. Personal data protection act

D. Government information act

Answer: A (LEAVE A REPLY)

NEW QUESTION: 12

The following are definitions of Information, except:

A. specific and organized data for a purpose

B. mature and measurable data

C. accurate and timely data

D. can lead to understanding and decrease in uncertainty
Answer: (SHOW ANSWER)

NEW QUESTION: 13

A couple of years ago you started your company which has now grown from 1 to 20
employees. Your company's information is worth more and more and gone are the days
when you could keep control yourself.

You are aware that you have to take measures, but what should they be? You hire a
consultant who advises you to start with a qualitative risk analysis.

What is a qualitative risk analysis?
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A. This analysis is based on scenarios and situations and produces a subjective view of
the possible threats.

B. This analysis follows a precise statistical probability calculation in order to calculate
exact loss caused by damage.

Answer: (SHOW ANSWER)

NEW QUESTION: 14

Does the security have the right to ask you to display your ID badges and check your
bags?

A. False

B. True

Answer: B (LEAVE A REPLY)

NEW QUESTION: 15
is a software used or created by hackers to disrupt computer operation,
gather sensitive information, or gain access to private computer systems.
A. Trojan
B. Malware
C. Operating System
D. Virus
Answer: B (LEAVE A REPLY)

NEW QUESTION: 16

Backup media is kept in the same secure area as the servers. What risk may the
organisation be exposed to?

A. After a fire, the information systems cannot be restored

B. After a server crash, it will take extra time to bring it back up again

C. Responsibility for the backups is not defined well

D. Unauthorised persons will have access to both the servers and backups
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 17

A fire breaks out in a branch office of a health insurance company. The personnel are
transferred to neighboring branches to continue their work.

Where in the incident cycle is moving to a stand-by arrangements found?

A. between recovery and threat

B. between threat and incident

C. between damage and recovery

D. between incident and damage

Answer: D (LEAVE A REPLY)

NEW QUESTION: 18

We can leave laptops during weekdays or weekends in locked bins.
A. True

B. False

Answer: (SHOW ANSWER)

NEW QUESTION: 19

Who are allowed to access highly confidential files?

A. Employees with signed NDA have a business need-to-know

B. Contractors with a business need-to-know

C. Employees with a business need-to-know

D. Non-employees designated with approved access and have signed NDA
Answer: A (LEAVE A REPLY)

NEW QUESTION: 20

Which is the glue that ties the triad together
A. Process

B. People

C. Technology

D. Collaboration

Answer: (SHOW ANSWER)

NEW QUESTION: 21

Often, people do not pick up their prints from a shared printer. How can this affect the
confidentiality of information?

A. Authenticity cannot be guaranteed

B. Availability cannot be guaranteed

C. Confidentiality cannot be guaranteed

D. Integrity cannot be guaranteed

Answer: C (LEAVE A REPLY)
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NEW QUESTION: 22

Stages of Information

A. creation, distribution, maintenance, disposition, use
B. creation, evolution, maintenance, use, disposition
C. creation, distribution, use, maintenance, disposition
D. creation, use, disposition, maintenance, evolution
Answer: C (LEAVE A REPLY)

NEW QUESTION: 23

How are data and information related?

A. Data is a collection of structured and unstructured information

B. When meaning and value are assigned to data, it becomes information

C. Information consists of facts and statistics collected together for reference or analysis
Answer: B (LEAVE A REPLY)

NEW QUESTION: 24

Phishing is what type of Information Security Incident?
A. Legal Incidents

B. Private Incidents

C. Cracker/Hacker Attacks

D. Technical Vulnerabilities

Answer: C (LEAVE A REPLY)

NEW QUESTION: 25

An employee caught temporarily storing an MP3 file in his workstation will not receive an
IR.

A. False

B. True

Answer: A (LEAVE A REPLY)

NEW QUESTION: 26

You are the lead auditor of the courier company SpeeDelivery. You have carried out a risk
analysis and now want to determine your risk strategy. You decide to take measures for
the large risks but not for the small risks.

What is this risk strategy called?

A. Risk avoidance

B. Risk neutral

C. Risk bearing

D. Risk skipping

Answer: (SHOW ANSWER)
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NEW QUESTION: 27

You receive an E-mail from some unknown person claiming to be representative of your
bank and asking for your account number and password so that they can fix your account.
Such an attempt of social engineering is called

A. Shoulder Surfing

B. Spoofing

C. Phishing

D. Mountaineering

Answer: (SHOW ANSWER)

NEW QUESTION: 28

How is the purpose of information security policy best described?

A. An information security policy documents the analysis of risks and the search for
countermeasures.

B. An information security policy makes the security plan concrete by providing it with the
necessary details.

C. An information security policy provides insight into threats and the possible
consequences.

D. An information security policy provides direction and support to the management
regarding information security.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 29

What is a repressive measure in case of a fire?

A. Putting out a fire after it has been detected by a fire detector
B. Repairing damage caused by the fire

C. Taking out a fire insurance

Answer: A (LEAVE A REPLY)

NEW QUESTION: 30

What would be the reference for you to know who should have access to data/document?
A. Access Control List (ACL)

B. Masterlist of Project Records (MLPR)

C. Information Rights Management (IRM)

D. Data Classification Label

Answer: (SHOW ANSWER)

NEW QUESTION: 31

What type of compliancy standard, regulation or legislation provides a code of practice for
information security?

A. IT Service Management
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B. ISO/IEC 27002

C. Personal data protection act
D. Computer criminality act
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 32

A property of Information that has the ability to prove occurrence of a claimed event.
A. Integrity

B. Electronic chain letters

C. Availability

D. Accessibility

Answer: A (LEAVE A REPLY)

NEW QUESTION: 33

Which of the following is a possible event that can have a disruptive effect on the reliability
of information?

A. Dependency

B. Risk

C. Vulnerability

D. Threat

Answer: D (LEAVE A REPLY)
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