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NEW QUESTION: 1
Which of the following is not a type of Information Security attack?
A. Privacy Incidents
B. Legal Incidents
C. Technical Vulnerabilities
D. Vehicular Incidents
Answer: D (LEAVE A REPLY)

NEW QUESTION: 2
As a new member of the IT department you have noticed that confidential information has
been leaked several times. This may damage the reputation of the company. You have
been asked to propose an organisational measure to protect laptop computers. What is the
first step in a structured approach to come up with this measure?
A. Set up an access control procedure
B. Formulate a policy
C. Encrypt all sensitive information
D. Appoint security staff
Answer: B (LEAVE A REPLY)

NEW QUESTION: 3
Four types of Data Classification (Choose two)
A. Restricted Data, Confidential Data
B. Project Data, Highly Confidential Data
C. Financial Data, Highly Confidential Data
D. Unrestricted Data, Highly Confidential Data
Answer: A,D (LEAVE A REPLY)
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NEW QUESTION: 4
Which of the following does a lack of adequate security controls represent?
A. Vulnerability
B. Asset
C. Impact
D. Threat
Answer: A (LEAVE A REPLY)

NEW QUESTION: 5
__________ is a software used or created by hackers to disrupt computer operation,
gather sensitive information, or gain access to private computer systems.
A. Operating System
B. Malware
C. Virus
D. Trojan
Answer: (SHOW ANSWER)

NEW QUESTION: 6
What type of legislation requires a proper controlled purchase process?
A. Intellectual property rights act
B. Government information act
C. Personal data protection act
D. Computer criminality act
Answer: A (LEAVE A REPLY)

NEW QUESTION: 7
Information or data that are classified as ______ do not require labeling.
A. Highly Confidential
B. Confidential
C. Internal
D. Public
Answer: (SHOW ANSWER)

NEW QUESTION: 8
Changes on project-managed applications or database should undergo the change control
process as documented.
A. True
B. False
Answer: (SHOW ANSWER)
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NEW QUESTION: 9
A property of Information that has the ability to prove occurrence of a claimed event.
A. Accessibility
B. Availability
C. Electronic chain letters
D. Integrity
Answer: (SHOW ANSWER)

NEW QUESTION: 10
There is a scheduled fire drill in your facility. What should you do?
A. Participate in the drill
B. Call in sick
C. None of the above
D. Excuse yourself by saying you have an urgent deliverable
Answer: A (LEAVE A REPLY)

NEW QUESTION: 11
Backup media is kept in the same secure area as the servers. What risk may the
organisation be exposed to?
A. Unauthorised persons will have access to both the servers and backups
B. After a fire, the information systems cannot be restored
C. After a server crash, it will take extra time to bring it back up again
D. Responsibility for the backups is not defined well
Answer: B (LEAVE A REPLY)

NEW QUESTION: 12
What is a repressive measure in case of a fire?
A. Repairing damage caused by the fire
B. Taking out a fire insurance
C. Putting out a fire after it has been detected by a fire detector
Answer: C (LEAVE A REPLY)

NEW QUESTION: 13
We can leave laptops during weekdays or weekends in locked bins.
A. False
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 14
What type of compliancy standard, regulation or legislation provides a code of practice for
information security?
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A. ISO/IEC 27002
B. Personal data protection act
C. Computer criminality act
D. IT Service Management
Answer: A (LEAVE A REPLY)

NEW QUESTION: 15
The following are purposes of Information Security, except:
A. Increase Business Assets
B. Ensure Business Continuity
C. Maximize Return on Investment
D. Minimize Business Risk
Answer: A (LEAVE A REPLY)

NEW QUESTION: 16
You receive the following mail from the IT support team: Dear User,Starting next week, we
will be deleting all inactive email accounts in order to create spaceshare the below details
in order to continue using your account. In case of no response, Name:
Email ID:
Password:
DOB:
Kindly contact the webmail team for any further support. Thanks for your attention.
Which of the following is the best response?
A. Respond it by saying that one should not share the password with anyone
B. One should not respond to these mails and report such email to your supervisor
C. Ignore the email
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 17
What is a definition of compliance?
A. An official or authoritative instruction
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B. A rule or directive made and maintained by an authority.
C. Laws, considered collectively or the process of making or enacting laws
D. The state or fact of according with or meeting rules or standards
Answer: D (LEAVE A REPLY)

NEW QUESTION: 18
After a devastating office fire, all staff are moved to other branches of the company. At
what moment in the incident management process is this measure effectuated?
A. Between recovery and normal operations
B. Between detection and classification
C. Between classification and escalation
D. Between incident and damage
Answer: (SHOW ANSWER)

NEW QUESTION: 19
An administration office is going to determine the dangers to which it is exposed.
What do we call a possible event that can have a disruptive effect on the reliability of
information?
A. risk
B. vulnerability
C. threat
D. dependency
Answer: C (LEAVE A REPLY)

NEW QUESTION: 20
Information Security is a matter of building and maintaining ________ .
A. Protection
B. Firewalls
C. Trust
D. Confidentiality
Answer: C (LEAVE A REPLY)

NEW QUESTION: 21
What would be the reference for you to know who should have access to data/document?
A. Information Rights Management (IRM)
B. Access Control List (ACL)
C. Data Classification Label
D. Masterlist of Project Records (MLPR)
Answer: B (LEAVE A REPLY)

NEW QUESTION: 22
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You work in the office of a large company. You receive a call from a person claiming to be
from the Helpdesk. He asks you for your password.
What kind of threat is this?
A. Organizational threat
B. Social Engineering
C. Natural threat
D. Arason
Answer: B (LEAVE A REPLY)

NEW QUESTION: 23
Why do we need to test a disaster recovery plan regularly, and keep it up to date?
A. Otherwise the measures taken and the incident procedures planned may not be
adequate
B. Otherwise remotely stored backups may no longer be available to the security team
C. Otherwise it is no longer up to date with the registration of daily occurring faults
Answer: (SHOW ANSWER)

NEW QUESTION: 24
Below is Purpose of "Integrity", which is one of the Basic Components of Information
Security
A. the property that information is not made available or disclosed to unauthorized
individuals
B. the property that information is not made available or disclosed to unauthorized
individuals
C. the property of being accessible and usable upon demand by an authorized entity.
D. the property of safeguarding the accuracy and completeness of assets.
Answer: (SHOW ANSWER)

NEW QUESTION: 25
What is the security management term for establishing whether someone's identity is
correct?
A. Identification
B. Verification
C. Authorisation
D. Authentication
Answer: D (LEAVE A REPLY)

NEW QUESTION: 26
The computer room is protected by a pass reader. Only the System Management
department has a pass.
What type of security measure is this?
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A. a repressive security measure
B. a physical security measure
C. a corrective security measure
D. a logical security measure
Answer: B (LEAVE A REPLY)

NEW QUESTION: 27
Implement plan on a test basis - this comes under which section of PDCA
A. Check
B. Act
C. Plan
D. Do
Answer: D (LEAVE A REPLY)

NEW QUESTION: 28
Which threat could occur if no physical measures are taken?
A. Confidential prints being left on the printer
B. Hackers entering the corporate network
C. A server shutting down because of overheating
D. Unauthorised persons viewing sensitive files
Answer: C (LEAVE A REPLY)

NEW QUESTION: 29
Information has a number of reliability aspects. Reliability is constantly being threatened.
Examples of threats are: a cable becomes loose, someone alters information by accident,
data is used privately or is falsified.
Which of these examples is a threat to integrity?
A. System restart
B. private use of data
C. accidental alteration of data
D. a loose cable
Answer: C (LEAVE A REPLY)

NEW QUESTION: 30
A member of staff denies sending a particular message.
Which reliability aspect of information is in danger here?
A. integrity
B. confidentiality
C. correctness
D. availability
Answer: (SHOW ANSWER)
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NEW QUESTION: 31
Often, people do not pick up their prints from a shared printer. How can this affect the
confidentiality of information?
A. Confidentiality cannot be guaranteed
B. Authenticity cannot be guaranteed
C. Availability cannot be guaranteed
D. Integrity cannot be guaranteed
Answer: (SHOW ANSWER)
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NEW QUESTION: 32
What is a reason for the classification of information?
A. To structure the information according to its sensitivity
B. To provide clear identification tags
C. Creating a manual describing the BYOD policy
Answer: A (LEAVE A REPLY)

NEW QUESTION: 33
Availability means
A. Service should not be accessible when required
B. Service should be accessible at the required time and usable only by the authorized
entity
C. Service should be accessible at the required time and usable by all
Answer: (SHOW ANSWER)

NEW QUESTION: 34
In what part of the process to grant access to a system does the user present a token?
A. Authorisation
B. Identification
C. Verification
D. Authentication
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 35
What is the goal of classification of information?
A. Applying labels making the information easier to recognize
B. Structuring information according to its sensitivity
C. To create a manual about how to handle mobile devices
Answer: B (LEAVE A REPLY)

NEW QUESTION: 36
There is a network printer in the hallway of the company where you work. Many employees
don't pick up their printouts immediately and leave them on the printer.
What are the consequences of this to the reliability of the information?
A. The integrity of the information is no longer guaranteed.
B. The availability of the information is no longer guaranteed.
C. The Security of the information is no longer guaranteed.
D. The confidentiality of the information is no longer guaranteed.
Answer: B (LEAVE A REPLY)
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